
 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

1 

                                                    

 

DELIVERABLE 

 

 

Project Acronym: SMEDATA 

 

Grant Agreement number: 814763 

 

Project Title: Ensuring the Highest Degree of Privacy and Personal 

Data Protection through Innovative Tools for SMEs and Citizens 

Work Package: 3 

 

D3.4 Self-Assessment and Awareness Tool 

 

Project co-funded by the European Commission within REC-AG-2017 

Dissemination Level 

PU Public (after final adoption) X 

CO Confidential, only for members of the consortium (including the Commission Services)  

  



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer: The content of the current document represents the views of the authors only and is their 

sole responsibility. The European Commission does not accept any responsibility for use that may be 

made of the information it contains. 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

3 

 

Table of Contents 
 

I. Introduction ....................................................................................................................... 4 

II. Self-Assessment Pillar ....................................................................................................... 5 

1. Introduction ................................................................................................................... 5 

2. Main Core Subsection ................................................................................................. 11 

3. Further Reading Subsection ....................................................................................... 17 

III. Awareness Pillar .............................................................................................................. 19 

1. Concept of “personal data” ........................................................................................ 19 

2. General principles of the processing of personal data under the GDPR ............... 28 

3. The concepts of “controller” and “processor” – different scenarios. ..................... 41 

4. Successfully negotiating Data Protection Agreements. ............................................ 51 

5. Data subjects‟ rights and the importance of data protection by default and by 

design ................................................................................................................................... 53 

6. Business benefits of the GDPR ................................................................................... 60 

7. GDPR Compliance as Comparative Advantage ....................................................... 62 

8. Territorial scope of the GDPR ................................................................................... 69 

9. Legal grounds for personal data processing ............................................................. 77 

10. Provision of information to data subjects .............................................................. 81 

11. Future of privacy and disruptive innovations – artificial intelligence, 

geolocation, video surveillance and biometrics ................................................................ 86 

12. Most common “type” of SMEs' processing operations - in the employment 

context. Employee tracking and monitoring under the GDPR .................................... 105 

13. Interconnection between role and responsibility of a DPO and SMEs daily 

processing .......................................................................................................................... 119 

14. Case law overview .................................................................................................. 127 

15. SMEs in the cooperation and the consistency between national data protection 

authorities .......................................................................................................................... 136 

16. Roles of trained data protection professionals .................................................... 148 

17. Training methodology ........................................................................................... 153 

 

 

 

 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

4 

I. Introduction 

Current deliverable is based on common set of criteria supported within WP3.  

Based on these criteria, the functionalities of the tool incorporate: 

• How to assess GDPR impacts on different economic sectors; 

• How to conduct DPIA in SMEs; 

• How to implement GDPR in everyday life of SMEs; 

• How to prepare SMEs staff for GDPR challenges; 

• How to raise awareness among SMEs stakeholders – staff, 

management, owners, subcontractors, clients; 

• How to ensure continuing learning on GDPR matters. 

Self-assessment and awareness tool provides quality criteria for awareness 

raising measures allowing SMEs to demonstrate reasonable confidence by 

further choosing additional approaches for awareness raising among their staff 

or clients – citizens as well as internal mechanisms for applying them. 

There are two main pillars of the tool: 

• Self-assessment Pillar; 

• Awareness Pillar. 

Each of them has several mirror subsections: 

• Introduction 

• Main core 

• Further reading 
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II. Self-Assessment Pillar 

Self-Assessment Pillar is based on questions-based approach in order to present 

the GDPR complaint processing in a way to lead the small and medium 

enterprises representatives to finding solution unambiguously. The questions-

based approach contains mainly close questions, e.g. ―Are you data controller‖ 

which leads to multiple answer questions, e.g. ―Do you have processing 

operation such as:…‖ where one single positive answer leads to self-

reconsidering the previous ―Yes-No‖ answer. 

In order to facilitate to the self-assessment process, there are three main 

subsections: 

 

1. Introduction 

Current Subsection assesses the initial concepts such as: 

 Legal entities; 

 Business processes; 

 Controller/processor; 

 Personal data; 

 Processing of personal data; 

 GDPR scope; 

 Lawful processing of personal data; 

 Data subjects‘ rights. 

There is single set of successive questions, logically linked in order to 

demonstrate the interconnectivity between ordinary business operations and the 

personal data processing. Additionally, the structure of the questions presents 

the importance of personal data protection not only because of the GDPR rules 

but also possible loses to the data controllers/ processors related to the 

commercial reputation, client relationships as well as cash flow. 
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Structure of the Introduction Subsection: 

Questions: 

1. Are you legal entity? 

- Yes (next question); 

- No (Pop-up window: Did you know that GDPR applies not only for legal 

entities but also for individuals that processing personal data. In such cases, 

either legal entities or individuals can be considered as data controllers.  Article 

2 Material scope (GDPR) 1.   This Regulation applies to the processing of 

personal data wholly or partly by automated means and to the processing other 

than by automated means of personal data which form part of a filing system or 

are intended to form part of a filing system. 

2.   This Regulation does not apply to the processing of personal data: 

(a) in the course of an activity which falls outside the scope of Union law; 

(b) by the Member States when carrying out activities which fall within the 

scope of Chapter 2 of Title V of the TEU; 

(c) by a natural person in the course of a purely personal or household activity; 

(d) by competent authorities for the purposes of the prevention, investigation, 

detection or prosecution of criminal offences or the execution of criminal 

penalties, including the safeguarding against and the prevention of threats to 

public security.). 

 

2. Do you have: 

- Employees; 

- Clients (individuals or entities representing by individuals); 
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- Contractors (Suppliers, etc.: either individuals or entities represented  

by individuals). 

If only one single or more answers is/are marked, it is announced via pop-up 

window that each of them are data subjects (individuals) or entities representing 

by data subjects (individuals) leading that the entity or the individual is a data 

controller obliged under the GDPR. 

 

3. Do you have some of the following for your employees/ clients/ 

contractors (multiple answers question): 

- a name,  

- an identification number,  

- location data,  

- an online identifier  

- specific to the physical,  

- specific to the physiological identity,  

- specific to the genetic identity,  

- specific to the mental identity,  

- specific to the economic identity,  

- specific to the cultural identity,  

- specific to the social identity. 

If only one single or more answers is/are marked, it is announced via pop-up 

window that each of them are personal data leading that the entity or the 

individual is a data controller obliged under the GDPR. 
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4. Do you do some of these operations performed on personal data (multiple 

answers question): 

- Collection,  

- Recording, 

- Organisation,  

- Structuring,  

- Storage,  

- Adaptation (or alteration, retrieval),  

- Consultation,  

- Use, 

- Disclosure (by transmission), 

- Dissemination (or otherwise making available to others),  

- Alignment (or combination),  

- Restriction,  

- Erasure, 

- Destruction. 

If only one single or more answers is/are marked, it is announced via pop-up 

window that each of them are data processing operations leading that the entity 

or the individual is a data controller obliged under the GDPR. 

 

5. What of the following is applicable for you (your entity): 

- Offer of goods or services, irrespective of whether a payment of the data 

subject is required, to such data subjects in the European Union; 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

9 

- Monitor of individuals‘ behaviour as far as their behaviour takes place within 

the European Union. 

 

If only one single or more answers is/are marked, it is announced via pop-up 

window that processing operations are conducted by a data controller obliged 

under the GDPR. 

 

6. What of the following is applicable to your business: 

- The individuals have given consent to the processing of their personal data for 

one or more specific purposes; 

- Personal data processing is necessary for the performance of a contract to 

which the data subject is party or in order to take steps at the request of the data 

subject prior to entering into a contract; 

- Personal data processing is necessary for compliance with a legal obligation 

such as national law, ordinance, etc.; 

- Personal data processing is necessary in order to protect the vital interests 

(such as life) of the individual or of another natural person; 

- Personal data processing is necessary for the performance of a task carried out 

in the public interest or in the exercise of official authority vested in the 

controller; 

- Personal data processing is necessary for the purposes of the legitimate 

interests pursued by the controller or by a third party (except where such 

interests are overridden by the interests or fundamental rights and freedoms of 

the data subject which require protection of personal data, in particular where 

the data subject is a child). 
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Pop-up window indicating that these are possible ―option‖ – legal grounds for 

processing personal data lawfully. Single legal ground is enough to process data 

lawfully. Accumulating them will not lead to more appropriate data processing. 

For instance, if you have a contract concluded between an individual and the 

data controller, an additional consent may have even negative effect to the 

controller: individual may withdraw the consent, but the controller will continue 

processing their data on a contractual ground. Seeming that data subject rights 

are violated, such misunderstanding can lead not only to administrative 

difficulties but also to commercial reputation, client relationships as well as  

cash flow. 

 

7. Which of the following data subject rights do you respect as a data 

controller: 

- Right to information; 

- Right to access; 

- Right to rectification; 

- Right to erasure; 

- Right of restriction of processing; 

- Right to data portability; 

- Right to object; 

- Rights to automated individual decision, including profiling; 

 

If there are unmarked answers, it is announced via pop-up window that he 

controller shall take appropriate measures to provide opportunity for exercising 

all the listed rights by the individuals (data subjects). 
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2. Main Core Subsection 

Current Subsection assesses the core concepts and responsibilities of the data 

controllers/ processors such as: 

 GDPR Principles; 

 Data Protection by design and by default; 

 Data Protection Impact Assessment; 

 Privacy Notice; 

 Records of Processing Activities; 

 Dealing with individuals‘ requests; 

 Cooperation with national supervisory authorities. 

 

There is single set of successive questions, logically linked in order to 

demonstrate the interconnectivity between ordinary business operations and the 

personal data processing. Additionally, the structure of the questions presents 

the importance of personal data protection not only because of the GDPR rules 

but also possible loses to the data controllers/ processors related to the 

commercial reputation, client relationships as well as cash flow. 

Structure of the Main Core Subsection: 

Questions: 

1. Which of the following principles is not among Principles relating to 

processing of personal data: 

Personal data should be: 

- processed lawfully, fairly and in a transparent manner in relation to the data 

subject (‗lawfulness, fairness and transparency‘); 
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- collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes; further 

processing for archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes shall, in accordance with Article 89(1), 

not be considered to be incompatible with the initial purposes (‗purpose 

limitation‘); 

- adequate, relevant and limited to what is necessary in relation to the purposes 

for which they are processed (‗data minimisation‘); 

- accurate and, where necessary, kept up to date; every reasonable step must be 

taken to ensure that personal data that are inaccurate, having regard to the 

purposes for which they are processed, are erased or rectified without delay 

(‗accuracy‘); 

- kept in a form which permits identification of data subjects for no longer than 

is necessary for the purposes for which the personal data are processed; personal 

data may be stored for longer periods insofar as the personal data will be 

processed solely for archiving purposes in the public interest, scientific or 

historical research purposes or statistical purposes in accordance with Article 

89(1) subject to implementation of the appropriate technical and organisational 

measures required by this Regulation in order to safeguard the rights and 

freedoms of the data subject (‗storage limitation‘); 

- processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 

accidental loss, destruction or damage, using appropriate technical or 

organisational measures (‗integrity and confidentiality‘). 

 

Leaving single unmarked answer leads to not being compliant with the GDPR. 
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2. When has data controller started implementing GDPR provisions since: 

- before starting any activities; 

- before first inspection of the national data protection authority; 

- after national data protection authority but only if there is imposed fine; 

- none of the above. 

 

There is one right answer demonstrating compliance with the GDPR. 

 

3. A data protection impact assessment should be required in the case of 

(multiple answers question): 

- a systematic and extensive evaluation of personal aspects relating to natural 

persons which is based on automated processing, including profiling, and on 

which decisions are based that produce legal effects concerning the natural 

person or similarly significantly affect the natural person; 

- processing on a large scale of special categories of data (referred to in Article 

9, GDPR), or of personal data relating to criminal convictions and offences; 

- a systematic monitoring of a publicly accessible area on a large scale; 

- all of the above. 

 

There is one answer demonstrating compliance with the GDPR. 
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4. What does Privacy notice contain (multiple answers question): 

- the identity and the contact details of the controller and, where applicable, of 

the controller's representative; 

- the contact details of the data protection officer, where applicable; 

- the purposes of the processing for which the personal data are intended as well 

as the legal basis for the processing; 

- where the processing is based on the legitimate interests pursued by the 

controller or by a third party; 

- the recipients or categories of recipients of the personal data, if any; 

- where applicable, the fact that the controller intends to transfer personal data to 

a third country or international organisation; 

- the period for which the personal data will be stored, or if that is not possible, 

the criteria used to determine that period; 

- the existence of the right to request from the controller access to and 

rectification or erasure of personal data or restriction of processing concerning 

the data subject or to object to processing as well as the right to data portability; 

- where the processing is based on consent, the existence of the right to 

withdraw consent at any time, without affecting the lawfulness of processing 

based on consent before its withdrawal; 

- the right to lodge a complaint with a supervisory authority; 

- whether the provision of personal data is a statutory or contractual 

requirement, or a requirement necessary to enter into a contract, as well as 

whether the data subject is obliged to provide the personal data and of the 

possible consequences of failure to provide such data; 
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- the existence of automated decision-making, including profiling, at least in 

those cases, meaningful information about the logic involved, as well as the 

significance and the envisaged consequences of such processing for the data 

subject. 

 

Leaving single unmarked answer leads to not being compliant with the GDPR. 

 

5. The record of processing activities contains (Multiple answers question): 

- the name and contact details of the controller and, where applicable, the joint 

controller, the controller's representative and the data protection officer; 

- the purposes of the processing; 

- a description of the categories of data subjects and of the categories of personal 

data; 

- the categories of recipients to whom the personal data have been or will be 

disclosed including recipients in third countries or international organisations; 

- where applicable, transfers of personal data to a third country or an 

international organisation, including the identification of that third country or 

international organisation, or the documentation of suitable safeguards; 

- the envisaged time limits for erasure of the different categories of data; 

- a general description of the technical and organisational security measures  

 

Leaving single unmarked answer leads to not being compliant with the GDPR. 
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6. Do you respect right to be forgotten at all cases (multiple answers 

question): 

- Yes, absolutely! 

- the personal data are no longer necessary in relation to the purposes for which 

they were collected or otherwise processed; 

- the data subject withdraws consent on which the processing is based, and 

where there is no other legal ground for the processing; 

- the data subject objects to the processing pursuant to Article 21(1) and there 

are no overriding legitimate grounds for the processing, or the data subject 

objects to the processing pursuant to Article 21(2); 

- the personal data have been unlawfully processed; 

- the personal data have to be erased for compliance with a legal obligation in 

Union or Member State law to which the controller is subject; 

- the personal data have been collected in relation to the offer of information 

society services. 

 

Marking first answer only and/ or leaving single unmarked answer leads to not 

being compliant with the GDPR. 

 

7. In the case of a personal data breach, the controller shall without undue 

delay and after having become aware of it, notify the personal data breach 

to the supervisory authority: 

- not later than 72 hours; 

- not earlier than 72 hours; 
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- between 5 and 10 working days; 

- only after individual complaint. 

 

There is one answer demonstrating compliance with the GDPR. 
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III. Awareness Pillar 

Awareness Pillar Consists of 17 topics related to the current developments in the 

area of personal data protection.  

Thematic items form 1 to 5 as well as 8 and 9 can be considered as 

Introduction Subsection.  

Thematic items from 6 to 17 can be considered Main Core Subsection. 

General principles of processing personal data under the GDPR can be 

considered both as part of Introduction as well as Main Core Subsections. 

 

1. Concept of “personal data” 

Personal data is any information that relates to an identified or identifiable 

living individual. Different pieces of information, which collected together can 

lead to the identification of a particular person, also constitute personal data. 

Personal data that has been de-identified, encrypted or pseudonymised but can 

be used to re-identify a person remains personal data and falls within the scope 

of the GDPR. 

Personal data that has been rendered anonymous in such a way that the 

individual is not or no longer identifiable is no longer considered personal data. 

For data to be truly anonymised, the anonymisation must be irreversible. 

The GDPR protects personal data regardless of the technology used for 

processing that data – it‘s technology neutral and applies to both automated 

and manual processing, provided the data is organised in accordance with pre-

defined criteria (for example alphabetical order). It also doesn‘t matter how the 

data is stored – in an IT system, through video surveillance, or on paper; in all 

cases, personal data is subject to the protection requirements set out  

in the GDPR. 
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Examples of personal data are: a name and surname, a home address, an email 

address, an identification card number, an Internet Protocol (IP) address, data 

held by a hospital or doctor, which could be a symbol that uniquely  

identifies a person.  

On the other hand, examples of data not considered personal data are: a 

company registration number or anonymised data. 

According to Article 4 GDPR, «‗personal data‘ means any information relating 

to an identified or identifiable natural person (‗data subject‘); an identifiable 

natural person is one who can be identified, directly or indirectly, in particular 

by reference to an identifier such as a name, an identification number, location 

data, an online identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity of that 

natural person».  

With this is mind, it‘s easy to see that the definition in the Directive contains 

four main building blocks: ―any information‖, ―relating to‖, ―an identified or 

identifiable‖ and ―natural person‖, which are closely intertwined and feed on 

each other. 

Article 29 Working Party Opinion 4/2007 on the concept of personal data takes 

care of dealing with each of these items separately, in order to provide a 

comprehensive understanding of the definition of personal data, which is the 

first step organisations should follow to comply with the Regulation. 

The term ―any information‖ contained in the Directive clearly signals the 

willingness of the legislator to design a broad concept of personal data. 

From the point of view of the nature of the information, the concept of personal 

data includes any sort of statements about a person. It covers ―objective‖ 

information, such as the presence of a certain substance in one's blood. It also 

includes ―subjective‖ information, opinions or assessments. 
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For information to be ―personal data‖, it is not necessary that it be true or 

proven. In fact, data protection rules already envisage the possibility that 

information is incorrect and provide for a right of the data subject to access that 

information and to challenge it through appropriate remedies. 

From the point of view of the content of the information, the concept of 

personal data includes data providing any sort of information. This covers of 

course personal information considered to be ―sensitive data‖ in Article 8 of the 

directive because of its particularly risky nature, but also more general kinds of 

information. The term ―personal data‖ includes information touching the 

individual‘s private and family life stricto sensu, but also information regarding 

whatever types of activity is undertaken by the individual, like that concerning 

working relations or the economic or social behaviour of the individual.  

Considering the format or the medium on which that information is contained, 

the concept of personal data includes information available in whatever form, be 

it alphabetical, numerical, graphical, photographical or acoustic, for example. It 

includes information kept on paper, as well as information stored in a computer 

memory by means of binary code, or on a videotape, for instance. This is a 

logical consequence of covering automatic processing of personal data  

within its scope.  

Special reference should be made here to biometric data: this concerns data that 

may be defined as biological properties, physiological characteristics, living 

traits or repeatable actions where those features and/or actions are both unique to 

that individual and measurable, even if the patterns used in practice to 

technically measure them involve a certain degree of probability. Typical 

examples of such biometric data are provided by fingerprints, retinal patterns, 

facial structure and voices. 

A particularity of biometric data is that they can be considered both as content 

of the information about a particular individual as well as an element to establish 
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a link between one piece of information and the individual, working as 

―identifiers‖: because of their unique link to a specific individual, biometric data 

may be used to identify the individual. 

The second element of the building block of the definition, ―relating to‖, is 

crucial as it is very important to precisely find out which are the relations/links 

that matter and how to distinguish them.  

In general terms, information can be considered to ―relate‖ to an individual 

when it is about that individual. While in many situations this relationship can 

be easily established – for instance, the data registered in one‘s individual file in 

the personnel office are clearly ―related to‖ the person‘s situation as an 

employee – a number of other situations can be mentioned, though, where it is 

not always as self evident as in the previous cases to determine that the 

information ―relates‖ to an individual.  

In these situations, the information conveyed by the data concerns objects in the 

first instance, and not individuals. Those objects usually belong to someone, or 

may be subject to particular influence by or upon individuals: it is then only 

indirectly that it can be considered that the information relates to those 

individuals or those objects.  

Therefore, it could be pointed out that, in order to consider that the data ―relate‖ 

to an individual, a ―content‖ element OR a ―purpose‖ element OR a ―result‖ 

element should be present. 

These three elements (content, purpose, result) must be considered as alternative 

conditions, and not as cumulative ones. In particular, where the content element 

is present, there is no need for the other elements to be present to consider that 

the information relates to the individual. A corollary of this is that the same 

piece of information may relate to different individuals at the same time, 

depending on what element is present with regard to each one. 
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The Directive also requires that the information relate to a natural person that is 

―identified or identifiable‖.  

In general terms, a natural person can be considered as ―identified‖ when, within 

a group of persons, he or she is ―distinguished‖ from all other members of the 

group. Accordingly, the natural person is ―identifiable‖ when, although the 

person has not been identified yet, it is possible to do it. This second alternative 

is therefore in practice the threshold condition determining whether information 

is within the scope of the third element.  

Identification is normally achieved through particular pieces of information 

which we may call ―identifiers‖ and which hold a particularly privileged and 

close relationship with the particular individual. Examples are signs of the 

appearance of this person, like height, hair colour, clothing, etc... or a quality of 

the person which cannot be immediately perceived, like a profession, a function, 

a name etc.  

The Directive mentions those ―identifiers‖ in the definition of ―personal data‖ in 

Article 2 when it states that a natural person «can be identified, directly or 

indirectly, in particular by reference to an identification number or to one or 

more factors specific to his physical, physiological, mental, economic, cultural 

or social identity».  

As far as the means to identify are concerned, Recital 26 of the Directive pays 

particular attention to the term ―identifiable‖ when it reads that «whereas to 

determine whether a person is identifiable account should be taken of all the 

means likely reasonably to be used either by the controller or by any other 

person to identify the said person.» This means that a mere hypothetical 

possibility to single out the individual is not enough to consider the person as 

―identifiable‖. If, taking into account ―all the means likely reasonably to be used 

by the controller or any other person‖, that possibility does not exist or is 
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negligible, the person should not be considered as ―identifiable‖, and the 

information would not be considered as ―personal data‖.  

One relevant factor for assessing ―all the means likely reasonably to be used‖ to 

identify the persons will in fact be the purpose pursued by the data controller in 

the data processing.  

National Data Protection Authorities have been confronted with cases where, on 

the one hand, the controller argues that only scattered pieces of information are 

processed, without reference to a name or any other direct identifiers, and 

advocates that the data should not be considered as personal data and not be 

subject to the data protection rules. On the other hand, the processing of that 

information only makes sense if it allows identification of specific individuals 

and treatment of them in a certain way.  

In these cases, where the purpose of the processing implies the identification 

of individuals, it can be assumed that the controller or any other person involved 

have or will have the means ―likely reasonably to be used‖ to identify the data 

subject. In fact, to argue that individuals are not identifiable, where the purpose 

of the processing is precisely to identify them, would be a contradiction in 

terms. Therefore, the information should be considered as relating to identifiable 

individuals and the processing should be subject to data protection rules.  

From this perspective, it is important to mention the process of 

pseudonymisation:  the process of disguising identities, in order to be able to 

collect additional data relating to the same individual without having to know 

his identity.  

This is particularly relevant in the context of research and statistics. The 

effectiveness of the pseudonymisation procedure depends on a number of factors 

(at which stage it is used, how secure it is against reverse tracing, the size of the 

population in which the individual is concealed, the ability to link individual 
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transactions or records to the same person, etc.). Pseudonyms should be random 

and unpredictable.  

Retraceably pseudonymised data may be considered as information on 

individuals which are indirectly identifiable. Indeed, using a pseudonym means 

that it is possible to backtrack to the individual, so that the individual‘s identity 

can be discovered, but then only under predefined circumstances.  

In that case, although data protection rules apply, the risks at stake for the 

individuals with regard to the processing of such indirectly identifiable 

information will most often be low, so that the application of these rules will 

justifiably be more flexible than if information on directly identifiable 

individuals were processed.  

This concept differs from the meaning of ―anonymous data‖ given by the 

Directive:  anonymised data can be defined as any information relating to a 

natural person where the person cannot be identified, whether by the data 

controller or by any other person, taking account of all the means likely 

reasonably to be used either by the controller or by any other person to identify 

that individual. 

―Anonymised data‖ would therefore be anonymous data that previously referred 

to an identifiable person, but where that identification is no longer possible. 

Recital 26 also refers to this concept when it reads that «the principles of 

protection shall not apply to data rendered anonymous in such a way that the 

data subject is no longer identifiable».  

Again, the assessment of whether the data allow identification of an individual, 

and whether the information can be considered as anonymous or not depends on 

the circumstances, and a case-by-case analysis should be carried out with 

particular reference to the extent that the means are likely reasonably to be used 

for identification as described in Recital 26. This is particularly relevant in the 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

26 

case of statistical information, where despite the fact that the information may 

be presented as aggregated data, the original sample is not sufficiently large and 

other pieces of information may enable the identification of individuals.  

Lastly, the protection afforded by the rules of the Directive applies to natural 

persons, that is, to human beings. The right to the protection of personal data is, 

in that sense, a universal one that is not restricted to nationals or residents in a 

certain country.  

Recital 2 of the Directive explicitly makes this point by stating that «data 

processing systems are designed to serve man» and that they «must, whatever 

the nationality or residence of natural persons, respect their fundamental rights 

and freedoms».  

The concept of natural person is referred to in Article 6 of the Universal 

Declaration of Human Rights, according to which «everyone has the right to 

recognition everywhere as a person before the law».  

Member States‘ legislation, usually in the field of Civil Law, outlines more 

precisely the concept of personality of human beings, understood as the capacity 

to be the subject of legal relations, starting with the birth of the individual and 

ending with his death. Personal data are therefore data relating to identified or 

identifiable living individuals in principle. 

Information relating to dead individuals is therefore in principle not to be 

considered as personal data subject to the rules of the Directive, as the dead are 

no longer natural persons in civil law. However, the data of the deceased may 

still indirectly receive some protection in certain cases. 

On the one hand, the data controller may not be in a position to ascertain 

whether the person to whom the data relate is still living or may be dead. 

Therefore, as the data controller is subject to the data protection obligations 

imposed by the Directive as regards the data on living individuals, it will 
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probably be easier for him in practice to process also the data on the dead in the 

way imposed by the data protection rules, rather than to separate the two sets of 

data.  

On the other hand, the information on dead individuals may also refer to living 

persons: the information which is data on the dead can be considered to relate at 

the same time also to the living and be personal data subject to the Directive, so 

that the personal data of the deceased may indirectly enjoy the protection of data 

protection rules.  

As we have seen, in different circumstances information may be considered not 

to be personal data. This is the case where the data cannot be considered to 

relate to an individual, or because the individual cannot be considered to be 

identified or identifiable. When the information that is processed does not fall 

within the concept of ―personal data‖, the consequence is that the Directive does 

not apply. This does not mean, though, that individuals may be deprived of any 

kind of protection in the particular situation.  

If the Directive does not apply, national data protection law may apply. As 

laid down in Article 34, the Directive is addressed to the Member States.  

Outside of its scope, Member States are not subject to the obligations it imposes, 

basically to bring into force the laws, regulations and administrative provisions 

necessary to comply with it. However, as the European Court of Justice has 

made clear, nothing prevents Member States from extending the scope of the 

national legislation implementing the provisions of the Directive to areas not 

included within the scope thereof, provided that no other provision of 

community law precludes it. It may therefore happen that certain situations not 

involving processing of personal data as defined in the Directive are 

nevertheless subject to protective measures under national law. 
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Also, where data protection rules do not apply, certain activities may still 

constitute an interference with Article 8 of the European Convention on Human 

Rights, which protects the right to private and family life, in the light of the 

jurisprudence of the ECHR. 

It is clear that the European lawmaker intended to adopt a broad notion of 

personal data, but this notion is not unlimited. It should always be kept in mind 

that the objective of the rules contained in the Directive is to protect the 

fundamental rights and freedoms of individuals, in particular their right to 

privacy, with regard to the processing of personal data. These rules were 

therefore designed to apply to situations where the rights of individuals could be 

at risk and hence in need of protection.  

The scope of the data protection rules should not be overstretched, but unduly 

restricting the concept of personal data should also be avoided. The Directive 

has defined its scope, excluding a number of activities, and allows flexibility in 

the application of rules to activities that are within its scope. 

 

2. General principles of the processing of personal data under 

the GDPR 

The EU's data protection laws have long been regarded as a gold standard all 

over the world. Over the last 25 years, technology has transformed our lives in 

ways nobody could have imagined. It was a matter of ―when‖ and ―how‖ this 

so-called gold standards to be reshaped so that effectiveness could be 

accomplished on cross-border level.  

In 2016, the EU adopted the General Data Protection Regulation (GDPR), one 

of its greatest achievements in recent years. It replaces the1995 Data Protection 

Directive which was adopted at a time when the internet was in its infancy. 
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Therefore, a change was needed and, in such way, that it would refine the 

principles of privacy as a whole. 

The path to this new way was applying data protection principles to the latest 

technologies. Having big data, including its ethical dimension in health for 

example, the internet of things, cloud computing, artificial intelligence, drones 

or robotics was a challenge for all nations. Holding true to data protection 

principles at the same time as embracing the benefits of technology means less 

prescriptive rules. It means, instead, more accountability for how personal 

information is treated. And that means asking the legislators to do less and 

asking the controllers and independent regulators to do more. 

Strengthening the basic fundamentals of a new legislation and enhancing the 

subject rights of the people
1
, giving them the control to their own personal data, 

is the solid foundation on which modernization is built. This means better 

protecting fundamental rights and freedoms in a modernized way; to lead by 

example around the world with global partnerships in the interests of the 

individual. 

The principles set out in the Directive 95/46/EC of the European Parliament and 

of the Council of 24 October 1995 on the protection of individuals with regard 

to the processing of personal data and on the free movement of such data (Data 

Protection Directive) are the foundation on which GDPR is build upon. We can 

trace that the origin of those principles date even far back in time - from the 

1980s. 

Data protection Directive, Recital (11) and (12): 

―(11) Whereas the principles of the protection of the rights and freedoms of 

individuals, notably the right to privacy, which are contained in this Directive, 

                                                           
1
 “Respect of the fundamental rights and freedoms” Recital 2 of GDPR  
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give substance to and amplify those contained in the Council of Europe 

Convention of 28 January 1981 for the Protection of Individuals with regard to 

Automatic Processing of Personal Data;‖ 

―(12) Whereas the protection principles must apply to all processing of personal 

data by any person whose activities are governed by Community law; whereas 

there should be excluded the processing of data carried out by a natural person 

in the exercise of activities which are exclusively personal or domestic, such as 

correspondence and the holding of records of addresses;‖ 

In light of this recitals, the fundamental principles of data protection are formed 

and used as a reference point in the settled case law at national and Community 

level
2
. Those general principles are as follows:  

Article 6 of Directive 95/46/EC 

1. Member States shall provide that personal data must be: 

(a) processed fairly and lawfully; 

(b) collected for specified, explicit and legitimate purposes and not further 

processed in a way incompatible with those purposes. Further processing of data 

for historical, statistical or scientific purposes shall not be considered as 

incompatible provided that Member States provide appropriate safeguards; 

(c) adequate, relevant and not excessive in relation to the purposes for which 

they are collected and/or further processed; 

(d) accurate and, where necessary, kept up to date; every reasonable step must 

be taken to ensure that data which are inaccurate or incomplete, having regard to 

                                                           
2
SUMMARIES OF EU COURT DECISIONS RELATING TO DATA PROTECTION2000-2015 https://ec.europa.eu/anti-

fraud/sites/antifraud/files/caselaw_2001_2015_en.pdf 
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the purposes for which they were collected or for which they are further 

processed, are erased or rectified; 

(e) kept in a form which permits identification of data subjects for no longer 

than is necessary for the purposes for which the data were collected or for which 

they are further processed. Member States shall lay down appropriate safeguards 

for personal data stored for longer periods for historical, statistical or scientific 

use. 

2. It shall be for the controller to ensure that paragraph 1 is complied with. 

These same principles become the basis and philosophy around which many 

other legislations are created, which are in the field of personal data, such as 

(and others): 

 Directive (EU) 2016/680 on the protection of natural persons regarding 

processing of personal data connected with criminal offences or the 

execution of criminal penalties, and on the free movement of such data 

with aim to protects citizens' fundamental right to data protection 

whenever personal data is used by criminal law enforcement authorities 

for law enforcement purposes. It ensures that the personal data of victims, 

witnesses, and suspects of crime are duly protected and will facilitate 

cross-border cooperation in the fight against crime and terrorism. 

 Regulation 2018/1725 which sets forth the rules applicable to the 

processing of personal data by European Union institutions, bodies, 

offices and agencies.  

 Directive 2002/58/EC of the European Parliament and of the Council of 

12 July 2002 concerning the processing of personal data and the 

protection of privacy in the electronic communications sector (Directive 

on privacy and electronic communications- ePrivacy). Contrary to the 
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Data Protection Directive, which specifically addresses only individuals, 

Article 1(2) makes it clear that ePrivacy Directive also applies to legal 

persons. 

As of May 2018, when Regulation Regulation EU 2016 679 of the European 

Parliament and of the Council (GDPR) was in force, organizations had to make 

sure they are compliant with the new legal requirements which were in fact a 

built-upon on the Data protection Directive principles. It was very clear that 

these principles lie at the heart of the GDPR. They are set out right at the start of 

the legislation, and inform everything that follows. They don‘t give hard and fast 

rules, but rather embody the spirit of the general data protection regime - and as 

such there are very limited exceptions. 

Compliance with the spirit of these key principles is therefore a fundamental 

building block for good data protection practice. It is also key to your 

compliance with the detailed provisions of the GDPR. 

Failure to comply with the principles may leave you open to substantial fines. 

Article 83(5)(a) states that infringements of the basic principles for processing 

personal data are subject to the highest tier of administrative fines. This could 

mean a fine of up to €20 million, or 4% of your total worldwide annual turnover, 

whichever is higher. 

What changed regarding the general principles? 

The general principles of the GDPR are set out in Chapter Two ―Principles‖ ; 

Article 5 Principles relating to processing of personal data:  

1.   Personal data shall be: 

(a) processed lawfully, fairly and in a transparent manner in relation to the data 
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subject (‗lawfulness, fairness and transparency‘); 

(b) collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes; further 

processing for archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes shall, in accordance with Article 

89(1), not be considered to be incompatible with the initial purposes 

(‗purpose limitation‘); 

(c) adequate, relevant and limited to what is necessary in relation to the purposes 

for which they are processed (‗data minimisation‘); 

(d) accurate and, where necessary, kept up to date; every reasonable step must be 

taken to ensure that personal data that are inaccurate, having regard to the 

purposes for which they are processed, are erased or rectified without delay 

(‗accuracy‘); 

(e) kept in a form which permits identification of data subjects for no longer than 

is necessary for the purposes for which the personal data are processed; 

personal data may be stored for longer periods insofar as the personal data 

will be processed solely for archiving purposes in the public interest, 

scientific or historical research purposes or statistical purposes in accordance 

with Article 89(1) subject to implementation of the appropriate technical and 

organisational measures required by this Regulation in order to safeguard the 

rights and freedoms of the data subject (‗storage limitation‘); 

(f) processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 

accidental loss, destruction or damage, using appropriate technical or 

organisational measures (‗integrity and confidentiality‘). 

2.   The controller shall be responsible for, and be able to demonstrate 

compliance with, paragraph 1 (‗accountability‘). 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

34 

We can summarize all of the listed principles to seven individual categories 

which are applicable to processing of data:  

 ‗lawfulness, fairness and transparency‘ 

 ‗purpose limitation‘ 

 ‗data minimisation‘ 

 ‗accuracy‘ 

 ‗storage limitation‘ 

 ‗integrity and confidentiality‘ 

 ‗accountability‘ 

The differences between the principles under the Directive and the Regulation 

can be tabulated as follows:  

Directive GDPR 

(a)processed fairly and lawfully  (a) processed lawfully, fairly and in a 

transparent manner in relation to the 

data subject (‗lawfulness, fairness and 

transparency‟); 

(b)collected for specified, explicit and 

legitimate purposes and not further 

processed in a way incompatible with 

those purposes. Further processing of 

data for historical, statistical or 

scientific purposes shall not be 

considered as incompatible provided 

that Member States provide 

appropriate safeguards; 

 

(b) collected for specified, explicit and 

legitimate purposes and not further 

processed in a manner that is 

incompatible with those purposes; 

further processing for archiving 

purposes in the public interest, 

scientific or historical research 

purposes or statistical purposes shall, 

in accordance with Article 89(1), not 

be considered to be incompatible with 
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the initial purposes (‗purpose 

limitation‟); 

c)adequate, relevant and not excessive 

in relation to the purposes for which 

they are collected and/or further 

processed; 

(c) adequate, relevant and limited to 

what is necessary in relation to the 

purposes for which they are processed 

(‗data minimisation‟); 

(d)accurate and, where necessary, kept 

up to date; every reasonable step must 

be taken to ensure that data which are 

inaccurate or incomplete, having 

regard to the purposes for which they 

were collected or for which they are 

further processed, are erased or 

rectified; 

 

(d) accurate and, where necessary, kept 

up to date; every reasonable step must 

be taken to ensure that personal data 

that are inaccurate, having regard to 

the purposes for which they are 

processed, are erased or rectified 

without delay (‗accuracy‟); 

(e)kept in a form which permits 

identification of data subjects for no 

longer than is necessary for the 

purposes for which the data were 

collected or for which they are further 

processed. Member States shall lay 

down appropriate safeguards for 

personal data stored for longer periods 

for historical, statistical or scientific 

use. 

 

(e) 

kept in a form which permits 

identification of data subjects for no 

longer than is necessary for the 

purposes for which the personal data 

are processed; personal data may be 

stored for longer periods insofar as 

the personal data will be processed 

solely for archiving purposes in the 

public interest, scientific or 

historical research purposes or 

statistical purposes in accordance 

with Article 89(1) subject to 

implementation of the appropriate 
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technical and organisational 

measures required by this 

Regulation in order to safeguard the 

rights and freedoms of the data 

subject („storage limitation‟); 
 

  (f) processed in a manner that ensures 

appropriate security of the personal 

data, including protection against 

unauthorised or unlawful processing 

and against accidental loss, destruction 

or damage, using appropriate technical 

or organisational measures (‗integrity 

and confidentiality‟). 

The changes observed in point (a) are that the principle of transparency is added 

to lawfulness and fairness. The reason for this is that in order to improve and 

strengthen the rights of data subjects, it is necessary first and foremost to be set a 

principle in data processing to be such that processing of data is done in a 

transparent manner. Without it, it is questionable whether and to what extent the 

principle of fairness has been properly observed. This addition to the first set of 

principles is momentous because it resonates thru all sorts of businesses and 

requires an individual approach depending on the technologies used in the 

organization.
3
 

The next change in point (b) is aimed at limiting the possibility for processing 

purposes to be "flexibly" changed by controller or processor. Moreover, the 

importance and meaning for archival purposes in the public interest is explicitly 

                                                           
3
 Transparency and the GDPR: Practical guidance and interpretive assistance from the Article 29 Working Party 

https://iapp.org/news/a/transparency-and-the-gdpr-practical-guidance-and-interpretive-assistance-from-the-
article-29-working-party/ 
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emphasized here. This has its essential reason and it lies in the question: "what 

happens to the data when they stop being actively involved in the activity but are 

needed in the public interest?" The answer to that question is referred in Article 

89 (1) of GDPR:  

“Processing for archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes, shall be subject to appropriate 

safeguards, in accordance with this Regulation, for the rights and freedoms of 

the data subject. Those safeguards shall ensure that technical and 

organisational measures are in place in particular in order to ensure respect for 

the principle of data minimisation. Those measures may include 

pseudonymisation provided that those purposes can be fulfilled in that manner. 

Where those purposes can be fulfilled by further processing which does not 

permit or no longer permits the identification of data subjects, those purposes 

shall be fulfilled in that manner.” 

In point (c), the text is changed from "not excessive" to "limited to". Which sets 

out clearly and unequivocally the meaning of the "data minimisation" principle. 

As regards to the principle of data accuracy, GDPR not only reaffirms the need 

of accurate data, but also the importance and significance of reflecting this 

change in a timely manner, adding “without delay”. 

One of the most significant changes is with regard to the principle of limiting 

data storage. The reason for this is clear (correlated with the problem from point 

(c) - data minimization). We live in a society where technology allows us to 

process, use huge amounts of different categories of data for different purposes. 

Most of this data has been accumulated for years without a validity period or a 

period that is tied to the specific purpose they originally had. Which requires the 

legislator to provide clear instructions that retention period should be directly 
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linked to the purpose for which this data is processed, can be stored for 

archiving purposes for the public, but under certain conditions and protection 

and considering the rights and freedoms on the data subjects. 

And last but not least, GDPR has drawn our attention to a principle not used 

before - integrity and confidentiality‘. This principle sets out the direction in 

which each controller or processor must take to ensure, in principle, the 

protection of processing through the prism of a balance between risk and 

consequence by ensuring appropriate security of the personal data, including 

protection against unauthorised or unlawful processing and against accidental 

loss, destruction or damage, using appropriate technical or organisational 

measures.
4
 

While in Art. 5 the general principles themselves are set out, then Art. 6 

describes the conditions for admissibility of personal data processing. They 

concern the lawfulness of its processing. A dividing line is drawn between the 

processing of "ordinary" data and "special data category".  

Member States may maintain or introduce more specific provisions to adapt the 

application of the rules of this Regulation with regard to processing for 

compliance with points (c) and (e) of paragraph 1 by determining more precisely 

specific requirements for the processing and other measures to ensure lawful and 

fair processing including for other specific processing situations. 

One of the more specific features of lawfulness of processing is in first 

paragraph point (a) – Consent. Because of its nature in article 7 of the GDPR are 

set out the conditions for consent.  

                                                           
4
 Security of processing, Article 32 of GDPR  
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In article 8 are given the conditions applicable to child's consent in relation to 

information society services which may or may not apply depending of the 

processing of the controller. 

The provision of Art. 9 introduces a general prohibition on the processing of 

certain categories of data. However, their processing is admissible when one of 

the following legal grounds is present: 

 the data subject has given explicit consent to the processing of 

those personal data for one or more specified purposes, except 

where Union or Member State law provide that the prohibition 

referred to in paragraph 1 may not be lifted by the data subject 

 processing is necessary for the purposes of carrying out the 

obligations and exercising specific rights of the controller or of the 

data subject in the field of employment and social security and 

social protection law in so far as it is authorised by Union or 

Member State law or a collective agreement pursuant to 

Member State law providing for appropriate safeguards for the 

fundamental rights and the interests of the data subject; 

 processing is necessary to protect the vital interests of the data 

subject or of another natural person where the data subject is 

physically or legally incapable of giving consent; 

 processing is carried out in the course of its legitimate activities 

with appropriate safeguards by a foundation, association or any 

other not-for-profit body with a political, philosophical, religious or 

trade union aim and on condition that the processing relates solely 

to the members or to former members of the body or to persons 

who have regular contact with it in connection with its purposes 
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and that the personal data are not disclosed outside that body 

without the consent of the data subjects; 

 processing relates to personal data which are manifestly made 

public by the data subject; 

 processing is necessary for the establishment, exercise or defence 

of legal claims or whenever courts are acting in their judicial 

capacity; 

 processing is necessary for reasons of substantial public interest, on 

the basis of Union or Member State law which shall be 

proportionate to the aim pursued, respect the essence of the right to 

data protection and provide for suitable and specific measures to 

safeguard the fundamental rights and the interests of the data 

subject; 

 processing is necessary for the purposes of preventive or 

occupational medicine, for the assessment of the working capacity 

of the employee, medical diagnosis, the provision of health or 

social care or treatment or the management of health or social care 

systems and services on the basis of Union or Member State law or 

pursuant to contract with a health professional and subject to the 

conditions and safeguards referred to in paragraph 3 

 processing is necessary for reasons of public interest in the area of 

public health, such as protecting against serious cross-border threats 

to health or ensuring high standards of quality and safety of health 

care and of medicinal products or medical devices, on the basis of 

Union or Member State law which provides for suitable and 

specific measures to safeguard the rights and freedoms of the data 

subject, in particular professional secrecy; 
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 processing is necessary for archiving purposes in the public 

interest, scientific or historical research purposes or statistical 

purposes in accordance with Article 89(1) based on Union or 

Member State law which shall be proportionate to the aim pursued, 

respect the essence of the right to data protection and provide for 

suitable and specific measures to safeguard the fundamental rights 

and the interests of the data subject. 

Personal data related to criminal convictions and offences are not covered by the 

special category of personal data. The reason for this is that these data may be 

contained in acts of different competent authorities. They may be issued in 

connection with the implementation of the activity of imposing such sentences 

and violations or in connection with the maintenance of official registers. 

Nevertheless, they should be considered with special care and for this reason 

their processing is attached to Art. 10. 

The processing of personal data, in which the data subject cannot be identified, 

is explicitly regulated in Art. 11 of the GDPR. This regulation requires a 

distinction to be made between the processing of anonymous information and 

the processing of personal data which do not require or no longer require the 

identification of a subject by an controller. 

All that has been said so far is the examination of the main principles prescribed 

in Art. 5 of Chapter Two, and the other Articles 6-11 incl. are the specific 

conditions under which these provisions apply. 

 

3. The concepts of “controller” and “processor” – different 

scenarios. 
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The concepts of controller and processor were established by Directive 

95/46/EC
5
 and remain fundamentally similar under the GDPR. In practice, the 

application of these concepts has become increasingly complex owing to the 

evolving nature of the business environment, the increased sophistication of 

outsourcing, and the growing tendency of organizations to centralize IT systems. 

However, they remain key for determining the allocation of legal obligations 

arising under the GPDR, which is essential for protecting the rights and 

freedoms of data subjects. 

Controller and processor 

A data controller is the natural or legal person, public authority, agency or any 

other body which alone or jointly with others determines the purposes and 

means of the processing of personal data. In other words, the data controller is 

the key decision maker with regards to personal data. As a result, most of the 

responsibilities for compliance with the data privacy rules fall on the data 

controllers‘ shoulders. For example, the data controller is responsible for 

providing information to the data subjects, ensuring that processing has a 

legitimate basis and that the data subjects‘ rights are honored, carrying out data 

protection impact assessments in case of high-risk processing, ensuring 

appropriate security for the data, and determining whether notification to data 

protection authorities (DPAs) or data subjects is necessary in case of a personal 

data breach. 

In practice, the key role of a controller is to determine the purposes for which 

personal data is being collected, stored, used, altered and disclosed. In contrast, 

a processor is a person, other than an employee of the controller, who processes 

personal data on behalf of a controller. 

                                                           
5
 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data 
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The data controller defines who shall be responsible to perform the measures 

and controls for compliance with data protection law within its organization, as 

well as outside of its organization (processors), and how individuals can exercise 

their rights. In other words, a controller can allocate responsibility. Because 

parties can be a controller in one transaction and a processor in another, 

determining which party is a controller is crucial to assigning primary data 

protection responsibility and liability.  

―Controller‖ is defined in the GDPR as: 

the natural or legal person, public authority, agency or other body which, alone 

or jointly with others, determines the purposes and means of the processing of 

personal data; where the purposes and means of such processing are 

determined by Union or Member State law, the controller or the specific criteria 

for its nomination may be provided for by Union or Member State law. 

Therefore, a data controller is defined according to three building blocks: 

 the natural or legal person, public authority, agency or any other body 

 which alone or jointly with others 

 determines the purposes and means of the processing of personal data 

A data controller may be a legal or a natural person. Despite the broad nature of 

the definition of who may be a data controller, preference should be given to 

consider the controller to be the company or body as such rather than an 

individual appointed by the company or body. When an individual within an 

organization or body (i.e., legal entity) is appointed by an organization to ensure 

compliance with data protection law or to process personal data, this 

appointment will not turn this person into the data controller. In carrying out this 

role, the said employee acts on behalf of the legal entity, rather than on his / her 

own behalf. However, if the employee starts to process the personal data outside 
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the scope and control of the data controller for other purposes, he / she would 

become a data controller per se for that particular processing.  

A common situation where joint controllership may arise is within corporate 

groups. A parent company may provide centralized IT services to its 

subsidiaries, including centralized databases for employee or customer records. 

Each subsidiary remains a controller for the data of its employees and customers 

as the data is held for the business. If the parent company conducts its own 

independent operations on the data, for example, to compare the rates of 

employee turnover across the group, it may become a joint controller with its 

subsidiaries. Intra-group scenarios may be particularly complex because 

employees often think in terms of the purposes of the corporate group as a whole  

without focusing on the dividing lines between the legal entities which make up 

the group, and there is a risk that de facto joint controllerships may evolve  

over time.  

The GDPR makes clear that joint controllers must determine their respective 

responsibilities for compliance with the GDPR in a transparent manner. A 

concrete example of where this might apply is the responsibility to issue fair 

processing notices to data subjects. Where only one of the joint controllers has a 

direct relationship with the data subject, it will be logical for the controller to 

take responsibility for issuing the relevant information on behalf of all 

controllers. To further protect individuals, the joint controllers are required to 

make ―the essence of the arrangement‖ available to the data subjects. The data 

subjects may exercise their rights under the GDPR in respect of and against each 

of the controllers. 

In reality, the central aspect of the definition of a controller is whether an entity 

―determines‖ the purposes and means of the processing. Indeed, Art.28, para.10 

says that if a processor infringes the GDPR by determining the purposes and 

means of processing, the processor will be considered to be a controller in 
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respect to that processing. This rule demonstrates another key aspect of the 

definition. Whilst legal context may be relevant in identifying the controller, the 

factual elements or circumstances are likely to be decisive. Article 29 Data 

Protection Working Party Opinion 1/2010 on the concepts of ―controller‖ and 

―processor‖ (―Opinion 1/2020‖) sets out practical examples of joint and 

independent controllership. 

Opinion 1/2010 sets out a number of circumstances where a controller can be 

identified by the sources of control: 

Control stemming from 

explicit legal competence 

Explicit appointment of a controller under national 

or community law. More typically, the law 

establishes a task or imposes a duty on someone to 

collect data. 

Control stemming from 

implicit competence 

Control stems from common legal provisions or 

established legal practice (e.g., an employer with 

employee data). The capacity to determine 

processing activities can be considered to be 

naturally attached to the functional role of an 

organization. 

Control stemming from 

factual influence 

Responsibility as a controller is attributed on the 

basis of an assessment of the factual circumstances. 

Where the matter is not clear, an assessment should 

consider the degree of actual control exercised by a 

party, the impression given to individuals and the 

reasonable expectations of individuals on the basis 

of this visibility. 

 

The controller determines the purposes and means of processing – that is, the 

why and how of a processing activity. For example, a company deciding which 
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cloud service provider to use as a database for storing customer identification. 

The company is the controller, and the cloud service database provider is the 

processor. 

In an assessment, it is crucial to consider whether the level of detail involved in 

making the determination of the ―purposes and means‖ of processing meets the 

threshold for that person to be considered a controller. Opinion 1/2010 follows a 

pragmatic approach for complex situations outlining the questions to ask in 

order to arrive at a reasonable conclusion: Why is the processing happening, and 

what is the role of those parties involved in the processing? Opinion 1/2010 

allows that ―a processor could operate further to general guidance provided 

mainly on purposes and not go very deep into the details with regard to means‖. 

In other words, a processor could have some discretion as to how it carries out 

the processing on behalf of the controller without itself becoming a controller. 

This outcome, however, is possible only if the processor can point to another 

party who is responsible for the overall processing. 

In considering the original proposal for the definition of a controller‘s role under 

European law, Opinion 1/2010 affirms that ―means‖ does not refer only to the 

technical ways of processing personal data, but also to the ―how‖ of processing, 

which includes questions regarding the content and type of the data, third parties 

which shall have access to this data and when data shall be deleted.  

Certain technical and organizational decisions can be delegated to a processor. 

For instance, processor can advise on what type of software to be used. Opinion 

1/2010 goes on to say that ―while determining the means would imply control 

only when the determination concerns the essential elements of the means‖. 

The ―essential elements of the means‖ points to decisions at the crux of the 

processing. A controller may delegate decisions about the technical and 

organizational aspects of the processing to the processor provided it reserves the 
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most important determinations of purposes or means to itself. Of course, the 

controller should still be fully informed about the means used to achieve the data 

processing purpose, but more importantly, ―substantial questions which are 

essential to the core of lawfulness of processing are reserved to the controller‖. 

For instance, a person who decides how long data shall be stored or which other 

parties have access to the data is acting as a controller. 

If the majority of responses to the statements is ―yes‖, an organization is likely 

to be a controller for a specific set of processing operations within the meaning 

of the GDPR. 

You* have decided to process personal data or caused that 

another entity processes it. 

YES NO 

You decided what purpose or outcome the processing operation 

needs to have. 

  

You decided on the essential elements of the processing 

operation, i.e. what personal data should be collected, about 

which individuals, the data retention period thereof, who has 

access to the data, with whom the data can be shared, etc. 

  

The data subjects of your processing operations are your 

employees or customers. 

  

You exercise professional judgement in the processing of the 

personal data. 

  

You have a direct relationship with the data subjects.   

You have autonomy and independence as to how the personal 

data is processed. 

  

You have appointed (outsourced to) a processor to carry out 

processing activities on your behalf, even if the entity chosen for 

that purpose implements specific technical and organizational 

means (non-essential elements). 
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*“You” refers to a legal entity or a person, if he / she acts on his / her own 

behalf.  

The GDPR defines a processor as ―a natural or legal person, public authority, 

agency or other body which processes personal data on behalf of the controller‖. 

Therefore, the concept is based on two building blocks: 

 The person is a separate legal entity with respect to the controller; 

 The person processes personal data on behalf of the controller. 

The existence of a data processor depends upon a decision by the controller to 

delegate all or part of a processing activity to an external organization or 

individual. The role of a processor stems from the organization‘s concrete 

activities in a specific context. 

The controller can delegate the determination of the means of processing to a 

processor as far as technical or organizational questions are concerned. This 

division is reflected in the obligations which the GDPR imposes directly on 

processors: security, record-keeping, notifying controllers of data breaches and 

ensuring they comply with the restrictions on international data transfers set out 

in Chapter V of the GDPR.  This recognizes that processors frequently have a 

very wide degree of discretion in how they carry out their duties, but these 

obligations all relate to the ―how‖. Obligations relating to purpose, such as 

ensuring processing has a lawful ground and respecting data subjects‘ rights are 

only within the data controller‘s remit. 

Further confirmation of the foregoing derives from Art.28, para.10 of the 

GDPR. A processor who goes beyond their mandate and decides on the 

purposes or the essential means of the processing shall be considered to be a 

controller in respect of that processing. This is significant because it 

immediately increases the scope of the supposed processor‘s obligations under 

the GDPR and hence its potential liability for its activities. 
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 The GDPR requires that a processor processes personal data only on the 

controller‘s instructions and that a contract or a binding legal act regulating the 

relations between the controller and the processor be put in writing. The contract 

must expressly set out the nature and purpose of any data processing, the type of 

personal data and categories of data subjects. Controllers using non-European 

Economic Area (EEA) processors will need to explain this requirement.  

Art.28 of the GDPR sets out further detailed content for the processing contract, 

which must stipulate that the processor shall: 

 process the personal data only on documented instructions from the 

controller, including with regards to transfers of data outside the EEA; 

 ensure that persons authorized to process the personal data have committed 

themselves to confidentiality or are under an appropriate statutory obligation 

of confidentiality; 

 take all measures pursuant to Art.32 of the GDPR on the security of 

processing; 

 respect the conditions for enlisting another processor; 

 assist the controller by appropriate technical and organizational measures for 

the fulfilment of the controller‘s obligation to respond to requests to exercise 

data subjects‘ rights; 

 assist the controller in complying with the obligations in Article 32-36 

(security, data protection impact assessments and breach notification), taking 

into account the nature of the processing; 

 at the choice of the controller, delete or return all personal data to the 

controller after the end of the provision of data processing services; and 

 make available to the controller all information necessary to demonstrate 

compliance with the obligations laid down in Art.28 of the GDPR and allow 

for and contribute to audits, including inspections, conducted by the 

controller or another auditor mandated by the controller 
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The fact that a service provider prepares the terms of the contract does not, in 

itself, imply that it is a controller. 

The complex structures of modern outsourcing may mean that a controller 

subcontracts processing operations to more than one processor or a data 

processor subcontracts the processing operations totally or partially to two or 

more subcontractors. Art.28 of the GDPR regulates this possibility by requiring 

that: 

 a processor may not engage another processor without prior authorization of 

the data controller. The authorization may be general or specific. If it is 

general, the processor is required to give the controller an opportunity to 

object to the addition or replacement of other processors; 

 the contract between the initial processor and its sub-processors must include 

the mandatory provisions set out above; and 

 the initial processor remains fully liable to the controller for the performance 

of its sub-processors. 

Opinion 1/2010 sets out the following criteria to help determine the roles of the 

parties: 

 level of prior instruction given by the controller, which determines the degree 

of independent judgement the processor can exercise; 

 monitoring by the controller of the execution of the service – closer 

monitoring by a controller suggests that it is in full and sole control of the 

processing; 

 visibility/image portrayed by the controller to the individual and expectations 

of the individual on the basis of this visibility; 

 expertise of the parties – the greater the expertise of the service provider 

relative to that of its customer, the greater the likelihood that it will be 

classified as a controller. 
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The following questions may further assist organizations in determining whether 

they perform a processor function: 

You follow instructions of another party with regard to the 

processing of personal data. 

YES NO 

You do not decide on the type, categories or other aspects of the 

personal data or the data subjects. 

  

You do not decide on the legal basis for the collection and use of 

the personal data. 

  

You do not decide the purpose or purposes for which the data will 

be used. 

  

You do not decide whether to disclose the data, or to whom.   

You do not decide the data retention period.   

You make certain decisions on how data is processed but 

implement such decisions under a contract or another legal act or 

binding arrangement with another party. 

  

You are not interested in the end result of the processing.   

 

4. Successfully negotiating Data Protection Agreements. 

When negotiating contractual content with personal data processors, the 

following shall be taken into account: 

 The processors‘ obligation to assist controllers in ensuring compliance with 

issues such as security, breach notification, data protection impact 

assessment and data subjects‘ requests shall be detailed. Mere listing of these 

obligations in the agreement under Art.28 of the GDPR would not suffice. 

Reference to ―reasonable costs‖ in terms of any compensation due by 

processors to controllers is not regarded as ―good practice‖. Thus, you may 

consider introducing specific financial thresholds. 
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 The controller-processor agreement under Art.28 of the GDPR should 

specify the timeframe within which the processor is obliged to notify the 

controller about a data breach. The breach should not be limited to breaches 

at processor‘s/sub-processors‘ sites. Rather, the notification obligation should 

extend to any and all events which may qualify as a data breach according to 

the GDPR.  

 Limitations to controller‘s audit rights within the agreement under Art.28 of 

the GDPR should not be imposed. Also, the controller‘s audit rights should 

encompass sub-processors appointed by the processor. Timeframes and cost 

allocation in connection to the performance of an audit by the controller 

should be agreed upon. For instance, whether audits are included in the 

contract price, and if not which party will bear the costs, especially if the 

audit is assigned to a third independent party. Controllers should have the 

right to contest scope, methodology and results of audit, if performed by a 

third party, and to request measures to be taken following the outcome 

thereof. 

 In terms of sub-processors, the agreement under Art.28 of the GDPR shall 

specify the choice between general and specific prior written authorizations 

(general authorization: list pre-existing sub-processors + notify new ones; 

specific authorization: list pre-existing sub-processors + consent for new 

ones). Controllers should be enabled to remain in control, as well as have 

freedom of choice and time to object. 

 An agreement under Art.28 of the GDPR should clarify if personal data 

transfers out of the EU/EEA is allowed or prohibited. If allowed, duties in 

respect of transfers should be clarified and transfer grounds should be 

identified; 

 Controllers should be enabled to change choice on whether data managed by 

processors shall be deleted or returned during the contractual relation. 
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5. Data subjects‟ rights and the importance of data protection 

by default and by design 

Section II of the General Data Protection Regulation explains the rights of data 

subjects in two ways - transparency and conditions and section two - 

information and access to personal data. 

While for the data controllers who have only obligations, under the General 

Data Protection Regulation, the subjects have only rights. It concerns a wide 

range of rights, the exercise of which guarantees the observance of the basic 

principles of personal data protection and ensures the control of individuals over 

their own data. 

The obligation of the controller to provide information and communicate with 

the data subject regarding the processes of personal data processing (Art. 12 of 

the GDPR) is directly related to the requirement for transparent data processing 

(Art. 5 para. 1, b. "a ―of the GDPR) 

This obligation is not a one-off nature, it is necessary to build a mechanism of 

continuity in the organisation, which process is reflected in many aspects (e.g. 

planning and description of processing, protection by default and by design and 

others). 

This mechanism can also be called „static ―in the sense that the controller of 

personal data should not create a new one whenever a subject wants to exercise 

his right, while the exercise of the rights of subjects (Articles 15-22 of the 

GDPR) is dynamic process. A process in which the subject is the active party. 

Moreover, it is especially important that the constructed‖ static‖ mechanism is 

clear and accurate in advance, for which there are clear rules defined in  

Articles 13-14. 
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First, the obligation of transparency requires the controller to provide 

information to the public and to the subjects as a whole, whether the information 

is sought or not.
6
 

Secondly, the question is how the organisation obtained the data - whether the 

subject was involved in the transmission of data at an early stage, or is not aware 

that the data has been collected. 

In Art. 13 ―Information to be provided where personal data are collected from 

the data subject‖ are listed all the mandatory elements of information a data 

controller must provide as well as in Art. 14 ―Information to be provided where 

personal data have not been obtained from the data subject‖. 

In both cases, the same logic is followed, in which basic elements are 

mandatory, regardless of the case. Such elements (repeated in both articles) are: 

 the identity and the contact details of the controller and, where 

applicable, of the controller's representative; 

 the contact details of the data protection officer, where applicable; 

 the purposes of the processing for which the personal data are 

intended as well as the legal basis for the processing; 

 the recipients or categories of recipients of the personal data, if any; 

 where applicable, the fact that the controller intends to transfer 

personal data to a third country or international organisation and the existence or 

absence of an adequacy decision by the Commission, or in the case of transfers 

referred to in Article 46 or 47, or the second subparagraph of Article 49(1), 

reference to the appropriate or suitable safeguards and the means by which to 

obtain a copy of them or where they have been made available. 

 the period for which the personal data will be stored, or if that is not 

possible, the criteria used to determine that period; 
                                                           
6
 Guidelines on Transparency under Regulation 2016/679 (wp260rev.01) // 

https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227 
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 the right to lodge a complaint with a supervisory authority; 

The differences when the data are collected by the subject are (Art. 13): 

 where the processing is based on point (f) of Article 6(1), the 

legitimate interests pursued by the controller or by a third party; - the concept 

here is that we‘ve decided and done balancing test when using legitimate interest 

and the subject probably was not involved; this may be applicable for Art. 14 in 

some cases as well 

 the existence of the right to request from the controller access to 

and rectification or erasure of personal data or restriction of processing 

concerning the data subject or to object to processing as well as the right to data 

portability; 

 where the processing is based on point (a) of Article 6(1) or point 

(a) of Article 9(2), the existence of the right to withdraw consent at any time, 

without affecting the lawfulness of processing based on consent before its 

withdrawal; 

 whether the provision of personal data is a statutory or contractual 

requirement, or a requirement necessary to enter into a contract, as well as 

whether the data subject is obliged to provide the personal data and of the 

possible consequences of failure to provide such data; 

 the existence of automated decision-making, including profiling, 

referred to in Article 22(1) and (4) and, at least in those cases, meaningful 

information about the logic involved, as well as the significance and the 

envisaged consequences of such processing for the data subject. 

The differences when the data are not collected by the subject are  

(Art. 14): 

 the categories of personal data concerned; 

 the existence of the right to request from the controller access to 

and rectification or erasure of personal data or restriction of processing 
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concerning the data subject and to object to processing as well as the right to 

data portability; 

 where processing is based on point (a) of Article 6(1) or point (a) of 

Article 9(2), the existence of the right to withdraw consent at any time, without 

affecting the lawfulness of processing based on consent before its withdrawal; 

 from which source the personal data originate, and if applicable, 

whether it came from publicly accessible sources; 

 the existence of automated decision-making, including profiling, 

referred to in Article 22(1) and (4) and, at least in those cases, meaningful 

information about the logic involved, as well as the significance and the 

envisaged consequences of such processing for the data subject. 

The obligations to Art. 14 to provide this information is when: 

 within a reasonable period after obtaining the personal data, but at 

the latest within one month, having regard to the specific circumstances in 

which the personal data are processed; 

 if the personal data are to be used for communication with the data 

subject, at the latest at the time of the first communication to that data subject; or 

 if a disclosure to another recipient is envisaged, at the latest when 

the personal data are first disclosed. 

And there is exception to when an information is needed and when this 

obligation do not apply: 

 The data subject has this information already 

 The provision of such information proves impossible or would 

involve a disproportionate effort, in particular for processing for archiving 

purposes in the public interest, scientific or historical research purposes or 

statistical purposes, subject to the conditions and safeguards referred to in 

Article 89(1) or in so far as the obligation referred to in paragraph 1 of this 

Article is likely to render impossible or seriously impair the achievement of the 
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objectives of that processing. In such cases the controller shall take appropriate 

measures to protect the data subject's rights and freedoms and legitimate 

interests, including making the information publicly available; 

 obtaining or disclosure is expressly laid down by Union or 

Member State law to which the controller is subject and which provides 

appropriate measures to protect the data subject's legitimate interests; or 

 where the personal data must remain confidential subject to an 

obligation of professional secrecy regulated by Union or Member State law, 

including a statutory obligation of secrecy. 

 

As regards the individual rights of data subjects (Art. 15-22), it is important to 

note that they are guaranteed by the Regulation, but are not inherently absolute 

rights. 

They can be listed as follows: 

 The right to be informed 

(Explained above, in two separate hypotheses of Art. 13 and Art. 14) 

 The right of access 

(as a guarantee against unscrupulous conduct of the data controller with regard 

to the fulfillment of its obligations under Art. 13 and Art. 14. As well as in order 

to ensure transparency and control over the security of data processing. The 

right of access is an independent right to information that the subject can 

exercise at any time, but at reasonable intervals
7
) 

 The right to rectification 

(The right of rectification is a manifestation of the general requirement of the 

controller of personal data to process accurate data and keep them up to date. A 

                                                           
7
 Recital 63 GDPR 
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peculiarity of this right is that the personal data controller is obliged to review it 

without undue delay and this is explicitly provided in Art. 16 of the Regulation.) 

 The right to erasure 

(The right of erasure provides individuals with a practical opportunity to limit 

the storage of their personal data from a particular administrator. Historically, 

this right has its origins in the case law in the ―Google Spain‖ case and is called 

the "right to be forgotten". In order to be "forgotten", however, it is subject to 

special restrictions provided for in Art. 17, para. 3. For a controller to refer to 

them, they do not need to be governed by legislative measures in the law of the 

Member State, as required by the general restrictions on other rights.) 

 The right to restrict processing 

(This right is not new in nature. The repealed Directive 95/46 / EC provided the 

right to block personal data and there is a strong case law on the issue which can 

be used even now) 

 The right to data portability 

(This right enables data subjects to obtain, under certain conditions, their 

personal data from the controller in a structured, widely used and machine-

readable format, as well as to transfer the data directly to another controller 

designated by them. Although there is no legal definition of the term "machine-

readable" in the General Data Protection Regulation, it is used not only in the 

data portability context, but also in transparent communication and conditions 

for the exercise of subjects' rights. The definition of this concept is given in Art. 

2 of Directive 2013/37 / EU
8
) 

 The right to object 

                                                           
8
 ‘machine-readable format’ means a file format structured so that software applications can easily identify, 

recognize and extract specific data, including individual statements of fact, and their internal structure; // 
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:175:0001:0008:EN:PDF 
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(The objection is a subjective right and in its essence is recognized and 

guaranteed by law the possibility to achieve a useful result for its holder. The 

objection entitles the subject at any time to object to the processing of his 

personal data against the controller, but as already mentioned - this may lead to 

a positive effect for the subject and possibly negative for the controller. It is 

therefore important that the objection be substantiated on the grounds of its 

specific situation, so that the controller can assess, on the one hand, compliance 

with the principles of processing and the rights and freedoms of individuals on 

the other. 

 Rights in relation to automated decision making and profiling. 

(With the advancement of technology, it is naturally important to have an 

explicit rule that can empower data subjects to object not to human interference 

in the processing of their data, but to the technological systems used in 

automated decision-making and profiling. This in turn binds data subjects' rights 

and privacy by design and by default to the greatest extent. Thus, special 

attention is paid to this matter with guidelines of the WP 29 „ Automated 

individual decision-making and Profiling for the purposes of Regulation 

2016/679―giving us special attention to: 

 

 Decision based solely on automated processing and the legal 

consequences for the subjects 

 Profiling - definition, elements, process 

 Cross-border cases - practice in other Member States 

 When this is necessary for the conclusion or performance of 

a contract 

 When based on explicit consent 
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 When it comes to processing a special category of personal 

data 

 

6. Business benefits of the GDPR 

Most of the media coverage of the EU's General Data Protection 

Regulation (GDPR) has been focused on the huge multimillion-euros fines 

businesses can face if they fail to protect personal data. 

However, the problem with concentrating on the punitive side of the GDPR is 

neglecting new business opportunities. The real driver for adopting new 

compliance principles should be to make your business more efficient, secure 

and competitive.  

For SMEs, it is an advantage (and not just unnecessary bureaucracy) to respect 

privacy rules. Both in individualistic terms and in more general market terms. 

This also because the Data Protection Authority itself aspires to train and deal 

with a compliant business rather than to sanction. 

GDPR compliance will prove to customers that the organisation is a good 

custodian of data, improving consumer confidence. The legislation mandates 

that each organisation complies with a set of data protection principles under the 

GDPR, ensuring that the necessary framework is in place to keep data subjects‘ 

personally identifiable information secure. 

Complying with the Regulation can support companies to build more trusting 

relationships with customers and the public generally. When gathering consents 

to use data subjects‘ data, enterprises will have to explain clearly and concisely 

how they will be using any personal information. Since consumers are becoming 

more and more suspicious about how their data is handled, the transparency and 

responsibility demonstrated will encourage trust in the brand. Thus, the GDPR 

can be used to underline that a business cares about the privacy of its current and 

prospective customers and stand above its competitors. 
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Furthermore, there is no company in the world that can afford to take the risk of 

cybersecurity ignorance, given the costs of data breaches and business downtime 

caused by theft or loss of critical data. It does make sense to take data privacy 

seriously and the GDPR can help you establish a security-conscious workflow 

and better data security protocols. 

The legislation requires organizations to identify their security strategy and 

adopt adequate administrative and technical measures to protect EU citizens‘ 

personal data. It is close to impossible to ensure the integrity and security of 

specific types of data that travel across the network and leave the rest of the IT 

environment out of scope. In fact, the regulation encourages companies to 

reevaluate and improve their overall cybersecurity strategy: enterprises will 

have to establish thorough control over the entire IT infrastructure, build 

healthier data protection workflows and streamline security monitoring. These 

activities will help the organization reduce the attack surface, better understand 

what is going on across the network and decrease the likelihood of having to pay 

what some organizations think of as a ―cyber tax‖, caused by rising attack 

numbers and system outbreaks. 

Complying with the GDPR can also help cutting business costs by keeping the 

data inventory up-to-date and significantly reducing the cost of storing data and 

data maintenance costs, which otherwise would have been incurred in the form 

of man-hours and infrastructure maintenance. 

To be compliant, any business should know precisely what sensitive information 

it holds on people. Obviously, the first thing required to do for GDPR 

compliance is to audit all the data in possession, enabling companies to 

minimize the data they collect and hold, better organize storages and refine data 

management processes. 
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As an extension of GDPR compliance, all businesses will have to move towards 

improving their network, endpoint and application security, migrating towards 

the latest technologies. 

Lastly, under the GDPR, organisations can no longer make automated decisions 

based on an individual‘s personal data. After all, automated decisions can be 

prone to error, therefore the GDPR mandates the right to obtain human 

intervention, thereby decreasing room for arbitrary decisions. 

SMEs need to understand that the GDPR is not just a regulatory obligation, but 

also a means for achieving business and technology alignment. With data 

becoming the new oil in today‘s digital economy, companies need to consider a 

comprehensive approach while aligning their organisation information and data 

management policies with regulatory frameworks. 

 

7. GDPR Compliance as Comparative Advantage 

 

The GDPR has created serious concerns for businesses worldwide due to the 

necessary changes in the manner of handling personal data it has created. 

Moreover, as non-compliance with the regulation can potentially incur 

significant fines of up to 4% of global turnover it is usually regarded as an 

obstacle and threat to the business. This is especially true for the companies that 

are less experienced with processes around data regulation and compliance.  

In the same time it should be highlighted, although often underestimated, that 

for all of the challenges of GDPR there are also equal opportunities. Among 

those we will review several important competitive advantages that stem from 

the compliance with data protection regulation. 
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1. Enhancing consumer confidence 

The data-driven economy has become particularly reliant upon the proper 

handling of personal data. A main comparative advantage of GDPR compliance 

is increased loyalty, satisfaction, and engagement from customers as well as 

brand differentiation. 

Consumers are increasingly focused on the way their data is taken care of and 

protected. Increasing user trust therefore makes a differentiating factor among 

businesses.  

A Consumer Privacy study by TRUSTe/NCSA found that 92% of online 

customers point to data security and privacy as a major concern. While, 

according to a report published by the Chartered Institute of Marketing, 57% of 

consumers do not trust brands to use their data responsibly. 
9
  

The studies show that an individual is more likely to give their consent to their 

data being used if they trust the business concerned. Many customers will select 

the brand and company who share their values and compliance culture. Thus, 

GDPR compliance can show customers that there is a robust data governance 

system in a company and thus creates trust. 

Promoting the fact that a company has the protection of personal data as a top 

priority and ensures cyber security, can be highly beneficial for increasing the 

loyalty of both new and existing customers. The opposite is also true; 

furthermore, customers may even pursue legal action if they feel that their data 

is being misused. 

Another fact to be considered is that data breaches become immediately public 

information, which leads to the erosion of consumer confidence on many 

                                                           
9
 https://www.superoffice.com/blog/gdpr-marketing/ 

https://www.today.com/video/bose-headphones-are-spying-on-their-users-lawsuit-claims-929911363899
https://www.truste.com/resources/privacy-research/ncsa-consumer-privacy-index-us/
https://www.cim.co.uk/newsroom/whose-data-is-it-anyway/
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occasions. An example in this respect can be found in different cases of social 

media losing public confidence, incl. Facebook.
10

  

2. Advantage to competitors 

An organization that can demonstrate GDPR compliance will be at an advantage 

to competitors. Doing business with organizations that cannot demonstrate 

effective control over their data is risky as third-party non-compliance can also 

lead to penalties. Thus, there is a level of benefit that a business can derives 

from GDPR compliance. 

According to Championing data protection and privacy report of The 

Capgemini Research Institute
11

, the vast majority of executives said GDPR has 

had a positive impact on customer trust, brand image and employee morale. 

Generally, businesses from all industries will be more interested in doing 

business with other organizations that can demonstrate effective control over 

their data. In this way compliance with the GDPR becomes a point of 

differentiation and competitiveness. 

 

3. Compliance with the GDPR as a way to improve a brand/company 

reputation  

―Done well, compliance will transform organizations and benefit both brands 

and customers.‖
12

  

                                                           
10

 According to results of survey carried out by Poneman Institute: ―Facebook users' confidence in the company 

has plunged by 66 percent as a result of revelations that data analysis firm inappropriately acquired data on tens 

of millions of Facebook users… The majority of respondents made it clear that they want Facebook to tell them 

when something happens to their data‖, https://www.nbcnews.com/business/consumer/trust-facebook-has-

dropped-51-percent-cambridge-analytica-scandal-n867011 

11
 Championing data protection and privacy – a source of competitive advantage in the digital century, 

Capgemini Research Institute, 2019 

https://www.capgemini.com/wp-content/uploads/2019/09/Report_Championing-Data-Protection-and-

Privacy.pdf 

12
 Embrace The GPDR To Gain A Competitive Edge, Forrester consulting, December 2017, 

https://www.evidon.com/wp-content/uploads/2017/12/Evidon-GDPR-Report-12_2017.pdf 

https://www.nbcnews.com/business/consumer/trust-facebook-has-dropped-51-percent-cambridge-analytica-scandal-n867011
https://www.nbcnews.com/business/consumer/trust-facebook-has-dropped-51-percent-cambridge-analytica-scandal-n867011
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The consequences of a data breach can be devastating to a brand reputation. 

Similarly, investing in data security along with building customers‘ trust, can 

enhance the brand‘s reputation. GDPR compliance can show customers there is 

a robust data governance system in place and thus creates trust. 

In today's world of digital relationships and commerce, many consumers do a 

preliminary survey of companies by brand or reputation. Certainly, good 

feedback on the compliance with GDPR and the good reputation of the company 

would provide more new customers. 

If an organization can become a reliable holder of information, their chances of 

establishing a long-lasting and loyal relationship with a customer will improve 

significantly. 

 

4. Compliance with the GDPR as a business strategy for worldwide 

multinational companies 

Multinational companies operating in different jurisdictions face specific 

challenges in compliance with data protection regulations that differ around the 

world. A specific approach to deal with this issue of some major corporations is 

to adopt the requirements of GDPR in their business everywhere on the globe. 

Complying with GDPR for multinational corporations means ensuring the best 

possible standard for data management as this is the world‘s most rigorous data-

privacy framework.   

A good example is Microsoft‘s commitment to GDPR, privacy and putting 

customers in control of their own data.
13

 When multinational companies decide 

to grant their clients worldwide the rights under the GDPR notwithstanding if 

                                                           
13

 Julie Brill, Microsoft’s commitment to GDPR, privacy and putting customers in control of their own data, 

MICROSOFT ON THE ISSUES (May 21, 2018), https://blogs.microsoft.com/on-the-

issues/2018/05/21/microsoftscommitment- 

to-gdpr-privacy-and-putting-customers-in-control-of-their-own-data/. 
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there is legal obligation for this in certain jurisdictions (such as the US) they are 

utilizing different benefits. First of all, it is a question of gaining customers trust, 

creating reputation of a leader in the specific field. Not less important is that 

value is achieved through efficiencies and lowered compliance costs when the 

same legal regime is applied in different jurisdictions. 

European Justice Commissioner Věra Jourová in a speech in Tokyo has 

highlighted that ―GDPR offers important benefits for businesses both European 

and foreign. For instance, the harmonisation and simplification brought about by 

the GDPR will make life much easier for companies, as they will now only have 

to deal with one set of rules. They will also benefit from reduced compliance 

costs and flexible tools to meet their obligations‖
14

 

 

5. Corporate social responsibility and data protection 

GDPR is seen as a big step towards a new business culture that can become а 

norm - and secure the data of all people who entrust their sensitive information 

to your company. Adherence to the GDPR cultivates the values of data security 

in employees and can nurture social responsibility in business. 

6. Marketing under the GDPR: aiming at quality over quantity 

The compliance with GDPR inherently involves a reduced number of people to 

whom advertising and marketing information can be sent. 

This process also has its positive sides for both companies and costumers. 

Customers will receive less spam and companies will spend less time and 

resources on individuals who are not interested in their products and services.  

                                                           
14

 Speech of Commissioner Jourova at the Public Event Dedicated to the GDPR and International Data Transfers 

in 

Tokyo: New EU Privacy Law as an Opportunity to Boost Both Trade and Data Protection Standards (May 31, 

2018). 
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That will allowing the customers to focus on companies who have demonstrated 

a genuine interest, and the opposite is also true.   

 

As an example, if a marketing email is sent to only 100 recipients but more than 

a half are interested with, that should be seen as more valuable than sending to 

200 recipients but only getting interactions. This of course requires that the aim 

of marketers is no longer addressing the highest number of contacts possible, but 

to the right number of people who are interested of the activity of the company.   

 

7. GDPR aligns data protection policies across the EU  

 

It is argued that the more harmonized regulations are in the different countries, 

the more accessible the market becomes. This statement refers to different 

sphere of regulation including data protection. Instead of having to deal with 

different laws and standards that vary from country to country, by implementing 

the GDPR companies are unifying their data privacy policies. This process 

removes barriers in business across borders as no additional measures for 

compliance with local national rules is needed. 

 

8. GDPR as an opportunity for start-up and small companies 

The regulation provides an opportunity for small and start-up companies to gain 

an edge over their larger and less agile rivals. For start-up companies the path to 

compliance will be faster and less expensive than large established 

organisations. The large organisations have thousands of employees, large 

customer bases that makes the procedure of GDPR adaptation clumsier.  

 

Small and start-up companies could in many cases be dealing better and faster 

with the smaller datasets. The number of their employees and contractors is 
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lower, and therefore it is possible to ensure compliance by spending less 

resources and in a more efficient manner. Research has demonstrated that the 

cost of GDPR compliance is not static. It relates closely with business size, 

leaving the big companies to face higher compliance costs. 

 

9. Improved data security 

The implementation of the GDPR directly affects security standards and limits 

the risks of possible data breaches. In this case, the liability of companies will be 

significantly reduced.  

In 2018 the company BitSight which is a cybersecurity ratings company that 

analyzes companies, government agencies, and educational institutions 

analyzed
15

 that the implementation of the GDPR within continental Europe 

actually improved the organisations security performance. The company 

analyzed the security performance of more than 140,000 organisations 

worldwide. Some of the areas that organisations have improved on include the 

implementation of stronger controls to reduce Internet exposed services.  

 

10. Reduced data maintenance and storage costs 

 

Data minimization means that companies are only gathering the absolute 

minimum amount of data to meet their business requirements. This reduces the 

company‘s costs needed for storing and maintaining data inventory software and 

databases that are no longer relevant for the business. As a result there is a 

smaller data footprint, which equals reduced infrastructure costs for storage, 

licensing, backups, staff involved etc. In this sense, the GDPR requirements to 

keep the data inventory up to date, can be also seen as an incentive and 

possibility to reduce data storage costs.  

                                                           
15

 Cybersecurity in Europe is improving: Thank you GDPR, Tom Davies, December, 2019 

https://gdpr.report/news/2018/12/27/cybersecurity-in-europe-is-improving-thank-you-gdpr/ 

https://gdpr.report/news/2018/12/27/cybersecurity-in-europe-is-improving-thank-you-gdpr/
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Further, it can be argued that GDPR compliance ensures that companies‘ data 

becomes more consolidated, and therefore easier to use facilitating decision 

making processes. 

 

8. Territorial scope of the GDPR 

The territorial scope of General Data Protection Regulation is determined by 

Article 3 of the Regulation and represents a significant evolution of the EU data 

protection law compared to the framework defined by Directive 95/46/EC.  

In part, the GDPR confirms choices made by the EU legislator and the Court of 

Justice of the European Union (CJEU) in the context of Directive 95/46/EC. 

However, important new elements have been introduced.  

Most importantly, the main objective of Article 4 of the Directive was to define 

which Member State‘s national law is applicable, whereas Article 3 of the 

GDPR defines the territorial scope of a directly applicable text. Moreover, while 

Article 4 of the Directive made reference to the ―use of equipment‖ in the 

Union‘s territory as a basis for bringing controllers who were ―not established 

on Community territory‖ within the scope of EU data protection law, such a 

reference does not appear in Article 3 of the GDPR. 

Article 3 of the GDPR reflects the legislator‘s intention to ensure 

comprehensive protection of the rights of data subjects in the EU and to 

establish, in terms of data protection requirement, a level playing field for 

companies active on the EU markets, in a context of worldwide data flows.  

This article defines the territorial scope of the Regulation on the basis of two 

main criteria: the ―establishment‖ criterion, as per Article 3 paragraph 1, and 

the ―targeting‖ criterion, as per Article 3 paragraph 2: this means that where one 

of these two criteria is met, the relevant provisions of the GDPR will apply to 

relevant processing of personal data by the controller or processor concerned. In 
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addition, Article 3 paragraph 3 confirms the application of the GDPR to the 

processing where Member State law applies by virtue of public international 

law. 

Namely, Article 3 paragraph 1 of the GDPR provides that the «Regulation 

applies to the processing of personal data in the context of the activities of an 

establishment of a controller or a processor in the Union, regardless of whether 

the processing takes place in the Union or not». 

This provision makes reference not only to an establishment of a controller, 

but also to an establishment of a processor. As a result, the processing of 

personal data by a processor may also be subject to EU law by virtue of the 

processor having an establishment located within the EU, therefore ensuring that 

the GDPR applies to the processing by a controller or processor carried out in 

the context of the activities of an establishment of that controller or processor in 

the Union, regardless of the actual place of the processing.  

Before considering what is meant by ―an establishment in the Union‖ it is first 

necessary to identify who is the controller or processor for a given processing 

activity. According to the definition in Article 4 paragraph 7 of the GDPR, 

controller means «the natural or legal person, public authority, agency or other 

body which, alone or jointly with others, determines the purposes and means of 

the processing of personal data». Whereas a processor, according to Article 4 

paragraph 8 of the GDPR, is «a natural or legal person, public authority, agency 

or other body which processes personal data on behalf of the controller».  

The determination of whether an entity is a controller or processor for the 

purposes of EU data protection law is a key element in the assessment of the 

application of the GDPR to the personal data processing in question. 

While the notion of ―main establishment‖ is defined in Article 4 paragraph 16, 

the GDPR does not provide a definition of ―establishment‖ for the purpose of 
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Article 3. However, Recital 22 clarifies that an «[e]stablishment implies the 

effective and real exercise of activities through stable arrangements. The legal 

form of such arrangements, whether through a branch or a subsidiary with a 

legal personality, is not the determining factor in that respect». 

The threshold for ―stable arrangement‖ can actually be quite low when the 

centre of activities of a controller concerns the provision of services online. As a 

result, in some circumstances, the presence of one single employee or agent of a 

non-EU entity in the Union may be sufficient to constitute a stable arrangement 

if that employee or agent acts with a sufficient degree of stability.  

Conversely, when an employee is based in the EU but the processing relates to 

activities of the controller outside the EU, the mere presence of an employee in 

the EU will not result in that processing falling within the scope of the GDPR.  

In other words, the mere presence of an employee in the EU is not as such 

sufficient to trigger the application of the GDPR, since for the processing in 

question to fall within the scope of the GDPR, it must also be carried out in the 

context of the activities of the EU-based employee.  

Article 3 paragraph 1 confirms that it is not necessary that the processing in 

question is carried out ―by‖ the relevant EU establishment itself: the controller 

or processor will be subject to obligations under the GDPR whenever the 

processing is carried out ―in the context of the activities‖ of its relevant 

establishment in the Union.  

Determining whether processing is being carried out in the context of an 

establishment of the controller or processor in the Union for the purposes of 

Article 3 should be carried out on a case-by-case basis and based on an analysis 

in concreto. 

The meaning of ―processing in the context of the activities of an establishment 

of a controller or a processor‖ is to be understood in light of the relevant case 
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law. On the one hand, the meaning of ―in the context of the activities of an 

establishment‖ cannot be interpreted restrictively; on the other hand, the 

existence of an establishment within the meaning of the GDPR should not be 

interpreted too broadly to conclude that the existence of any presence in the EU 

with even the remotest links to the data processing activities of a non-EU entity 

will be sufficient to bring this processing within the scope of EU data protection 

law.  

Moreover, the text of the GDPR specifies that the Regulation applies to 

processing in the context of the activities of an establishment in the EU 

―regardless of whether the processing takes place in the Union or not‖. It is the 

presence, through an establishment, of a data controller or processor in the EU 

and the fact that a processing takes place in the context of the activities of this 

establishment that trigger the application of the GDPR to its processing 

activities.  

The place of processing is therefore not relevant in determining whether or not 

the processing, carried out in the context of the activities of an EU 

establishment, falls within the scope of the GDPR: any personal data processing 

in the context of the activities of an establishment of a controller or processor in 

the Union would fall under the scope of the GDPR, regardless of the location or 

the nationality of the data subject whose personal data are being processed.  

This approach is supported by Recital 14 of the GDPR which states that «[t]he 

protection afforded by this Regulation should apply to natural persons, whatever 

their nationality or place of residence, in relation to the processing of their 

personal data». 

It is therefore clear that the absence of an establishment in the Union does not 

necessarily mean that processing activities by a data controller or processor 

established in a third country will be excluded from the scope of the GDPR, as it 

is clarified by Article 3 paragraph 2, which sets out the circumstances in which 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

73 

the GDPR applies to a controller or processor not established in the Union, 

depending on their processing activities.  

Article 3 paragraph 2 of the GDPR provides that «this Regulation applies to the 

processing of personal data of data subjects who are in the Union by a controller 

or processor not established in the Union, where the processing activities are 

related to: (a) the offering of goods or services, irrespective of whether a 

payment of the data subject is required, to such data subjects in the Union; or (b) 

the monitoring of their behaviour as far as their behaviour takes place within the 

Union». 

The application of the ―targeting criterion‖ towards data subjects who are in 

the Union can be triggered by processing activities carried out by a controller or 

processor not established in the Union which relate to two distinct and 

alternative types of activities provided that these processing activities relate to 

data subjects that are in the Union. In addition to being applicable only to 

processing by a controller or processor not established in the Union, the 

targeting criterion largely focuses on what the ―processing activities‖ are 

―related to‖, which is to be considered on a case-by-case basis.  

The wording of Article 3 paragraph 2 refers to «personal data of data subjects 

who are in the Union». The application of the targeting criterion is therefore not 

limited by the citizenship, residence or other type of legal status of the data 

subject whose personal data are being processed. Recital 14 confirms this 

interpretation and states that «[t]he protection afforded by this Regulation should 

apply to natural persons, whatever their nationality or place of residence, in 

relation to the processing of their personal data». 

The requirement that the data subject be located in the Union must be assessed 

at the moment when the relevant trigger activity takes place, regardless of the 

duration of the offer made or monitoring undertaken.  
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The first activity triggering the application of Article 3 paragraph 2 is the 

―offering of goods or services‖, a concept which has been further addressed by 

EU law and case law, which should be taken into account when applying the 

targeting criterion. It is also specified that the targeting criterion concerning the 

offering of goods or services applies irrespective of whether a payment by the 

data subject is required. Whether the activity of a controller or processor not 

established in the Union is to be considered as an offer of a good or a service is 

not therefore dependent whether payment is made in exchange for the goods or 

services provided. 

Another key element to be assessed in determining whether the Article 3 

targeting criterion can be met is whether the offer of goods or services is 

directed at a data subject located in the Union. Recital 23 of the GDPR indeed 

clarifies that «in order to determine whether such a controller or processor is 

offering goods or services to data subjects who are in the Union, it should be 

ascertained whether it is apparent that the controller or processor envisages 

offering services to data subjects in one or more Member States in the Union». 

The recital further specifies that «whereas the mere accessibility of the 

controller's, processor's or an intermediary's website in the Union, of an email 

address or of other contact details, or the use of a language generally used in the 

third country where the controller is established, is insufficient to ascertain such 

intention, factors such as the use of a language or a currency generally used in 

one or more Member States with the possibility of ordering goods and services 

in that other language, or the mentioning of customers or users who are in the 

Union, may make it apparent that the controller envisages offering goods or 

services to data subjects in the Union». 

It is therefore important to highlight that Recital 23 confirms that the mere 

accessibility of the controller's, processor's or an intermediary's website in the 

Union, does not, of itself, provide sufficient evidence to demonstrate the 
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controller or processor‘s intention to offer goods or a services to a data subject 

located in the Union: so when goods or services are inadvertently or incidentally 

provided to a person on the territory of the Union, the related processing of 

personal data would not fall within the territorial scope of the GDPR.  

The second type of activity triggering the application of Article 3 paragraph 2 is 

the monitoring of data subject behaviour as far as their behaviour takes place 

within the Union.  

Recital 24 clarifies that «[t]he processing of personal data of data subjects who 

are in the Union by a controller or processor not established in the Union should 

also be subject to this Regulation when it is related to the monitoring of the 

behaviour of such data subjects in so far as their behaviour takes place within 

the Union». 

To trigger the application of the GDPR, the behaviour monitored must first 

relate to a data subject in the Union and, as a cumulative criterion, the 

monitored behaviour must take place within the territory of the Union.  

The nature of the processing activity which can be considered as behavioural 

monitoring is further specified in Recital 24 which states that «in order to 

determine whether a processing activity can be considered to monitor the 

behaviour of data subjects, it should be ascertained whether natural persons are 

tracked on the internet including potential subsequent use of personal data 

processing techniques which consist of profiling a natural person, particularly in 

order to take decisions concerning her or him or for analysing or predicting her 

or his personal preferences, behaviours and attitudes». 

It is clear that tracking through other types of network or technology involving 

personal data processing should also be taken into account in determining 

whether a processing activity amounts to a behavioural monitoring, for example 

through wearable and other smart devices.  
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With this in mind, when it comes to a data processor not established in the 

Union, in order to determine whether its processing may be subject to the 

GDPR, it is necessary to look at whether the processing activities by the 

processor ―are related‖ to the targeting activities of the controller.  

Where processing activities by a controller relates to the offering of goods or 

services or to the monitoring of individuals‘ behaviour in the Union, any 

processor instructed to carry out that processing activity on behalf of the 

controller will fall within the scope of the GDPR in respect of that processing.  

The ―targeting‖ character of a processing activity is linked to its purposes and 

means: a decision to target individuals in the Union can only be made by an 

entity acting as a controller. Such interpretation does not rule out the possibility 

that the processor may actively take part in processing activities related to 

carrying out the targeting criteria, therefore the focus should be on the 

connection between the processing activities carried out by the processor and 

the targeting activity undertaken by a data controller.  

Lastly, Article 3 paragraph 3 provides that «[t]his Regulation applies to the 

processing of personal data by a controller not established in the Union, but in a 

place where Member State law applies by virtue of public international law».  

This provision is expanded upon in Recital 25 which states that «[w]here 

Member State law applies by virtue of public international law, this Regulation 

should also apply to a controller not established in the Union, such as in a 

Member State's diplomatic mission or consular post». 

It is therefore considered that the GDPR applies to personal data processing 

carried out by EU Member States‘ embassies and consulates located outside the 

EU, as such processing falls within the scope of the GDPR by virtue of Article 3 

paragraph 3. 
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9. Legal grounds for personal data processing 

The General Data Protection Regulation (GDPR) mentions several legal 

grounds for the lawfulness of processing of personal data of data subjects. A 

lawful basis for processing personal data consists of at least one of those legal 

grounds and can vary per personal data processing activity and purpose. 

The need for a lawful basis for processing personal data under the GDPR isn‘t 

new: in its Recitals and Articles the GDPR confirms its predecessor, the Data 

Protection Directive (Directive 95/46/EC) on several fronts, but there are 

impactful changes too. 

Recital 39 of the GDPR concerns the lawfulness, fairness, transparency and 

purpose of personal data processing: any personal data processing must be 

lawful and fair; it should be transparent to data subjects which personal data 

regarding them are processed and the principle of transparency requires that any 

information and communication regarding personal data processing is easily 

accessible and easy to understand.  

On the same front, Recital 40 of the GDPR states that in order for processing to 

be lawful, personal data should be processed on the basis of the consent of the 

data subject concerned or some other legitimate basis.  

That legitimate basis should be laid down by law, with the law being the 

General Data Protection Regulation itself or other laws of the EU or  

its member states. 

Although consent is the most known of the legal grounds summed up in Article 

6 of the GDPR, it is not the only legal basis for lawful processing. For each 

personal data processing activity, it is key to look at what the best legal ground 

is, even before the actual processing.  
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Consent is in fact one of the six lawful bases to process personal data as 

summed up in Article 6: lawfulness of processing means that at least one of the 

six legal grounds applies. 

In the GDPR consent is mentioned first as a legal basis for the lawfulness of 

processing personal data in both Article 6 and Recital 40.  

Consent means that the data subject has given consent for a personal data 

processing activity for one or more specific purposes. The notion of purpose is 

key here: if the data subject, consents to processing without knowing the 

purposes in full and in an easy to understand way, then consent is not a legal 

ground for processing as it‘s by definition not freely given, specific, informed 

and unambiguous.  

Article 6 of the GDPR also specifies that consent of the data subject must be 

given in relation to ―one or more specific‖ purposes and that a data subject has 

a choice in relation to each of them.  

The second legal ground for lawful processing as mentioned in GDPR Article 6 

is the necessity of personal data processing for a contract.  

A data subject is a party in a contract or a party that has to take steps in order to 

enter a contract in which they agree that personal data processing happens 

within this contractual scope.  

GDPR Recital 40 mentions ―the performance of a contract to which the data 

subject is party or in order to take steps at the request of the data subject prior to 

entering into a contract‖ as a legitimate basis of lawful processing and Recital 

44 simply states that processing should be lawful where it is necessary in the 

context of a contract or the intention to enter into a contract. 

The third legal basis for lawful processing is compliance with legal 

obligations. If the controller has a legal duty for which particular personal data 

need to be processed, then than processing is permitted.  
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This compliance with a legal obligation for which processing is needed and to 

which the controller is subject can be found in the Directive as well. However, 

what has changed in comparison with the predecessor of the General Data 

Protection Regulation is that Recital 45 states that «where processing is carried 

out in accordance with a legal obligation to which the controller is subject or 

where processing is necessary for the performance of a task carried out in the 

public interest or in the exercise of official authority, the processing should have 

a basis in Union or Member State law».  

The protection of the ―vital interests‖ of a natural person is a fourth ground for 

lawful processing. In this case the natural person doesn‘t need to be a data 

subject, it can also be another natural person. It‘s of course not up to the 

controller to define what a vital interest is: it clearly means life threatening 

circumstances where there is no other legal ground for processing, but where 

not processing personal data would essentially mean putting someone‘s life at 

stake if action isn‘t taken and therefore there is a compelling necessity to know a 

few things about the natural person who is in danger. 

Additionally, some types of personal data processing in such cases could not just 

serve the vital interests of the data subject or other natural purpose but also serve 

public interest, for instance in case of disasters, epidemics and so forth, as 

GDPR Recital 46 states.  

This brings us to the next legal ground for lawful processing: reasons of public 

interest. Public interest as a basis for lawful processing is described in GDPR 

Article 6 as follows: «processing is necessary for the performance of a task 

carried out in the public interest or in the exercise of official authority vested in 

the controller». 

This is again closely the same intent as in the Data Protection Directive and it 

means that public interest remains a ground for processing with public interest, 

namely, among others, performing several possible public tasks as a public 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

80 

authority which require personal data processing in accordance with legal 

obligations and other data processing operations which are seen as being of 

public interest (for example scientific research, public health and more). 

Recital 45 of the GDPR states that «It should also be for Union or Member State 

law to determine whether the controller performing a task carried out in the 

public interest or in the exercise of official authority should be a public authority 

or another natural or legal person governed by public law, or, where it is in the 

public interest to do so, including for health purposes such as public health and 

social protection and the management of health care services, by private law, 

such as a professional association». 

The final of the six grounds serving as a lawful basis for personal data 

processing in the first paragraph of GDPR Article 6 is the ―legitimate interests‖ 

category. Legitimate interests already existed as a lawful basis for processing 

personal data in the Directive but the GDPR adds to it in the form of stipulations 

when it does not apply.  

Article 6 states that processing is necessary for the purposes of the legitimate 

interests pursued by the controller or by a third party. A first exception, in 

accordance with the Directive, is when legitimate interests are overridden by the 

interests or fundamental rights and freedoms of the data subject. Regarding the 

latter, the GDPR, in contrast with the Directive, however, explicitly focuses on 

the case when the data subject is a child and parental permission is always 

needed. Moreover, the GDPR also explicitly says that the legal ground of 

legitimate interest doesn‘t apply to personal data processing by public 

authorities in the performance of their tasks. 

GDPR Recitals 47 and 48 give some examples of legitimate interest: one 

example would be where ―there is a relevant and appropriate relationship 

between the data subject and the controller in situations such as where the data 

subject is a client or in the service of the controller‖; while another example 
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would consist of the case when processing of personal data strictly necessary for 

the purposes of preventing fraud also constitutes a legitimate interest. 

Recital 47 also states that the processing of personal data for direct marketing 

purposes may be regarded as carried out for a legitimate interest. 

The key about legitimate interests is that these interests must be balanced and 

weighed against data subject rights and risks. They must be proportionate, 

clearly explained, more than economic in nature and of course make processing 

necessary. 

10. Provision of information to data subjects 

The GDPR lists the categories of information that must be provided to a data 

subject in relation to the processing of their personal data where it is collected 

from the data subject (Article 13) or obtained from another source (Article 14), 

considering also the nature, scope and content of these requirements. 

As well as content, the form and manner in which the information required 

under Articles 13 and 14 should be provided to the data subject is also 

important. The notice containing such information is frequently referred to as a 

data protection notice, privacy notice, privacy policy, privacy statement or fair 

processing notice.  

The GDPR does not prescribe the format or modality by which such information 

should be provided to the data subject but does make it clear that it is the data 

controller‘s responsibility to take ―appropriate measures‖ in relation to the 

provision of the required information for transparency purposes.  

This means that the data controller should take into account all of the 

circumstances of the data collection and processing when deciding upon the 

appropriate modality and format of the information provision. In particular, 

appropriate measures will need to be assessed in light of the product/service user 
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experience: this means taking account of the device used, the nature of the user 

interactions with the data controller and the limitations that those factors entail. 

In order to help identify the most appropriate modality for providing the 

information in advance, data controllers may wish to trial different modalities by 

way of user testing to seek feedback on how accessible, understandable and easy 

to use the proposed measure is for users. Documenting this approach should also 

assist data controllers with their accountability obligations by demonstrating 

how the approach chosen to convey the information is the most appropriate in 

the circumstances.  

Articles 13 and 14 set out information which must be provided to the data 

subject at the beginning phase of the processing cycle. Article 13 applies to the 

scenario where the data is collected directly from the data subject. This includes 

personal data that: a data subject consciously provides to a data controller (for 

example when completing an online form); or a data controller collects from a 

data subject by observation. 

On the other hand, Article 14 applies in the scenario where the data have not 

been obtained from the data subject. This includes personal data which a data 

controller has obtained from sources such as: third party data controllers; 

publicly available sources; data brokers; or other data subjects. 

As far as timing of the provision of this information is concerned, providing it 

in a timely manner is a vital element of the transparency obligation and the 

obligation to process data fairly.  

Under Article 13 paragraph 1, the information must be provided «at the time 

when personal data are obtained»; whereas in the case of indirectly obtained 

personal data under Article 14, the timeframes within which the required 

information must be provided to the data subject are set out in paragraph 3. 
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The general requirement is that the information must be provided within a 

―reasonable period‖ after obtaining the personal data and no later than one 

month, ―having regard to the specific circumstances in which the personal data 

are processed‖. 

The general one-month time limit in may be further reduced in a situation 

where the data are being used for communication with the data subject: in such a 

case, the information must be provided at the latest at the time of the first 

communication with the data subject. If the first communication occurs prior to 

the one-month time limit after obtaining the personal data, then the information 

must be provided at the latest at the time of the first communication with the 

data subject notwithstanding that one month from the point of obtaining the data 

has not expired. 

The same one-month time limit can also be reduced when the data are being 

disclosed to another recipient: here the information must be provided at the 

latest at the time of the first disclosure. In this scenario, if the disclosure occurs 

prior to the one-month time limit, then the information must be provided at the 

latest at the time of that first disclosure, notwithstanding that one month from 

the point of obtaining the data has not expired. 

In becomes therefore clear that, in any case, the maximum time limit within 

which Article 14 information must be provided to a data subject is one month. 

However, the requirements of fairness and accountability under the GDPR 

require data controllers to always consider the reasonable expectations of data 

subjects, the effect that the processing may have on them and their ability to 

exercise their rights in relation to that processing, when deciding at what point to 

provide the Article 14 information.  

Accountability requires controllers to demonstrate the rationale for their 

decision and justify why the information was provided at the time it was. In 
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practice, it may be difficult to meet these requirements when providing 

information at the ―last moment‖.  

In this regard, Recital 39 stipulates, amongst other things, that data subjects 

should be «made aware of the risks, rules, safeguards and rights in relation to the 

processing of personal data and how to exercise their rights in relation to such 

processing», meaning that data controllers should provide the information to 

data subjects well in advance of the stipulated time limits.  

The GDPR is silent on the timing requirements that apply for notifications of 

changes to information that has previously been provided to a data subject under 

Article 13 or 14. However, the data controller must have regard to the fairness 

and accountability principles in terms of any reasonable expectations of the 

data subject, or the potential impact of those changes upon the data subject.  

If the change to the information is indicative of a fundamental change to the 

nature of the processing or a change which may not be fundamental in terms of 

the processing operation but which may be relevant to and impact upon the data 

subject, then that information should be provided to the data subject well in 

advance of the change actually taking effect and the method used to bring the 

changes to the data subject‘s attention should be explicit and effective.  

This is to ensure the data subject does not ―miss‖ the change and to allow the 

data subject a reasonable timeframe for them to consider the nature and impact 

of the change and exercise their rights under the GDPR in relation to the change 

(for example to withdraw consent or to object to the processing).  

Both Article 13 and 14 refer to the obligation on the data controller to «provide 

the data subject with all of the following information(...)» The operative word 

here is ―provide‖, which means that the data controller must take active steps to 

furnish the information in question to the data subject, while the data subject 
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must not have to take active steps to seek the information covered by these 

articles or find it amongst other information. 

Article 13 paragraph 1 states that «Where personal data relating to a data subject 

are collected from the data subject, the controller shall, at the time when 

personal data are obtained, provide the data subject with all of the following 

information: 

the identity and the contact details of the controller and, where applicable, of 

the controller‘s representative; 

the contact details of the data protection officer, where applicable; 

the purposes of the processing for which the personal data are intended as well 

as the legal basis for the processing; 

where the processing is based on point (f) of Article 6(1), the legitimate 

interests pursued by the controller or by a third party; 

the recipients or categories of recipients of the personal data, if any; 

where applicable, the fact that the controller intends to transfer personal data to 

a third country or international organisation (…)». This is symmetrically 

recalled in Article 14 paragraph 1, as far as the case where personal data have 

not been obtained from the data subject. 

Both Article 13 and Article 14 contain a provision that requires a data controller 

to inform a data subject if it intends to further process their personal data for a 

purpose other than that for which it was collected/obtained.  

If so, «the controller shall provide the data subject prior to that further 

processing with information on that other purpose and with any relevant further 

information as referred to in paragraph 2». These provisions specifically give 

effect to the principle in Article 5 paragraph 1 that personal data shall be 
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collected for specified, explicit and legitimate purposes and further processing 

in a manner that is incompatible with these purposes is prohibited.  

Where personal data are further processed for purposes that are compatible with 

the original purposes, Articles 13 and 14: the requirements in these articles to 

inform a data subject about further processing promotes the position in the 

GDPR that a data subject should not be taken by surprise at the purpose of 

processing of their personal data.  

Article 13 and 14, insofar as they refer to the provision of ―any relevant further 

information as referred to in paragraph 2‖, may be interpreted at first glance as 

leaving some element of appreciation to the data controller as to the extent of 

and the particular categories of that should be provided to the data subject. 

However, the default position is that all such information set out in that 

paragraph should be provided to the data subject unless one or more categories 

of the information does not exist or is not applicable. 

 

11. Future of privacy and disruptive innovations – artificial 

intelligence, geolocation, video surveillance and biometrics 

Artificial intelligence 

The terms ‗big data‘, ‗AI‘ and ‗machine learning‘ are often used interchangeably 

but there are differences between the concepts. A popular definition of big data, 

provided by the Gartner IT glossary, is: ―…high-volume, high-velocity and 

high-variety information assets that demand cost-effective, innovative forms of 

information processing for enhanced insight and decision making‖. Big data is 

therefore often described in terms of the ‗three Vs‘ where volume relates to 

massive datasets, velocity relates to real-time data and variety relates to different 

sources of data.  
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This is where AI comes in. The UK Government Office for Science‘s published 

paper on AI which provides a handy introduction that defines AI as: ―…the 

analysis of data to model some aspect of the world. Inferences from these 

models are then used to predict and anticipate possible future events.‖. This may 

not sound very different from standard methods of data analysis. But the 

difference is that AI programs don‘t linearly analyze data in the way they were 

originally programmed. Instead they learn from the data in order to respond 

intelligently to new data and adapt their outputs accordingly. It is this unique 

ability that means AI can cope with the analysis of big data in its varying shapes, 

sizes and forms. The concept of AI has existed for some time, but rapidly 

increasing computational power has led to the point at which the application of 

AI is becoming a practical reality. 

One of the fastest-growing approaches by which AI is achieved is machine 

learning. iQ, Intel‘s tech culture magazine, defines machine learning as: ―…the 

set of techniques and tools that allow computers to ‗think‘ by creating 

mathematical algorithms based on accumulated data.‖  

Big data, AI and machine learning are becoming part of business as usual for 

many organisations in the public and private sectors. This is driven by the 

continued growth and availability of data, including data from new sources such 

as the Internet of Things (IoT), the development of tools to manage and analyze 

it, and growing awareness of the opportunities it creates for business benefits 

and insights. 

There are obvious commercial benefits to companies, for example in being able 

to understand their customers at a granular level and hence making their 

marketing more targeted and effective. Consumers may benefit from seeing 

more relevant advertisements and tailored offers and from receiving enhanced 

services and products. For example, the process of applying for insurance can be 

made easier, with fewer questions to answer, if the insurer or the broker can get 
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other data they need through big data analytics. Big data analytics is also helping 

the public sector to deliver more effective and efficient services and produce 

positive outcomes that improve the quality of people‘s lives.  

The complexity of big data analytics can mean that the processing is opaque to 

citizens and consumers whose data is being used. It may not be apparent to them 

their data is being collected (e.g., their mobile phone location), or how it is being 

processed (e.g, when their search results are filtered based on an algorithm – the 

so-called ―filter bubble‖ effect). Similarly, it may be unclear how decisions are 

being made about them, such as the use of social-media data for credit scoring. 

In the private sector, a lack of transparency can also mean that companies miss 

out on the competitive advantage that comes from gaining consumers‘ trust. 

While the use of big data has implications regarding the transparency of the 

processing of personal data, it is still a key element of fairness. The GDPR 

contains a specific transparency requirement, in the form of a ‗fair processing 

notice‘, or more simply a privacy notice. In a big data context privacy notice 

may be problematic, and it has been suggested that they are not feasible 

regarding big data analytics. This is argued on several grounds:  

 People are unwilling to read lengthy privacy notices; 

 The context in which data is collected (e.g., from smartphone apps or IoT 

devices) can make it practically difficult to give the information; 

 The analytics used in big data are too difficult to explain in terms that people 

can understand; 

 Given that big data analytics often involves repurposing data, the data 

controller cannot foresee, at the outset, all the uses that may be made of the 

data. 

Rather than making privacy notices irrelevant, big data challenges organizations 

to be as innovative in this area as they are in using analytics, and to find new 

ways of conveying information concisely. Privacy notices should be written in 
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plain language, with a person of an average reading age in mind. In this context 

it is important to recognize that the data subjects concerned may well be young 

people. Textual information can be accompanied by other ways of delivering 

information in a user-friendly form. 

If an organisation is relying on people‘s consent as the condition for processing 

their personal data, then that consent must be a freely given, specific, and 

informed indication that they agree to the processing. It has been suggested that 

the so-called ―notice and consent‖ model, where an organization tells data 

subjects what it is going to do with their data, is not practical in a big data 

context. The opaque nature of analysis using AI techniques can make it difficult 

for meaningful consent to be provided. But consent has also been criticized 

because it is ‗binary‘, i.e., it only gives people a yes/no choice at the outset. This 

is seen as incompatible with big data analytics due to its experimental nature and 

its propensity to find new uses for data, and also because it may not fit contexts 

where data is observed rather than directly provided by data subjects. However, 

there are new approaches to consent that go beyond the simple binary model. It 

may be possible to have a process of graduated consent, in which people can 

give consent or not to different uses of their data throughout their relationship 

with a service provider, rather than having a simple binary choice at the start. 

This can be linked to ‗just in time‘ notifications. For example, at the point when 

an app wants to use mobile phone location data or share data with a third party, 

the user can be asked to give their consent. Such approach has already been 

employed in practice by a number of app developers and Telcos worldwide.  

Furthermore, an organization may have a number of legitimate reason (interests) 

that could be relevant, including profiling customers in order to target its 

marketing; preventing fraud or the misuse of its services; and physical or IT 

security. However, to meet this condition the processing must be ―necessary‖ for 

the particular legitimate interest of the controller. This means it must be more 
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than just potentially interesting or useful. The processing is not necessary if 

there is another way of meeting the legitimate interest that interferes less with 

people‘s privacy. Having established its legitimate interest, the organization 

must then do a balancing exercise between those interests and the rights and 

interests of the individuals concerned.  

Given some of the difficulties associated with consent in a big data context, 

businesses‘ legitimate interests may provide an alternative basis of the 

processing, which allows for a balance between commercial and societal 

benefits and the rights and interests of individuals this condition must pay 

particular attention to how the analytics will affect people‘s privacy.  

When someone makes a purchase online, and the website has to process their 

name, address and credit-card details to complete the purchase, the ―necessity 

for the performance of a contract to which the data subject is a party‖ legal 

ground may be relied upon. Specific consent is not required for this. The 

problem in applying this in a big data context is that the processing must be 

―necessary‖. Big data analytics, by its nature, is likely to represent a level of 

analysis that goes beyond what is required simply to sell a product or deliver a 

service. It often takes the data that is generated by the basic provision of a 

service and repurposes it. So it may be difficult to show that the big data 

analytics are strictly necessary for the performance of a contract. 

The GDPR gives individuals powerful rights to access their personal data and 

these rights still apply in the world of big data. People have the right to be told 

what personal data about them is being processed, the purposes for which it is 

being processed and who it may be disclosed to. They have the right to receive a 

copy of the information that constitutes their personal data, as well as 

information about its sources. Where possible, the controller may decide to 

provide remote access to a secure system which would provide the data subject 

with direct access to his or her personal data. If personal data can be made 
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available like this, it will help the organisation to meet its data protection 

obligations. It could also help to reassure people as to the amount and type of 

information being held about them. 

Under the GDPR, individuals have rights regarding the prevention of processing 

likely to cause damage or distress; the prevention of direct marketing; the right 

not to be subject to purely automated decision making; and the rectification of 

inaccurate data. In addition, people have the right not to be subject to a decision 

based solely on automated processing, including profiling, if it ―significantly 

affects‖ them, such as automated decisions made on online credit applications or 

e-recruitment. However, decision-making based on such processing, including 

profiling, should be allowed where expressly authorised by Union or Member 

State law to which the controller is subject, including for fraud and tax-evasion 

monitoring and prevention purposes conducted in accordance with the 

regulations, standards and recommendations of Union institutions or national 

oversight bodies and to ensure the security and reliability of a service provided 

by the controller, or necessary for the entering or performance of a contract 

between the data subject and a controller, or when the data subject has given his 

or her explicit consent. In any case, such processing should be subject to suitable 

safeguards, which should include specific information to the data subject and the 

right to obtain human intervention, to express his or her point of view, to obtain 

an explanation of the decision reached after such assessment and to challenge 

the decision.  

When personal data is processed in the context of big data, AI and machine 

learning, it may be difficult to distinguish between data controllers and data 

processors. This is because, typically, big data analytics is about finding 

correlations, making predictions and aiding decision-making; all of which blur 

the lines between who is actually determining the purposes and manner of the 

processing when an organisation has chosen to outsource the analytics to 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

92 

another company – one that specializes in AI, for example. Therefore, when 

outsourcing big data analytics to other companies, careful consideration should 

be given to where control over the processing of personal data actually lies – this 

will have implications for compliance and liability. If an organisation intends to 

conduct its big data outsourcing in a data controller-data processor relationship, 

it is important that the contract includes clear instructions about how the data 

can be used and the specific purposes for its processing. However, the existence 

of such a contract would not automatically mean that the company doing the 

data analysis is a data processor. If that company has enough freedom to use its 

expertise to decide what data to collect and how to apply its analytic techniques, 

it is likely to be a data controller as well. 

Another key issue that needs to be paid attention to is ethics in the use of AI and 

machine learning. From the data sharing and mining practices of social networks 

to questionable disclosures of mobile apps and platforms selling location data, 

everyone needs to be concerned. AI can be used to empower invasive 

surveillance, marginalize segments of society and erode one‘s digital dignity. 

There is no question AI will have a profound effect on how marketers engage 

consumers. With thoughtful planning and execution, consumers will get better 

and more relevant ads, content and services. This can be a win-win, but only if 

done right and addressed to the ethical unattended consequences in advance. 

Entities should ask the following questions: 

 Is the introduced AI application designed to respect the autonomy and digital 

dignity of subjects? 

 Do consumers realize a ―real‖ benefit or is an entity creating asymmetries of 

power? 

 Are the practices undertaken transparent and accountable with the ability to 

undo unintended harm? 
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 Has an entity designed its technologies to guard against unintended biases 

and unforeseen uses? 

 What circuit breakers are in place to prevent and detect adversaries (and 

rogue employees) accessing or manipulating data and algorithms 

AI should be further designed and developed responsibly by applying the 

principles of privacy by design and privacy by default. The first—and maybe 

most important—safeguard introduced by the GDPR with reference to data 

processing by AI systems is provided through Article 25 of the GDPR, which 

sets out the implementation of data protection principles of privacy by design 

and privacy by default. The provision is important to AI providers since they 

shall design their AI systems so as to ensure that data protection principles (such 

as minimization, proportionality, etc.) are compliant. Consequences of 

implementing Article 25 of the GDPR are potentially disruptive in AI providers‘ 

perspective, as they will substantially limit data processing (and sharing of data 

with third parties) through AI systems. This may lead to amending the data-

based business model on which they currently rely. Moreover, a strict 

implementation of Article 25 of the GDPR may help to reduce the negative 

impact of some of the privacy-related issues. For instance, a correct design of an 

AI system under Article 25 of the GDPR may help to avoid uncontrolled data 

processing by an AI system under machine learning features, or it may enhance 

the overall security of the systems. 

AI including the use of machine learning and big data is insufficiently regulated 

in the EU legal framework and may be utilized by organizations and individuals 

for purposes incompatible with the data protection principles. To avoid non-

ethical personal data processing via AI, organizations and individuals should 

identify and record a list of solutions appropriate to the specifics of  

big data analytics: 

 Have individuals been made aware of the use of their personal data? 

https://techgdpr.com/blog/what-the-gdprs-privacy-by-design-really-means-for-your-business/
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 Could one‘s analysis involve sensitive personal data (for example, in the 

analysis of social-media post)? 

 Is the dataset representative and accurate? 

 What are one‘s retention policies for the data? 

 Are the datasets held across multiple and disparate systems? Do the systems 

have appropriate inbuilt security measures? 

 Does the proposed analysis involve cloud processing? Will a third-party 

organization do the analytics? 

 Could anonymized data be reidentified? 

 Will we be able to explain the reasons behind any decisions made that result 

from the big data analytics?  

Big data analytics can involve novel, complex and sometimes unexpected uses 

of personal data. To establish whether the processing is fair, it is particularly 

important to assess, before processing begins, to what extent it is likely to affect 

the individuals whose data is being used and to identify possible mitigation 

measures. The tool for such an analysis is a privacy impact assessment (PIA). 

Video surveillance  

Surveillance includes video surveillance, such as CCTV. In the public mind‘s, 

the spread of CCTV cameras proves the ―surveillance society‖ concept more 

than any other type of surveillance, especially when it is overt and almost 

ubiquitous in city centers. The development of digital analytics tools, such as 

facial-recognition software, exacerbates these concerns. As a result, CCTV has 

attracted significant attention from privacy advocates and privacy regulators. 

CCTV may capture images of people or things that may be used to identify an 

individual, such as a car number or license plate. Such instances will be treated 

as processing personal data. Where video surveillance is considered to involve 
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the processing of personal data, then it must comply with the requirements  

of the GDPR. 

It is unlikely that a data controller will be able to rely on an individual‘s consent 

as the legal basis for the use of CCTV, and so the lawfulness of processing may 

need to be legitimized on the basis of the legitimate interests pursued by the data 

controller or a third party, or on public interest grounds. If the controller invokes 

legitimate interests (either its own, or third party‘s interest), a balancing exercise 

will need to be carried out to verify that the CCTV‘s use does not override the 

rights and freedoms of the individuals whose personal data may be captured by 

the CCTV. 

Biometric data falls within the special categories of personal data, the basis of 

processing for which are specified in Art.9 of the GDPR. Processing can 

therefore only be carried out if one of the permitted conditions applies, and it 

will be up to the controller to determine this prior to carrying out the video 

surveillance. It may be that a controller needs to rely on a provision in member 

state law to conduct the video surveillance in a particular context (e.g., for 

employers where employee consent may not meet the Art.7 conditions of 

consent in the GDPR), in the public interest for a public area, or in the exercise 

of public authority, such as for monitoring traffic. 

A data protection impact assessment (―DPIA‖) will have to be completed if: 

 the video surveillance is considered to be high risk; 

 it involves the systematic monitoring of a publicly accessible area on a large 

scale; or 

 if video surveillance has been included by the relevant supervisory authority 

on a list of data processing operations that require a DPIA (Art.35). 
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In practice, a broad range of factors may lead to qualifying video surveillance as 

high risk, including its scale, location of cameras, facial recognition technique 

used, retention period, etc. 

 

The DPIA will need to describe: 

 the processing to be carried out; 

 the purposes of processing; 

 the legitimate interests pursued by the data controller; 

 an assessment of why it is necessary and proportionate in relation to the 

purposes; 

 an assessment of the risks to the rights and freedoms of the data subjects 

impacted by the surveillance; 

 the measures required to address the risks, protect the personal data and 

demonstrate compliance with the GDPR, taking into account the rights and 

legitimate interests of data subjects and other persons concerned. 

 

If the DPIA indicates that the high risks cannot be sufficiently mitigated, for 

example, by appropriate sitting of the cameras and setting the direction they 

point, then the data controller must consult with the supervisory authority prior 

to the use of video surveillance.  

To assess whether the use of video surveillance is proportionate and is an 

adequate, relevant and not excessive solution to the problem it is intended to 

address, a decision to use CCTV should be made only if other, less-intrusive 

solutions that do not require image acquisition (e.g., improved lighting, alarms, 

armored doors or access cards) have been considered and found to be 

inapplicable or inadequate for the intended lawful purpose. The DPIA should 

document these investigations and inadequacies. 
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The requirement for the solution to be proportionate also extends to the selection 

of the particular system and type of technology; for example, are remote control, 

a zooming functionality, facial-recognition or sound-recording capabilities 

necessary? This process will involve considering in detail the problems that 

need to be addressed, the benefits to be gained from the use of CCTV, whether 

images of identifiable individuals are necessary or whether images not 

identifying individuals will suffice, and ways to minimize the intrusion on those 

who may be monitored. 

A second element of the proportionality test entails the consideration of whether 

the key aspects of the use of CCTV and the processing of CCTV footage are 

proportionate to the purpose for which the CCTV system is used. These key 

aspects include: 

 Operational and monitoring arrangements: This entails a consideration of the 

key operational aspects of the system, including the types of camera (e.g., 

fixed or mobile); the positioning of cameras and their visual angle so that the 

monitoring of spaces that are not relevant can be minimized, and private 

areas, like washrooms and individual workspaces, potentially avoided 

altogether; the availability of zooming during recording or on stored images; 

the quality of images, which should be suitable for the purpose, otherwise, 

the lawfulness of the purpose may be undermined; the possibility to blur or 

delete irrelevant individual images; image freezing; the ability to send sound 

or visual alerts at the location under surveillance and the actions that may be 

taken on the basis of CCTV data (e.g., shutting down entrances or calling 

security or the police). Other considerations may be relevant depending on 

the purpose; for instance, when CCTV is intended to address a problem 

occurring at a particular time of day (i.e., normal working hours), the 

monitoring should not be 24/7. 
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 Retention of CCTV footage: CCTV footage should be retained only if, and 

only for as long as, it is strictly necessary for the purpose, such as where 

footage is likely to be required as evidence in subsequent investigations or 

legal proceedings. In practice, broadly speaking, CCTV footage should 

normally be retained only for short periods of time. 

 The need to disclose CCTV footage to third parties, such as the police. 

 Whether CCTV footage will be combined with other information, for 

example, to identify individuals. 

 The surveillance of areas where people have high expectations of privacy, 

such as changing rooms or lavatories. When it is necessary to monitor such 

areas, cameras should be used only in the most exceptional circumstances 

and only where to deal with very serious concerns. All reasonable effort 

should be made to ensure that individuals are aware that they are under 

surveillance. 

 

Measures to protect the personal data and to protect the rights of individuals 

may include: 

 Staff training: The authorized personnel operating the system and accessing 

the footage should receive adequate training and be made aware of the 

system operator‘s compliance obligations. Personnel should be familiar with 

the operator‘s relevant policies and aware of the disciplinary and legal 

sanctions for misuse of the CCTV system, including that it may constitute a 

criminal offence. Furthermore, authorized personnel should be able to handle 

footage securely and to deal with disclosure requests from law enforcement 

agencies and with subject access requests. 

 CCTV policy: This is a written document setting out the policy governing the 

use of the CCTV system. It should also address important privacy issues, 

such as the processing purposes of the CCTV recording; whether data will be 
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retained and, if so, the retention periods and the lawful uses of the retained 

data; disclosures to third parties; and responding to subject access requests. 

 Regular reviews to ensure compliance: Proactive checks and audits should be 

carried out on a regular basis to ensure continuing compliance. In particular, 

this should include reconsidering whether the use of CCTV remains justified 

and renewing any notifications with regulatory authorities. 

For overt video surveillance, the controller must comply with the transparency 

requirements of the GDPR to the extent that is possible in cases where the 

controller may not have a direct relationship with the affected data subjects, 

such as where the cameras cover a large, public space. Individuals will need to 

be provided with information to make them aware that CCTV is in operation 

and of the areas being monitored. 

The information will need to be visible and placed within reasonable distance of 

the monitored area, and it may be provided in summary fashion, provided that it 

is effective – a prominent camera symbol with further information is a 

recognized approach. The information should also include the purpose of the 

surveillance and identify the controller with contact details. As the information 

that may be made available via a sign with a camera symbol is unlikely to 

contain all the details prescribed by Articles 13 and 14, the controller should be 

prepared to provide the full information necessary when a data subject makes 

contact. 

The European Data Protection Board recommends using the following notice: 
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The personal data that is captured through video surveillance will be subject to 

the Art.15 of the GPDR right of access by the data subject. Given that usually 

CCTV footage is only retained for short periods of time, the right of individuals 

to access the data held about them is normally of narrower scope compared to 

other contexts. Nevertheless, to the extent that data is retained, controllers must 

have the ability to effectively respond to data subject access requests. Where 

CCTV footage also includes pictures of other people, measures should be taken 

to safeguard their privacy, for example, by blurring the images of the others. 

Biometrics 

Biometrics is a term that covers a variety of technologies in which unique 

identifiable attributes of people are used for identification and authentication. 

Biometric data is specifically defined in Art.4, para 14 of the GDPR as 

―personal data resulting from specific technical processing relating to the 

physical, psychological or behavioral characteristics of a natural person, which 
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allow or confirm the unique identification of that natural person, such as facial 

images or dactyloscopic data‖. Examples include DNA, fingerprints, palms, vein 

patterns, retina and iris patterns, odor, voice, face, handwriting, keystroke 

technique and gait. 

Biometric data may be in its raw form (e.g., the image of a face or a fingerprint) 

or in biometric template form that is a digital representation of the distinct 

characteristics extracted from the raw data. Fingerprint biometric data may 

consist of the location and direction of the minutiae, whereas iris data may 

include the position of the filaments around the eye center. The template used by 

the biometric system must include sufficient detail to allow an individual to be 

identified from the population of individuals stored by the biometric system. 

Biometric systems may be used in the private or public sectors for a variety of 

purposes. The main uses of biometrics systems today are: 

 Identification: Who are you? An example is the processing of photographs 

loaded up to social media and the identification of individuals through facial 

recognition. 

 Authentication: Are you who you claim to be? Examples here are the use of 

someone‘s fingerprint to authenticate an individual‘s identity when accessing 

a mobile device, computer or a palm print to access a secure area of a 

building. 

 

For biometric data to be included as a special category of personal data under 

Art.9 of the GDPR, the purpose for which the biometric data is being processed 

must be for uniquely identifying a natural person. If the biometric data is being 

used for another purpose, such as to merely permit access to a location as part of 

a large group of identifiers, then Art.9 will not apply, although it needs to be 

remembered that biometric data is, by definition, personal data.  
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Geolocation 

Location-based services (LBS) utilize information about location to deliver, in 

various contexts, a wide array of applications and services, including social 

networking and gaming, entertainment, advertising and marketing, information, 

navigation, commerce, payment, tracking goods and people, security and 

emergency response services. Usually, LBS rely on the technical ability to 

localize a portable device, such as mobile phone, GPS receiver, SatNav device, 

radio frequency identification (RFID) tag, or a chip in a credit card or a travel 

card. 

Broadly speaking, the main types of location data used for LBS may be derived 

from one or more of the following technologies and services: 

 Satellite network-generated data, such as GPS data. Examples of LBS that 

use satellite-generated data include navigation services, security services and 

social networking services. 

 Cell-based, mobile network-generated data (e.g., the Cell ID). Examples of 

LBS using mobile network data may include location-specific information 

services or advertising delivered on mobile handsets; data generated from 

other wireless technologies, such as sensor-based systems (e.g., biometrics 

scanners or license plate scanners for vehicles) and proximity, near field or 

personal area networks (e.g., Bluetooth, Wi-Fi, near-field communication 

(NFC) or RFID that can detect the presence of a device within a relatively 

small, local area). LBS examples include RFID applications and contactless 

payments using NFC-enabled smartphones. 

 Chip-card-generated data (e.g., data generated from the use of payment cards 

or access cards, such as those used by employees to enter their workplace or 

members of the public using a metro system). 

In its provision of services, Google identifies three broad categories of location 

data that it uses to deliver its services, with varying levels of precision: 
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 Implicit location information: Google infers that a user is either interested in 

the place or that the user might be at the place. The inference could be made 

from a user manually typing a search query for a particular place. Implicit 

location information is used in a variety of ways. So, if the user types in 

―Eifel Tower‖, Google may infer that the user may like to see information for 

places around Paris and use that to provide recommendations about those 

local places in Paris. 

 Internet traffic information: Information, such as an IP address, is usually 

assigned in country-based blocks so it can be used to at least identify the 

country of the user‘s device and so allow Google to do things such as to 

assume the correct language and locale for search queries. 

 Device-based location services: Some products, such as turn-by-turn 

navigation in Google Maps for mobile, require more precise location 

information, and the user would need to enable device-based location 

services on their device. These are services that use information such as GPS 

signals, device sensors, Wi-Fi, access points, and Cell IDs that can be used to 

derive or estimate precise locations. 

 

Location data is referred to as an identifier in the definition of personal data, and 

so it is an attribute that may identify or lead to the identification of personal 

data. If location data can be used alone or in combination with other information 

to identify someone, then it should be considered to be personal data. 

 

The security of location data has raised concerns. Location may be a major 

function of a mobile app, such as in dating apps or multi-user gaming, but the 

user‘s location may be employed for harmful purposes, such as stalking or 

harassment. A user may have switched off location services on their device, but 
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if vulnerabilities in a mobile app can be exploited, then the user of the app may 

unwittingly give away their location. 

An app developer would need to decide whether the use of an app that make use 

of location data may result in a high risk to the user of the app and so trigger the 

requirement to complete a DPIA. 

Location data may also allow the tracking of an individual in real time through 

an app of from the records maintained by the mobile operators. Location history 

may allow certain information to be inferred about an individual – from the 

places an individual visits, be it the home of friends, a church or a clinic, it may 

be possible to make certain inferences about an individual‘s political opinions, 

religious beliefs or medical conditions. Privacy advocates raise concerns about 

the retention and access by public authorities to such information and push for 

further controls and oversight to such access to strengthen national laws that 

govern surveillance activities beyond the GDPR. 

In the employment context, a company may want to use location data to better 

manage its fleet of vehicles. An example would be for a delivery service where 

there is a requirement to maximize the route for deliveries that are to be made 

and to monitor progress. However, it is not just the vehicle that is being tracked, 

but also the driver, and so the location data could be considered to be personal 

data of that driver. If the data is to be used for any purpose that relates to the 

employees, then the requirement of the GPDR will need to be taken into 

account. 
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12. Most common “type” of SMEs' processing operations - 

in the employment context. Employee tracking and 

monitoring under the GDPR 

 

The current document addresses the key aspects of data processing activities 

typical for the small and medium-sized enterprises and does not claim to be 

exhaustive in terms of resolving individual case studies. 

As a rule, the processing of personal data in the employment context is an 

activity typical for any data controller who has the capacity of an employer. This 

fact determines the need to accumulate knowledge regarding the operations 

related to activities for processing personal data of job applicants, current and 

former personnel of the employer.  

Organisations implementing personnel management processing must ensure 

their compliance to: 

1. the provisions of the Regulation (EU) 2016/679 (GDPR), as well as those 

of the Bulgarian Personal Data Protection Act, amend. and suppl. SG. 

17/26 Feb 2019; 

2. to all other applicable rules such as employment, social security and social 

protection law, collective agreements, etc. 

The relationship between employer and personnel  

Regardless of its legal and organizational form, the employer has the capacity of 

data controller and as such performs processing activities, which must comply 

with applicable legislation on personal data protection and privacy. 

Employees have a dual quality. In principle they are data subjects within the 

meaning of Art. 4(11) of the GDPR, whose personal data the employer 

processes for the purposes of the employment relationship and at the same time, 

in the performance of their official duties, they are persons acting under the 
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direction of the controller (Art. 29 GDPR), and the same may have access to 

personal data of third parties. Employees whose duties, including a specific task, 

require the processing of data, are obliged to process the data only under the 

instructions of the employer, unless the processing is in compliance with a legal 

obligation arising from EU or national law. 

As data subjects, employees enjoy the rights conferred by the GDPR, which they 

can exercise if there are appropriate grounds for doing so and within the limits 

allowed by labour law (with each controller, the employer has the option to 

refuse to take action). upon specific request in the presence of the relevant legal 

prerequisites), and in their capacity as persons acting under the direction of the 

controller, who have access to personal data of other individuals, they in practice 

perform on behalf of the controller his obligations in this area. A clear 

distinction should be made here that, despite what has been described in the 

previous sentence, employees do not have the quality of data ―processor‖, which 

is a separate legal entity and bearer of administrative liability under the data 

protection regulations. 

Categories of data processed by the employer 

Within the work context, the employer processes a lot of personal data, some of 

which are legally defined, and others depend on the specific situation and the 

specifics of the subject of activity. The employer may process all of the 

following categories of data, and the specific list is not exhaustive, but only 

illustrates the scope of the process of processing personal data in the 

employment context:  

 ―General‖ categories of personal data. The term is not legally defined in 

the GDPR, but the same has become necessary in practice. The general 

categories of data are processed for the purposes of the emergence and 

implementation of the legal relationship, as well as the implementation of 
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the obligations of the employer under labour legislation, e.g. identification 

data, such as name, data on identity document, contact data, data for 

education, professional experience, specialty, legal capacity, scientific 

titles or scientific degrees, information on additional qualifications, etc.;  

 

 Special categories of personal data (also called ―sensitive‖). They are 

processed for the purposes of providing conditions for participation in a 

competition of persons with permanent disabilities, for ensuring healthy 

and safe working conditions, for exercising specific rights of employees - 

e.g. data on the health condition upon presentation of a sick leave in cases 

of temporary incapacity for work, data on religious beliefs, data on trade 

union activity;  

 

 Data related to convictions and offences. They are processed when we 

have legal requirements for holding a certain position, which requires 

criminal record certificate, or as a ground for termination of employment 

by the employer.  

 

Purposes pursued by the processing 

 

The processing implemented must meet a specific objective and be justified with 

regard to the organization's missions and activities. 

A personnel management processing is implemented mainly for the following 

purposes: 

 recruitment; 

 administrative management of personnel; 

 management of remuneration and completion of related administrative 

formalities; 
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 provision of professional tools to staff; 

 work organization; 

 career and mobility monitoring; 

 training; 

 keeping of compulsory registers, relations with staff representative 

bodies; 

 internal communication; 

 management of social assistance; 

 carrying out audits, managing litigation and pre-litigation. 

The information collected for one of these purposes cannot be reused to pursue 

another objective which would be incompatible with the initial purpose. Any 

new use of data must indeed respect the principles of protection of personal data. 

The processing operations carried out must not give rise to interconnections or 

exchanges other than those necessary for the accomplishment of the purposes set 

out above. 

Legal grounds for processing: 

When a processing pursues several purposes, the controller must determine the 

most appropriate legal ground for each of them (Art. 6(1) of the GDPR). It is up 

to the controller to determine these legal bases before any processing operation, 

after having carried out a reflection, which he can document, in view of his 

specific situation and context. Having an impact on the exercise of certain rights, 

these legal bases are part of the information to be brought to the attention of the 

persons concerned. 

The most frequently used legal grounds in the context of human resources (HR) 

management are: 
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 compliance with a legal obligation to which the controller is subject, 

imposing the implementation of processing within the legal framework of 

personnel management; 

 performance of a contract to which the data subject is party or in 

order to take steps at the request of the data subject prior to entering 

into a contract; 

Please note: a contract concluded between the employer and a third party 

(e.g. a client or a service provider) cannot as such constitute the legal 

basis for data processing by a person who is not part itself. 

 realization of the legitimate interests pursued by the controller or by 

a third party, except where such interests are overridden by the interests 

or fundamental rights and freedoms of the data subject which require 

protection of personal data. 

 

In certain exceptional cases, the following legal basis may also be invoked in the 

HR context: 

 the free, specific, informed and unambiguous consent of the data subject. 

Note: Employees are only very rarely able to freely give, refuse or revoke 

their consent, given the dependence which results from the 

employer/employee relationship. They can only give their free consent if 

the acceptance or rejection of a proposal has no consequence on their 

situation. 

 

Examples: the processing carried out within the framework of recruitment 

operations cannot be based on the consent of the candidates, since a refusal from 

them could affect their chances of obtaining a job (or certain types of jobs). 

Conversely, the recording of a promotional clip in a workspace showing 

identifiable employees may be based on their consent as soon as the persons 
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concerned have a choice whether or not to appear in these recordings, and 

provided that the choice made has no impact on them (especially with regard to 

working conditions, remuneration, promotion, etc.) 

Recruitment and selection of personnel 

Usually, when recruiting and selecting personnel, the processing of data 

contained in the documents submitted by the candidates for a particular position 

is processed by the employer in a pre-contractual relationship with the data 

subject.  

 

After the occurrence of the employment relationship  

The personal data of the data subjects who have entered into employment 

relationship with the employer may be processed both in the performance of the 

employment contract and for the performance of the legal obligations of the 

employer arising from the special legislation in the field of labour, social 

security and tax legislation. 

Implementation of dispositive provisions of labour legislation or 

implementation of initiatives outside the employer's obligations under law  

It should be borne in mind that a common mistake in the practice is the 

understanding of employers that they can process data of their employees only 

on the basis of their consent. To the extent that, in accordance with the principle 

of accountability, employers collect evidence of the requested consent, which 

they carefully keep in employment records, such as general consent to the 

processing of personal data for employment purposes or specific consent of the 

employee to copy his document for identity and for keeping it in the file. Given 

that the data in the course of the employment relationship is processed mainly in 

fulfillment of legal obligations of the employer, it can be concluded that consent 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

111 

has a very narrow scope in the employment context. One of the main 

characteristics of consent is that it is freely given. In the employment context, it 

is very likely that the data subject will be dependent on his or her employer due 

to the inequality of the parties to the employment contract. This generally raises 

reasonable doubts about its freedom of expression. The lack of freedom and 

voluntariness in giving consent, according to the definition under Art. 4(11) of 

GDPR, violates its validity and the lawfulness of the processing actions based 

on this consent. According to Recital 155 in the preamble to the Regulation, 

cases where personal data in the employment context are processed with the 

consent of employees should be governed by national labour law or collective 

agreements. In this context, the European legislator sets out a wide range of 

objectives for which data processing would be permissible on the basis of the 

consent of the employees: for the purposes of recruitment, the performance of 

the employment contract, including the fulfillment of obligations established by 

law or collective agreements, the management, planning and organization of 

work, equality and diversity in the workplace, health and safety at work, and for 

the purposes of exercising and enjoying on an individual or collective basis the 

rights and benefits of employment, as well as for the purposes of termination of 

employment or service.  

Given that the GDPR does not explicitly reject consent as an applicable legal 

basis in employment relationships, but only raises doubts about its validity, it is 

recommended that employers carry out a very careful analysis of the context in 

which they organize their data processing processes on the basis of with the 

consent of its employees. The processing of data in the employment context on 

the basis of the consent of the employees is lawful only when it comes to such 

aspects of the employment relationship that are not regulated by mandatory 

provisions of the law. The existence of dispositive rules in the labour legislation 

or of norms that do not introduce obligations for the employers means that the 
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legislator has left freedom in the process of law enforcement of a certain labour 

law aspect. 

Apart from the dispositive provisions of the law, the consent of the employee 

shall be valid condition for lawfulness of processing when it comes to settling 

relations which, although formally arising in the labour context, are not related 

to the employer's obligations. For example, based on the consent of employees, 

the employer may process personal data when organizing a celebration for the 

children of its employees, providing one-time cash benefits for childbirth or civil 

marriage - as an expression of his social program and other initiatives, which do 

not arise from his duties as an employer and from the mandatory provisions of 

the law. 

When implementing activities and measures to protect the interests of the 

employer 

Within the overall responsibility for the implementation of its obligations under 

labour law, the employer has discretion as to the ways and means of organizing 

and carrying out the process of providing workforce. Practice shows that often 

employers resort to initiatives in the labour context, for the implementation of 

which they are neither bound by a specific legal obligation, nor are authorized 

by a specific legal right, but from the implementation of which they have a 

certain need. When such initiatives are related to the processing of personal data, 

the employer may legally implement them only on the grounds of Art. 6(1)(f) of 

the GDPR: processing is necessary for the purposes of the legitimate interests 

pursued by the controller. The most common initiatives are:  

1. implementation of a system for submission of signals for violations by 

the employees of the controller; 

2. implementation of a video surveillance system; 
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3. implementation of control system for access, working time and 

discipline.  

The labour legislation does not set specific parameters, restrictions or 

requirements regarding the implementation of these initiatives or other activities 

related to the specifics of the respective work. The decision as to whether to 

implement the above systems or other activities related to the processing of 

personal data, as well as how to organize their functionalities, is entirely up to 

the employer. However, in order for the processing of data to be lawful in these 

cases, the employer must make a very precise assessment of the balance 

between his legitimate interest in carrying out the relevant initiatives and the 

interest or fundamental rights and freedoms of his employees. The introduction 

of these systems or the implementation of other similar activities can only take 

place if the balance test shows that the legitimate interests of the employer 

prevail. In accordance with the principles of lawfulness and accountability, this 

test must precede the decision to implement the relevant systems and should be 

duly documented. The simple reference to the provision of Art. 6(1)(f) of the 

Regulation is not sufficient to legitimize the processing activities, but there 

should be an analysis of the balance of interests of the two stakeholders 

(employer and data subject), from which to draw a clear conclusion about the 

priority of the interests of employer. The processing of personal data in the 

employment context on this legal basis is an expression of the hierarchical 

position of the employer and his power to determine the conditions under which 

the work process takes place.  

Very often in practice, before the introduction of these systems, employers 

resort to seeking the consent of their employees as a basis for processing their 

data. From the considerations set out above regarding the validity of consent in 

the employment context, it can be concluded that this approach is incorrect. If 

the employer relies on consent as a basis for the processing of personal data in 
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this case, even if it is given by all employees, it will not meet the regulatory 

requirements for its validity. In case of refusal of the employees to express 

consent, the interest of the employer will be seriously damaged due to the lack 

of another legal basis for data processing. Therefore, determining the applicable 

legal basis is a very important prerequisite for lawful data processing. 

National legal framework for data processing in the context of employment 

According to GDPR the processing of personal data in the employment context 

as a special processing situation and allows Member States to lay down rules at 

national level to ensure the protection of the rights and freedoms of persons 

employed (Article 88 GDPR). GDPR frames the scope of such regulation in law 

or in a collective agreement, outlining the objectives to which it must comply: 

recruitment, performance of the contract of employment, including discharge of 

obligations laid down by law or by collective agreements, management, 

planning and organisation of work, equality and diversity in the workplace, 

health and safety at work, protection of employer's or customer's property and 

for the purposes of the exercise and enjoyment, on an individual or collective 

basis, of rights and benefits related to employment, and for the termination of 

the employment relationship. The Regulation requires that national rules on data 

processing in the employment context include measures to protect the human 

dignity, legitimate interests and fundamental rights of data subjects, in particular 

rules on the transparency of processing, the transfer of data within a group of 

undertakings involved in joint business, as well as workplace monitoring 

systems. The measures must be appropriate and specific. 

In pursuance of the provisions of Art. 88 of GDPR, the Bulgarian Personal Data 

Protection Act (PDPA) introduced several provisions that provide for certain 

specific obligations for employer. Their correct application provides appropriate 

guarantees for the rights and freedoms of the data subjects in the employment 

context. In order to comply with the principle of transparency, including in 
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relation to the application of workplace monitoring systems (Article 88(2) 

GDPR), Art. 25i of PDPA obliges the employer, in his capacity of data 

controller, to adopt rules and procedures for: 

1. use of an infringements reporting system; 

2. restrictions on the use of internal company resources; 

3. implementation of control system for access, working time and 

discipline. 

The purpose of this provision is not to oblige employers in all cases to 

implement these systems in the labour process. They can resort to the 

introduction of such systems only if the naturalness of their activity, including 

its manifestations in the labour context, shows the need for this. The principle of 

transparency requires the employer to adequately inform its employees about the 

fact of introduction of the specified systems or restrictions, the scope, 

obligations and methods for their application in practice, incl. restrictions on the 

use of internal resources, the conditions of operation of the systems, access to 

them and the consequences of their use, respectively non-compliance with the 

conditions governing their use. The indicated parameters of functioning of the 

systems or the introduced restrictions are subject to regulation in the internal 

rules and procedures, which the employer is obliged to undertake on the grounds 

of Art. 25i(1) PDPA. When prescribing the specific rules and procedures, the 

employer must take into account its subject of activity and the related nature of 

work, as these internal rules and procedures cannot in any way limit the rights of 

individuals under GDPR and PDPA.  

The question of the admissibility of the introduction of access control systems, 

working hours and work discipline of employees who function by taking 

biometric data (e.g. fingerprints) is often raised. The first question to be clarified 

in such cases is whether the planned workflow control system is of such a nature 
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as to provide specific technical processing of personal data which are related to 

the physical, physiological or behavioral characteristics of a person and whether 

the data obtained as a result of this processing allow or confirm the unique 

identification of the same person. In case the received personal data fall within 

the scope of the term ―biometric data‖ within the meaning of Art. 4(14) of 

GDPR and the employer intends to process them only for the purposes of 

identifying the individual, it is a matter of processing special categories of 

personal data and their processing would be lawful only in the presence of at 

least one of the alternative conditions under Art. 9(2) of the Regulation. An 

analysis of the possible legal bases under this provision concludes that it would 

be difficult to justify the applicability in the employment context of any of them. 

Given the sensitive nature of biometric data and insofar as consent is completely 

inapplicable in this case of processing within the employment context, the 

employer cannot rely on this legal basis (Article 9(2)(a) of GDPR), to introduce 

labour process control with such sensitive data. A general reference to labour 

law (Article 9(2)(b) GDPR) also cannot justify the processing of biometric data, 

due to the lack of an explicit obligation on the employer to process such data, as 

a broad interpretation of the legal grounds for processing special categories of 

personal data for the purposes of labour law is inadmissible.  

A possible admissible legal basis for processing biometric data in the 

employment context, in extremely limited cases, would be the hypothesis of Art. 

9(2)(g) (presence of reasons of substantial public interest) or Art. 9(2)(i) 

(reasons of public interest in the area of public health) of GDPR. In order for 

these hypotheses to be applicable, it is necessary to have specific regulatory 

requirements related to or arising from the subject of the employer's activity, 

which are regulated by EU or national legislation applicable to his activity (e.g. 

sector-specific legislation that explicitly provides for or permits the collection 

and storage of biometric data for the purpose of enhanced access to certain 
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facilities or premises only by duly authorized personnel for reasons related to the 

nature of the work and the risks to life and health it poses). In addition to the 

legal possibility or regulatory requirement for the processing of biometric data 

for reasons of public interest, it is necessary that the relevant applicable legal 

basis provides for appropriate and specific measures to protect the fundamental 

rights, freedoms and interests of the data subject. 

However, in order to protect the legitimate interest of the employer in 

controlling the labour process while fully respecting the rights, freedoms and 

interests of data subjects, the employer could resort to processing technologies 

in which data related to physical, physiological or behavioral characteristics of 

the persons, who are collected and stored, do not correspond to some of the ones 

indicated in Art. 4(14) of GDPR characteristics, due to which they do not 

constitute biometric data, e.g. no specific technical treatment is applied to them; 

do not lead to the identification of the person because for e.g. in the case of the 

collection of dactyloscopic data, the result of scanning randomly selected points 

by hand does not allow the restoration of the entire image of the fingerprint of 

the person concerned. In the given example it can be considered that if when 

scanning randomly selected points by hand a digital code with partial 

information is generated and the access to this code does not allow its reverse 

connection with a specific individual (the mechanism for generating the code is 

one-way and irreversible), there is no identification of the individual.  

Another common case of personal data processing in the work context refers to 

large-scale processing of personal data or systematic large-scale monitoring of 

publicly accessible areas, incl. by video surveillance (for the purposes of 

protection of property or protection of life and health of employees). If the 

employer decides to carry out such data processing, he should adopt special 

rules for this. They must set out the legal grounds and objectives for setting up 

the relevant monitoring system, the territorial scope of monitoring and the 
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means of monitoring, the period of storage of information records and their 

deletion, the right of access by the monitored persons, informing the public, incl. 

the employees for the performed monitoring, as well as restrictions in providing 

access to the information to third parties. It is important to point out that this 

obligation is not specific only to employers, but is a general requirement for all 

controllers. In order to unify the application of these requirements, the CPDP 

has the obligation to give guidelines to the controllers and processors, which 

shall be published on its official website (Art. 25e of PDPA). 

Another national feature in the processing of data in the labour context is 

regulated in the provision of Art. 25j(1) of PDPA. It is related to the introduction 

of a period for storage of personal data of job applicants who have participated 

in recruitment and selection procedures. The specified norm of the law does not 

specify a term for data storage of such subjects, but introduces a maximum 

admissible storage period, beyond which the employer cannot go. The maximum 

period for storage of data of job candidates with whom the employer has not 

entered into employment relations is up to 6 months. An extension is only 

allowed if the applicant has given his or her consent to a longer retention period 

(e.g. to find another suitable job at a later stage). After this period the employer 

is required and delete/destroy the stored documents with personal information 

unless a special law does not provide otherwise. This legal requirement is a 

manifestation of the principle of ‗storage limitation‘ of personal data under Art. 

5(1)(e) of the GDPR. 

To protect the legitimate interests of job applicants, the law introduces another 

obligation for the employer. According to Art. 25j(2) of PDPA, when in a 

selection procedure he has requested to provide originals or notarized copies of 

documents certifying the physical and mental fitness of the candidate, the 

required qualification and length of service for the position, the employer is 

obliged to return these documents to the applicant that is not approved for 
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appointment. The employer must fulfill this obligation within 6 months from the 

final completion of the selection procedure, unless a special law provides 

otherwise. 

The employer's obligation to lawfully process data leads to another obligation. If 

his employee provides him with his personal data without legal grounds under 

Art. 6(1) of GDPR or in contradiction with the principles for processing under 

Art. 5 of the same regulation, within 1 month from the knowledge the employer 

is obliged to return them to him, and if this is impossible or would involve 

disproportionate efforts, shall erase or destroy the data. The deletion and 

destruction shall be documented. This requirement derives from the provision of 

Art. 25a of PDPA and applies to all controllers, not just the employers. 

However, the fulfillment of this obligation in the labour context is especially 

important in view of the unequal relations between the employer and its 

employees, as its non-observance in this specific context may be accepted as an 

aggravating factor in the conditions for imposing administrative fine under Art. 

83 of GDPR. 

 

13. Interconnection between role and responsibility of a 

DPO and SMEs daily processing 

 

Appointment of a Data Protection Officer 

The appointment of a Data Protection Officer (―DPO‖) is formally recognized in 

the GDPR, although not every company must appoint one. The circumstances 

where data controllers and processors must designate a DPO are: 

 where processing is carried out by a public authority; 

 if the core activities of the controller or processor consist of regular and 

systematic monitoring of individuals on a large scale; or 
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 if the core activities consist of processing special categories of personal data 

on a large scale. 

 

The Article 29 Working Party issued interpretative guidance in December 2016 

(―Guidance‖) in which it defined ―core activities‖ as ―key operations necessary 

to achieve the controller‘s or processor‘s goals‖. This does not mean that the 

organization must be in the business of data analytics, however, but rather that 

data processing is ―an inextricable part of the controller‘s or processor‘s 

activity‖. For example, processing health data, such as patient‘s health records, 

should be considered as one of any hospital‘s core activities and hospitals must 

therefore designate a DPO. On the other hand, all organizations carry out certain 

supporting activities, for example, paying their employees or having standard IT 

support activities. These are examples of necessary support functions for the 

organization‘s core activity or main business. Even though these activities are 

necessary or essential, they are usually considered ancillary functions rather than 

the core activity. 

The Article 29 Working Party defined ―large scale‖ with particular reference to 

the number of data subjects rather than the organization‘s size. This means an 

organization with few employees may nonetheless engage in ―large-scale‖ 

processing if it serves a large customer base, whilst a company serving a small 

clientele is unlikely to meet the ―large-scale‖ definition. 

In particular, the Article 29 Working Party defined the following ―large-scale‖ 

factors: 

 the number of data subjects concerned – either as a specific number or as a 

proportion of the relevant population; 

 the volume of data and/or the range of different data items being processed; 

 the duration or permanence of the data processing activity; 
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 the geographical extent of the processing activity 

 

Examples of large scale processing include: 

 processing of patient data in the regular course of business by a hospital; 

 processing of travel data of individuals using a city‘s public transport system 

(e.g. tracking via  

travel cards); 

 processing of real time geo-location data of customers of an international fast 

food chain for  

statistical purposes by a processor specialized in these activities; 

 processing of customer data in the regular course of business by an insurance 

company or a bank; 

 processing of personal data for behavioral advertising by a search engine;  

 processing of data (content, traffic, location) by telephone or internet service 

providers. 

 

Examples that do not constitute large-scale processing include:  

 processing of patient data by an individual physician;  

 processing of personal data relating to criminal convictions and offences by 

an individual lawyer. 

 

The term ―regular and systematic monitoring of data subjects‖ includes all forms 

of Internet-based tracking and profiling but is ―not restricted to online 

environment and online tracking‖. The Article 29 Working Party interprets 

―regular‖ as meaning one or more of the following: 

 occurring according to a system; 
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 pre-arranged, organized or methodical; 

 taking place as part of a general plan for data collection; 

 carried out as part of a strategy. 

 

The GDPR also provides that a DPO must be appointed if required by member 

state law.  

 

A group of undertakings may appoint a single DPO. However, this is subject to 

the condition that the DPO must be ―easily accessible‖ to each undertaking. The 

notion of accessibility refers to the tasks of the DPO as a contact point with 

respect to data subjects, the supervisory authority and also internally within the 

organization. In order to ensure that the DPO is accessible, whether internal or 

external, it is important to make sure that their contact details are available. The 

DPO, with the help of a team if necessary, must be in a position to efficiently 

communicate with data subjects and cooperate with the supervisory authorities 

concerned. This means that this communication must take place in the language 

or languages used by the supervisory authorities and the data subjects 

concerned. The availability of a DPO (whether physically on the same premises 

as employees, via a hotline or other secure means of communication) is essential 

to ensure that data subjects will be able to contact the DPO.   

The DPO may be a staff member of the controller or the processor (internal 

DPO) or fulfil the tasks on the basis of a service contract. This means that the 

DPO can be external, and in this case, his/her function can be exercised based on 

a service contract concluded with an individual or an organization. When the 

function of the DPO is exercised by an external service provider, a team of 

individuals working for that entity may effectively carry out the DPO tasks as a 

team, under the responsibility of a designated lead contact and ‗person in 
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charge‘ of the client. In this case, it is essential that each member of the external 

organization exercising the functions of a DPO fulfils all applicable 

requirements of the GDPR. 

 

Professional qualities of the Data Protection Officer. Available resources 

and “conflict of interest” 

The DPO shall be designated on the basis of professional qualities and, in 

particular, expert knowledge of data protection law and practices and the ability 

to fulfil his or her tasks. 

The necessary level of expert knowledge should be determined according to the 

data processing  

operations carried out and the protection required for the personal data being 

processed. For example, where a data processing activity is particularly 

complex, or where a large amount of sensitive data is involved, the DPO may 

need a higher level of expertise and support.   

Relevant skills and expertise include:  

 expertise in national and European data protection laws and practices 

including an in-depth  

understanding of the GDPR;  

 understanding of the processing operations carried out;  

 understanding of information technologies and data security; 

 knowledge of the business sector and the organization; 

  ability to promote a data protection culture within the organization. 

 

The DPO must have the resources necessary to be able to carry out his or her 

tasks. Depending on the nature of the processing operations and the activities 
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and size of the organisation, the following resources should be provided to the 

DPO:  

 active support of the DPO‘s function by senior management;  

 sufficient time for DPOs to fulfil their tasks;  

 adequate support in terms of financial resources, infrastructure (premises, 

facilities,  

equipment) and staff where appropriate; 

official communication of the designation of the DPO to all staff;  

access to other services within the organisation so that DPOs can receive 

essential support,  

input or information from those other services;  

 continuous training 

 

Several safeguards exist in order to enable the DPO to act in an independent 

manner:  

 no instructions by the controllers or the processors regarding the exercise of 

the DPO‘s tasks;  

 no dismissal or penalty by the controller for the performance of the DPO‘s 

tasks;  

 no conflict of interest with possible other tasks and duties.  

 

The other tasks and duties of a DPO must not result in a conflict of interests. 

This means, first, that the DPO cannot hold a position within the organisation 

that leads him or her to determine the purposes and the means of the processing 

of personal data. Due to the specific organizational structure in each 

organization, this has to be considered case by case.  
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As a rule of thumb, conflicting positions within the organisation may include 

senior management positions (such as chief executive, chief operating, chief 

financial, chief medical officer, head of  

marketing department, head of Human Resources or head of IT departments) but 

also other roles lower down in the organizational structure if such positions or 

roles lead to the determination of purposes and means of processing. In addition, 

a conflict of interests may also arise for example if an external DPO is asked to 

represent the controller or processor before the courts in cases involving data 

protection issues. 

Role of the Data Protection Officer 

Under the GDPR, companies must ensure that DPOs are involved ―properly and 

in a timely manner‖ on all issues which relate to the protection of personal data. 

DPOs need to have support and access to proper resources to fulfil their job 

functions and to maintain their technical skills and knowledge. 

They must be able to operate independently. They should not be dismissed or 

penalized for performing their tasks properly. And, they can have other roles, 

provided that any additional or other roles do not give rise to a conflict of 

interest. 

There is no limitation on the length of tenure for a DPO. But that does not 

prevent companies from appointing a DPO for a fixed term. Nor does it prevent 

companies from terminating the role upon notice (e.g., the ability to dismiss a 

DPO for performance and/or conduct issues, subject, of course, to local labor 

laws). 

DPOs must have a direct reporting line ―to the highest management level‖ of the 

company. They must also have access to the company‘s data processing 

operations. The DPO should also have sufficient technical knowledge and 
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expertise. But, the GDPR does not specify the qualifications or credentials that 

DPOs must or should have. 

DPOs should be appointed on the basis of their experience and abilities in the 

field of privacy. They will require credentials, such as knowledge of data 

protection law and practices and the ability to: 

 inform and advise the company and the employees of their obligations under 

the GDPR; 

 monitor compliance with the GDPR and with company policies in relation to 

the protection of personal data, including managing internal data protection 

activities, training staff and conducting internal audits; 

 provide advice, where requested, concerning the DPIA and monitor its 

performance; 

 cooperate with the supervisory authority; and 

 act as the point of contact for the supervisory authority on issues relating to 

processing and with regard to any other matter 

As far as the data protection impact assessment is concerned, the controller or 

the processor should seek the advice of the DPO, on the following issues, 

amongst others:  

 whether or not to carry out a DPIA; 

 what methodology to follow when carrying out a DPIA; 

 whether to carry out the DPIA in-house or whether to outsource it; 

 what safeguards (including technical and organizational measures) to apply 

to mitigate any risks to the rights and interests of the data subjects; 

 whether or not the data protection impact assessment has been correctly 

carried out, and  
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 whether its conclusions (whether or not to go ahead with the processing and 

what safeguards to apply) are in compliance with data protection 

requirements. 

 

As far as the records of processing activities are concerned, it is the controller or 

the processor, not the DPO, who is required to maintain records of processing 

operations. However, nothing prevents the controller or the processor from 

assigning the DPO with the task of maintaining the records of processing 

operations under the responsibility of the controller or the processor. Such 

records should be considered as one of the tools enabling the DPO to perform its 

tasks of monitoring compliance, informing and advising the controller or the 

processor. 

In addition, the DPO is required to have due regard to the risks associated with 

processing operations, taking into account the nature, scope, context and 

purposes of processing. 

DPOs are not personally responsible for non-compliance with the data 

protection requirements. It is the controller or the processor who is required to 

ensure and to be able to demonstrate that processing is performed in accordance 

with the GDPR. Data protection compliance is the responsibility of the 

controller or the processor. 

 

14. Case law overview 

 

ECJ‟s Volker und Markus Schecke GbR and Hartmut Eifert v Land 

Hessen 

Schecke and Eifert were an agricultural undertaking in the legal form of a 

partnership and a full-time farmer in the Land of Hesse. For the financial year 
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2008 they made applications to the competent local authorities for funds from 

the EAGF or the EAFRD, which were approved. 

The application form contained a notice informing applicants of the fact that the 

grants required publication of certain information about the beneficiaries of the 

funds. 

In accordance with Regulation 1290/2005 (rules on financing of expenditure 

falling under CAP) and Regulation 259/2008 (requiring publication exclusively 

on the internet), the Bundesanstalt‘s website published the names of the 

beneficiaries of aid from the EAGF and the EAFRD, the place in which they are 

established or reside and the postcode of that place, and the annual amounts 

received. 

In the view of the applicants, publication of the amounts received from the 

EAGF or the EAFRD was not justified by overriding public interests. Moreover, 

the rules governing the European Social Fund do not provide for beneficiaries to 

be identified by name. In their applications, they ask for the Land of Hesse to be 

ordered to refrain from, or to be prohibited from, transmitting or publishing 

those data for the purposes of the general publication of information on the 

financial amounts granted to them from the EAGF and the EAFRD. 

The applicants therefore filed an action in national court to prevent publication 

of data relating to them. 

The Verwaltungsgericht Wiesbaden (Germany) referred this case for 

preliminary ruling to the ECJ, with the question whether provisions requiring 

publication of this data on the internet are valid and consistent with data 

protection requirements. 

The Court clarifies that legal persons can claim protection under EU data 

protection law only insofar as the official title of the legal person identifies one 

or more natural persons. Here, the name of the legal person directly identifies 
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the natural persons who are its partners. It is of no relevance in this respect that 

the data published concerns activities of a professional nature. The European 

Court of Human Rights has held «there is no reason of principle to justify 

excluding activities of a professional (…) nature from the notion of ―private 

life‖». 

The legislation at issue does not seek to base the personal data processing for 

which it provides on consent of the beneficiaries concerned. Rather, it provides 

that they are to be informed: processing is not based on their consent. Therefore, 

it is necessary to analyze whether interference is justified under Article 52 

paragraph 1 of the Charter of Fundamental Rights.  

The validity of legislation requiring publication must be assessed in light of 

provisions of the Charter of Fundamental Rights, including Article 8 (right of 

privacy). However, Article 52 paragraph 1 of the Charter accepts that limitations 

may be imposed on rights under the Charter of Fundamental Rights, as long as 

they are provided by law, respect the essence of those rights and are 

proportionate (which means they necessary and genuinely meet objectives of 

general interest recognized by the EU or the need to protect the rights and 

freedoms of others).  

Further, Article 52 paragraph 3 of the Charter states that for rights in the Charter 

of Fundamental Rights which correspond to rights in the European Convention 

of Human Rights, the meaning and scope shall be same as that given in the 

European Convention of Human Rights. 

Publication on the website of data naming beneficiaries and amounts they 

receive constitutes interference with private life under Article 7 of the Charter of 

Fundamental Rights. It is irrelevant that the data concerns activities of a 

professional nature. 
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Publication must be provided by law; respect the essence of the rights and 

freedoms in Articles 7 (private life) and 8 (data protection) of the Charter of 

Fundamental Rights,; and be proportionate (that is necessary and genuinely meet 

the objectives of general interest recognized by the EU or the need to protect the 

rights and freedoms of others). 

In this case, publication was lawful since it is specifically provided for by the 

Regulation. It also meets the general interest requirement insofar as publication 

is intended to enhance transparency regarding use of CAP funds and sound 

financial management.  

Regarding proportionality, it is necessary to analyze whether the EU balanced its 

interest in guaranteeing transparency and ensuring the best use of public funds 

with the rights of beneficiaries to privacy and data protection. Derogations to 

data protection are allowed only if they are strictly necessary.  

For natural persons, there is nothing to show that lawmakers made an effort to 

strike a balance. No automatic priority can be conferred on the objective of 

transparency over data protection, even if important economic interests are at 

stake. Thus, the lawmaker exceeded the limits which the proportionality 

principle imposes.  

On the other hand, publication of the data in question with respect to the 

complainant legal person does not go beyond limits imposed by the 

proportionality principle. The seriousness of the breach manifests itself in 

different ways for legal persons versus natural persons. It would impose an 

unreasonable administrative burden on the competent national authorities if they 

were obliged to examine, before the data are published for each legal person 

who is a beneficiary, whether the name of that person identifies natural persons. 

Thus, the legislation requiring publication is valid with respect to  

the legal persons. 
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ECJ‟s Peter Nowak v Data Protection Commissioner 

In December 2017 the Second Chamber of the Court of Justice reached a 

decision in the case of Peter Nowak against the Data Protection Commissioner. 

The case started with a request for a preliminary ruling under Article 267 TFEU 

from the Supreme Court in Ireland. The key issue was the uncertainty of 

whether the result of an exam may or may not be considered a certain type of 

personal data. 

To be specific, Mr. Nowak was a trainee accountant who attempted to pass all 

necessary Irish accountancy exams. He passed all necessary entry level and 

three second level examinations prescribed by the CAI – Irish Institute of 

Chartered Accountants. He, however, failed the exam for Strategic Finance and 

Management Accounting, which was an open-book exam. As he was repeatedly 

(four times) unsuccessful in passing this exam he tried to challenge the 

results.  Having been rejected, in May 2010 he submitted a data access request 

according to Section 4 of Irish Data Protection legislation and asked the Institute 

of Chartered Accountants for all his personal data held by CAI. 

CAI provided him with 17 various documents in June 2010 but refused to 

release his examination script because it allegedly did not contain any personal 

data. Mr. Nowak repeatedly communicated with the Data Protection 

Commissioner and tried to obtain the examination script. The Commissioner 

stated that these documents, in general, do not constitute personal data. Further 

communication between Mr. Nowak and the Commissioner soon afterwards 

ceased, as the Commissioner informed Mr. Nowak that there was no substantive 

contravention of the data protection legislation and that there would be no 

further investigation of the complaint. Every other filing of Mr. Nowak towards 

the Commissioner in this matter was set aside as frivolous. 
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Subsequently, Mr. Nowak brought an action against those decisions before the 

Circuit Court. The opinion of both the Circuit Court and the High Court (being 

the court for appeal) was the same – the examination script does not contain any 

personal data. The case ended up in the Irish Supreme Court, which later 

referred to the Court of Justice with a question for a preliminary ruling if, within 

the meaning of Directive 95/46, an examination script (that is information 

recorded in/as answers given by a candidate during a professional examination) 

could involve personal data. 

It is clear, that Article 2 of the Directive 95/46 defines personal data as meaning 

«any information relating to an identified or identifiable natural person». Under 

the same provision, «an identifiable person is one who can be identified, directly 

or indirectly, in particular by reference to an identification number or to one or 

more factors specific to his physical, physiological, mental, economic, cultural 

or social identity». 

Mr. Nowak, the Czech, Greek, Hungarian, Austrian and Portuguese 

governments and also the European Commission stated that written answers 

submitted by a candidate at a professional examination constitute information 

that is linked to him or her as a person.  

Firstly, the content of those answers reflects the extent of the candidate‘s 

knowledge and competence in a given field and, in some cases, his intellect, 

thought processes and judgment. In the case of a handwritten script, the answers 

contain also the information about his handwriting. Secondly, the purpose of 

collecting those answers is to evaluate the candidate‘s professional abilities and 

his suitability to practice the profession concerned. Finally, because the use of 

that information may result in the candidate‘s success or failure at the 

examination concerned, the information has an effect on his or her rights and 

interests and may determine or influence also the chance of entering the 

profession aspired to or of obtaining the sought position. 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

133 

Another observation made by the Court was that any individual must be allowed 

to verify that his personal data are correct and processed in a lawful manner. 

Therefore, his answers in the test and the examiner‘s comments be disclosed for 

the review of, in particular, their accuracy. 

On those grounds, the Court (Second Chamber) ruled: «Article 2(a) of Directive 

95/46/EC of the European Parliament and of the Council of 24 October 1995 on 

the protection of individuals with regard to the processing of personal data and 

on the free movement of such data must be interpreted as meaning that, in 

circumstances such as those of the main proceedings, the written answers 

submitted by a candidate at a professional examination and any comments made 

by an examiner with respect to those answers constitute personal data, within the 

meaning of that provision». 

This decision helped to clarify the status of exam answers as personal data. As 

already mentioned, they indeed may have a huge impact on an individual‘s life 

and career and reflect the individual performance of a specific person. On the 

other hand, this judgement further expanded the definition of personal data, 

which is already extremely broad and significantly complicates the functioning 

of all public authorities and corporations processing such data. 

Weltimmo s.r.o. v Nemzeti Adatvédelmi és Információszabadság Hatóság 

In the case of Weltimmo s.r.o. v Nemzeti Adatvédelmi és Információszabadság 

Hatóság, the Court of Justice of the European Union handed down a 

landmark judgment in October 2015 on data protection legislation, tackling the 

issue of jurisdiction when a company is headquartered in one EU country and 

operates its business in another.  

The ruling has extended the meaning of ―established‖ as to a company under EU 

Directive 95/46/EC to include ―real and effective activity‖ through stable 
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arrangements, resulting in important implications for companies operating 

across multiple EU countries. 

The key facts of the case surround Weltimmo concern a company registered in 

Slovakia, which runs a property advertising website concerning Hungarian 

properties and processes the personal data of the advertisers. When the fees for 

this service were not paid by many advertisers, Weltimmo forwarded the 

personal data of the advertisers to debt collection agencies. After receiving 

complaints from these advertisers, the Hungarian Data Protection Authority 

(―NAIH‖) fined Weltimmo HUF 10 million (approximately €32,000) for 

breaching Hungarian law transposing EU Directive 95/46/EC. 

Weltimmo appealed the fine before the domestic courts in Hungary, claiming 

that the NAIH was not competent, under Article 4 of Directive 95/46/EC, to 

apply the Hungarian Data Protection Law to a company established in Slovakia, 

a different Member State. The Hungarian Supreme Court referred the case to the 

CJEU, who ruled in the NAIH‘s favour. 

Weltimmo dealt with two issues: the rules determining which national data 

protection law applies to an organization that is operating in multiple EU 

member states; and the powers of national data protection authorities (DPAs) in 

such cases. 

While the Data Protection Directive was a piece of EU law, implementation in 

national law resulted in some differences from state to state. For organizations 

operating across borders, determining which national law applied to that 

organizations activities was challenging. A key aspect of the test under the 

Directive was the identification whether the organization is deemed to have an 

―establishment‖ in the country in question and whether personal data was being 

processed in the context of such ―establishment‖. 
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In Weltimmo, the Court considered that an establishment in Hungary existed on 

the basis that its data processing was in the context of ―a real and effective 

activity‖ pursued in Hungary. In some respects, this judgment can be considered 

to lower the threshold for a business to be considered ―established‖ in a member 

state for data protection purposes. However, the judgment also provided some 

helpful guidance by identifying factors to be considered, leaving it to national 

courts to make the ultimate factual determination required. 

The website dealt with properties in Hungary and was written in Hungarian, 

meaning its operations were ―mainly and entirely directed‖ at Hungary; also 

Weltimmo had a representative in Hungary, who was responsible for collecting 

debts and for representing the data controller in administrative and judicial 

proceedings relating to the data processing. 

The judgment makes clear that while DPAs are entitled to investigate 

complaints that they receive, they do not have jurisdiction to impose 

extraterritorial penalties or take action against a company that is subject to a 

foreign data protection law. 

In the Court‘s eyes is therefore evident that, Article 4 of Directive 95/46 permits 

application of data protection law of a Member State other than the Member 

State in which the controller is registered, insofar as that controller exercises, 

through stable arrangements in the territory of that Member State, a real and 

effective activity, even minimal, in the context of which the processing is carried 

out.  

To establish whether the controller has an establishment in that Member State, 

both the degree of stability of the arrangements and the effective exercise of 

activities in the other Member State must be interpreted in light of the specific 

nature of the economic activities and provision of services concerned, 

particularly for undertakings offering services exclusively over the internet. The 

presence of only one representative can suffice to constitute a stable 
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arrangement if they act with a sufficient degree of stability through the presence 

of the necessary equipment for provision of the specific services concerned in 

the Member State.  

Here, the activity of the controller consisted in the running of property dealing 

websites concerning properties in Hungary and written in Hungarian and thus 

pursued a real and effective activity in Hungary. In addition, it had a 

representative in Hungary responsible for recovering the debts resulting from 

that activity and representing the controller in administrative and judicial 

proceedings relating to the processing of the data concerned, consequently being 

able to establish the existence of an ―establishment‖.  

The Court also clarified that in the event that the Hungarian DPA should 

consider that Weltimmo has an establishment not in Hungary, but in another 

Member State, then in accordance with Article 28, it may exercise its powers 

only within its own territory, and it may, irrespective of the applicable law and 

before even knowing which national law is applicable, thereby investigate the 

complaint.  

If it becomes apparent that it is the law of another Member State that applies, 

that DPA cannot impose penalties outside the territory of its own Member State. 

 

15. SMEs in the cooperation and the consistency between 

national data protection authorities 

 

As a general rule, the SMEs, due to the lack of sufficient resources, rarely can 

afford a dedicated specialist responsible solely for the data protection, no matter 

whether their activities require the appointment of a DPO or not. Due to that 

problem, SMEs are more interested in applying template data protection 

solutions and practical guidance. This ascertainment is even more valid in the 
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context of the free European market where workflows and money flows are 

literally unlimited within the European Union. 

Such template solutions, certainly, are abundant, especially for the last two 

years, but they are often created in view to fulfil a market ―vacuum‖ more than 

to satisfy the specific need of one or other SME, but which, at the end of the day 

generates a mistrust towards the data protection professionals. This, in 

combination with the aspect of misunderstanding the GDPR from the employees 

of the SMEs, leads to the absence of an exhaustive comprehension and 

endorsement of all the relevant aspects of data protection dedicated to these 

enterprises.  

The abovementioned conclusions are inherent to the activities of the supervisory 

authorities and, as one of the main focuses of their obligation to advise 

processors and to contribute to the consistent application of the GDPR (art. 63), 

they generally opt for consultation hot-lines for data subjects and processors, for 

issuing guidance, handbooks and best practice leaflets, bet nevertheless these are 

relevant mostly in purely national context. For the time being, it appears that the 

majority of controllers, including SMEs, are familiar with the national SAs 

opinions and position, but are less accustomed with the EDPB guidance and 

opinions, which can be a good approach when processing personal data in a 

purely national context, but is less in a European one. The SAs practice proves 

also that SMEs are less willing to approach the supervisory with a request for 

opinion or consultation, especially in comparison with big controllers such as 

financial institutions, mobile companies or event public authorities. 

This situation can be remediated, at least partially, via the application of the 

cooperation mechanism and consistency mechanisms.  

 



 

The SMEDATA Project is funded by the European Union‘s Rights, 
Equality and Citizenship Programme (2014-2020) 

 

138 

Consistency tools and SMEs 

As, generally, SMEs are addressing the SAs with specific and strictly focused on 

their field of action questions, they are often disappointed by the abstract and 

more theoretical answers provided by the SA. This however cannot be the case 

with the consistency mechanism under art. 35, § 4 and 5 of the GDPR. The 

adoption and the publication of a list of the kind of processing operations which 

are subject to the requirement for a data protection impact assessment, and 

optionally of  a list for the kind of processing operations for which no data 

protection impact assessment is required, is practical expression of the 

consistency mechanism in the EU context. 

The philosophy of the GDPR implies an uniform application of data protection 

rules on the entire territory of the union regardless of the legal systems‘ specifies 

per member states. This is why the procedures of establishment of a list of 

processing operations requiring impact assessment and eventually of those that 

do not require such assessment are subject to the consistency mechanism under 

art. 63 of the GDPR, meaning that every single list issued by a SA of a member-

state should be subject to a prior improvement by the EDPB.  

From the SMEs prospective this approach has more than a couple direct 

implications. This is a practical guarantee that no SME from one Member State 

shall be subject to more favourable treatment as per its data protection 

obligations than a fellow one in another member-state – the established and 

adopted lists are equivalent for all member-states and only some national 

specificities are reflected as purely national. On the other hand this system of 

accountability and prior coordination between the SAs is a guarantee for the free 

data flows in the EU, which implies for the SMEs that they can trust and rely on 

their business partners form EU as to the level of data protection they are 
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offering, especially when processing data which may result in a high risk for the 

data subjects. 

The consistency mechanism has a direct impact on the SMEs: since the entry 

into application of the GDPR, the EDPB as a new decision-making EU body has 

adopted various guidelines to clarify fundamental provisions of the GDPR, 

as well as opinions to ensure a consistent application of the law throughout the 

EEA. The opinions are generally focused on topics relevant for the application 

of data protection in specific  practical  business aspects of data protection. The 

EDPB, after endorsing several Guidance of the WP29 (Guidelines on Personal 

data breach notification under Regulation 2016/679; Guidelines on transparency 

under Regulation 2016/679; Guidelines on Data Protection Officers ('DPO')), 

issued several Guidelines with a day-to-day application. To name but a few, 

especially applicable for SMEs are: 

1. Guidelines 05/2020 on consent under Regulation 2016/679; 

2. Guidelines 3/2019 on processing of personal data through video devices; 

3. Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) 

GDPR in the context of the provision of online services to data subjects. 

The GDPR has strengthened data protection as a fundamental right, significantly 

raised awareness and created a profound policy impact outside the borders of the 

EU, but moreover, it withstood a real-life stress test on the COVID 19 crisis.  

The EDPB issued Guidelines also on this topic and offered a balance between 

privacy rights and compelling public interests such as public health: 

1. Guidelines 04/2020 on the use of location data and contact tracing tools in the 

context of the COVID-19; 
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2. Guidelines 03/2020 on the processing of data concerning health for the 

purpose of scientific research in the context of the COVID-19. 

Yet another aspect of the consistency principles directly applicable for the SMEs 

are the opinions of the EDPB under art. 64, § 1, “c”: any SA that aims to 

approve the requirements for accreditation of a body pursuant to Article 

41(3), of a certification body pursuant to Article 43(3) or the criteria for 

certification referred to in Article 42 (5) is obliged to communicate its 

relevant draft decisions to the EDPB.  

- Certification
16

 

Before the adoption of the GDPR, the Article 29 Working Party established that 

certification could play an important role in the accountability framework for 

data protection.1 In order for certification to provide reliable evidence of data 

protection compliance, clear rules setting forth requirements for the provision of 

certification should be in place.2 Article 42 of the GDPR provides the legal 

basis for the development of such rules. Member States should ensure that 

certification bodies issuing certification under Article 42, §1 are accredited by 

either or both, the competent supervisory authority or the national accreditation 

body. Meaningful certification mechanisms can enhance compliance with the 

GDPR and transparency for data subjects and in business to business (B2B) 

relations, for example between controllers and processors. Data controllers and 

processors will benefit from an independent third-party attestation for the 

purpose of demonstrating compliance of their processing operations
17

. 

                                                           
16

 Based on the EDPB‘s Guidelines 1/2018 on certification and identifying certification criteria in accordance 

with Articles 42 and 43 of the Regulation and Guidelines 4/2018 on the accreditation of certification bodies 

under Article 43 of the General Data Protection Regulation (2016/679); 

 
17

 Recital 100 of the GDPR states that the establishment of certification mechanisms can enhance transparency 

and compliance with the Regulation and allow data subjects to assess the level of data protection of relevant 

products and services 
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The GDPR does not introduce a right to or an obligation of certification for 

controllers and processors – certification is a voluntary process to assist in 

demonstrating compliance with the GDPR. The adherence to approved 

certification mechanisms is a factor supervisory authorities must consider as an 

aggravating or mitigating factor when deciding to impose an administrative fine 

and when deciding on the amount of the fine (Article 83, § 2 (j)). 

The GDPR exemplifies the context in which approved certification mechanisms 

may be used as an element to demonstrate compliance with obligations of the 

controllers and processors concerning: 

  the implementation and demonstration of appropriate technical and 

organisational measures as referred in Articles 24(1),(3), 25, and 32(1), 

(3); 

 sufficient guarantees (processor to controller) as referred to in paragraphs 

1 and (sub-processor to processor) 4 of Article 28(5). 

Article 42(5) provides that certification shall be issued by an accredited 

certification body or by a competent supervisory authority. The supervisory 

authority may decide for one or more of the following options: 

 issue certification itself, in respect of its own certification scheme; 

 issue certification itself, in respect of its own certification scheme, but 

delegate whole or part of the assessment process to third parties; 

 create its own certification scheme, and entrust certification bodies with 

the certification procedure which issue the certification; and 

 encourage the market to develop certification mechanisms. 

When acting as a certification body a supervisory authority will have to ensure 

the proper set up of a certification mechanism and develop its own or adopt 

certification criteria. In addition, every SA which issues certifications has the 
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task to periodically review them and the power to withdraw them where the 

requirements for certification are not or no longer met. 

In Member States where certification bodies become active, the supervisory 

authority has the power and task irrespective of its own activities: 

 to assess a certification scheme‘s criteria and make a draft decision 

(Article 42(5)); 

 to communicate to the Board the draft decision when it intends to 

approve the criteria for certification (Article 64(1)(c), 64(7)) and 

consider the Board‟s opinion (Article 64(1)(c) and 70(1)(t)); 

 to approve the criteria for certification before accreditation and 

certification can take place; 

 to approve the criteria for certification before accreditation and 

certification can take place; 

 to publish the certification criteria; 

 to act as competent authority for EU wide certification schemes, which 

may result in an EDPB approved European Data Protection Seals;  

 to order a certification body not to issue certification or to withdraw 

certification where the requirements for certification (certification 

procedures or criteria) are not or are no longer met. 

It is important to stress out that SMEs can act in both roles – as a certified 

controller/processor or as a certifying body. The aims of the certification criteria 

basically to properly reflect the requirements and principles concerning the 

protection and to contribute to the consistent application of the GDPR. A small 

local company will usually carry out less complex processing operations than a 

large multinational retailer. While the requirements for the lawfulness of the 

processing operations are the same, the scope of data processing and its 

complexity may differ and thus the certification mechanisms and their criteria 
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should be scalable according to the processing activity. In that sense, the 

certification criteria should: 

 be relevant with respect to the targeted audience (e.g. B2B and business to 

customer (B2C); 

 take into account and where appropriate be inter-operable with other 

standards (such as ISO standards, national level standards); and 

 be flexible and scalable for application to different types and sizes of 

organisations including micro, small and medium sized enterprises in 

accordance with Article 42(1) and the risk-based approach in accordance 

with Recital 77. 

Thus, the certification mechanisms can be a useful tool for SMEs to align their 

data processing with the minimum standard requirements knowing that this 

certification is a valuable compliance element which is part of a consistency 

mechanism and therefore is non-discriminatory per member state. 

- Codes of conduct
18

 

GDPR codes are voluntary accountability tools which set out specific data 

protection rules for categories of controllers and processors. They can be a 

useful and effective accountability tool, providing a detailed description of what 

is the most appropriate, legal and ethical set of behaviours of a sector. Codes can 

therefore operate as a rulebook for controllers and processors who design and 

implement GDPR compliant data processing activities and a mechanism which 

can be used to assist organisations in demonstrating their compliance with the 

GDPR. 

                                                           
18

 Based on EDPB‘s Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679 
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Trade associations or bodies representing a sector can create codes to help their 

sector comply with the GDPR in an efficient and potentially cost effective way. 

CoC may cover topics such as: 

 fair and transparent processing; 

 legitimate interests pursued by controllers in specific contexts; 

 the collection of personal data; the pseudonymisation of personal data; 

 the information provided to individuals and the exercise of individuals‘ 

rights; 

 the information provided to and the protection of children (including 

mechanisms for obtaining parental consent); 

 technical and organisational measures, including data protection by design 

and by default and security measures; 

 breach notification; 

 data transfers outside the EU;  

 dispute resolution procedures 

Codes represent an opportunity to establish a set of rules which contribute to the 

proper application of the GDPR in a practical, transparent and potentially cost 

effective manner that takes on board the nuances for a particular sector and/or its 

processing activities. In this regard codes can be drawn up for controllers and 

processors taking account of the specific characteristics of processing carried out 

in certain sectors and the specific needs of micro, small and medium enterprises. 

They have the potential to be an especially important and beneficial tool for both 

SMEs and micro enterprise businesses by providing a mechanism which allows 

them to achieve data protection compliance in a more cost effective way. 

SMEs involved in similar activities could come together via their relevant 

associations and collectively develop a code in respect of their collection and 

processing of data rather than attempting to carry out such comprehensive data 
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protection analysis on their own. Codes also benefit supervisory authorities by 

allowing them to gain a better understanding and insight of the data processing 

activities of a specific profession, industry or other sector. 

Codes are accessible to all processing sectors and can be drafted in as narrow or 

as wide-ranging manner as is befitting that particular sector, provided that the 

code contributes to the proper and effective application of the GDPR. They can 

grand a system of co-regulation less based on SA‘s guidance for specific 

processing activities When providing practical solutions to problems identified 

by particular sectors in relation to common processing activities, they encourage 

the development of a collective and consistent approach to the data processing 

needs of a particular sector, which generates confidence and legal certainty for 

customers.  

Depending on the processing sector, the CoC may have a transnational character 

when processing activities are carried out in more than one Member State. A 

transnational code may relate to processing activities carried out by a 

multiplicity of controllers or processors in several Member States without 

necessarily amounting to ‗cross-border processing‘. Therefore, where a code of 

conduct adopted by a national association in one Member State covers 

processing activities by its members in several Member States, it will qualify as 

a transnational code. 

Whereas if an association with a code approved at national level is joined by an 

international member that conducts cross-border processing, that member could 

only claim the benefit of the approved code for processing activities in the 

Member State which approved the code.84 Mechanisms would need to be put in 

place to ensure that there is adequate transparency as regards the effective 

territorial scope of the code. 
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Finally, all these instruments are subject to the consistency mechanism 

involving all EU SAs. 

Cooperation and SMEs 

The GDPR imposed a brand new system for cooperation and cross-border case 

handling on the independent SAs of all Member States. This system came 

together with the reinforcement of the corrective powers of the SAs (warnings, 

fines, reprimands, temporary or definitive processing limitations), but it appears 

that the general view largely expresses by SMEs is that they are ―too small‖ to 

attract the attention of the respective SA, which on its side is not provided with 

sufficient resources to supervise other controllers than the ―big‖ once. This 

assumption does not correspond to the reality – the GDPR does not provide 

derogations based on the size of the controller as even a small company can 

process data that creates high risk for individuals. Based on that, the SAs are 

equally focused on all types of data controllers/processors. 

- One Stop Shop 

Article 60 of the GDPR is the main legal ground for cross-border handling of 

cases of alleged data protection violations. It implies that if a controller, 

regardless of its size, is processing data in two or more Member States the 

competent authority to deal with a complaint shall be the one of the MS where 

the controller has its main establishment. This may seem far from the SMEs data 

processing, but the practice shows that a large number of the cases are precisely 

focused on this type of companies. Hosting companies, for example, providing 

space for online medias are the most obvious – online medias can and often do 

process personal data of nationals of different MS and in such cross-border case 

handling the competent authority shall be the one of the place of establishment 

of the hosting company (as a general rule a SME). 
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The new cooperation duties imply that many exchanges between the SAs take 

place on a daily basis - as they work together on several hundred cross-border 

cases at a time. The challenge here are the differences in national administrative 

procedural laws and practices. This is mainly due to differences in complaint 

handling procedures, position of the parties in the proceedings, admissibility 

criteria, duration of proceedings, deadlines, etc. Nevertheless, this does not 

affect the final decisions - so far, all cases that were finalised have been resolved 

in the cooperation phase, without the EDPB having to intervene and decide who 

of the participating in the case SAs is right or wrong. This is a signal for equal 

interpretation of the rules by the implementing authorities which is essential for 

the legal certainty and for the imposition of equal standards of data protection 

for all stakeholders.  

It is true, that SAs have not yet made full use of the tools the GDPR provides, 

such as joint operations that could lead to joint investigations. However, this is 

mainly due to the differences in administrative procedures, which with the time 

being should further harmonised. From that point of view, as all SAs have a 

special focus on SMEs, the practice trough the case handling cooperation shall 

inevitably lead to a broader common approach towards them and the range of 

data processing specific for them. 

- Article 61  

All stakeholders, including SMEs, report that they find guidance useful, 

pragmatic and operational. They share examples from their daily practice to help 

SAs make sure they address and clarify the issues they have to deal with when 

implementing the GDPR. Often, as a result of this process, SAs have to deal 

with cases and everyday situations which need further clarification and more 

harmonised approach. This is when the Article 61 exchange system comes as a 

consistency tool. 
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Some of the questions ―discussed‖ amongst SAs are coming as a result of real 

cases handled by the respective supervisory authority, but others outcome from 

the obligations to advise controllers/processors and to issue opinions. In both 

cases, beyond the simple case resolution, questions turn to be of mutual help and 

of practical added value for the stakeholders. It is not unusual for SAs, due to 

the Article 61 procedure that did not concluded with an homogeneous position, 

to seek guidance or opinion on European level by initiating procedures before 

the EDPB. In that sense it is vital, both for supervisory authorities and for the 

SMEs, to keep the communication open and as fluent as possible in order to 

achieve maximum transparency and adequacy with the applied solutions. The 

cooperation between data protection authorities will result in a common data 

protection culture and in consistent practices across Europe, but the General 

Data Protection Regulation is a long-term project and so is focused on 

developing a solid data protection culture throughout Europe, built on the GDPR 

and the trust of individuals. 

 

16. Roles of trained data protection professionals 

The Survey analysis of SMEs as data controllers in light of GDPR performed 

within the framework of the SMEDATA project  highlighted that getting 

acquainted to and understanding the new requirements of the GDPR is 

considered to be one of the main challenges particularly for SMEs. It has been 

established that the time past following the entry into force of the GDPR has 

been used by SMEs and their representatives to get acquainted with the 

regulation. In the same time, better acquaintance with the new aspects of the 

data protection rules still remains a topic with a comparatively high importance 

for SMEs. This is particularly indicated for the case of Bulgarian SMEs, where  

he majority of the respondents find it to be among the most applicable issues. 
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GDPR compliance is intrinsically connected with the way employees collect, 

process, store, share and securely wipe personal data. For this reason, employees 

at most levels of an organisation including IT, marketing, customer support and 

data teams – need to be aware of data protection requirements and policies and 

how to handle information falling under the scope of the GDPR. Thus, training 

and awareness-raising activities for ensuring a culture and training of data 

protection within the organization is an important issue for SMEs.  

Conducting specialized external trainings and internal recurrent training of staff 

in relation to their specific data processing obligations has been indicated in the 

performed survey as one of the most important strategic approaches of SMEs. 

A common sectoral problem is the need to ensure sufficient awareness and 

training to the personnel. The difficulty is usually not financial, but mainly 

organizational as a large part of the staff of most companies works with 

customer data or employee data and this requires continuous training on a 

different program and different issues according to the specifics of the 

company's individual teams. This issue also highlights the immense importance 

of data protection professionals working in SMEs. 

 

In view of the above, it is clear that trained data protection professionals are of 

special importance for SMEs. Below we have reviewed the main roles that 

trained data protection professionals have in a company and especially SME 

where there is no DPO appointed. 

1. Ensuring compliance 

In order to meet the challenge of the GDPR a company-wide effort is needed. 

The entire workforce of the company needs to be involved to ensure continuous 

compliance as the requirements will primarily have to be met by employees. 

Accordingly, their training is a logical prerequisite for compliance with the 
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requirements of the GDPR. However, as it is practically not possible or 

extremely difficult to expect that all employees will be trained in all verses and 

requirements of the regulation, the focus is usually and logically put on 

particular well trained  and acquainted data protection professionals.  

Professional training and the knowledge of complying GDPR among key 

personnel provides a number of assurances guaranteeing the ensuring and 

monitoring of compliance in the company with the data protection rules. The 

professional trained employees in a similar manner to a data protector officer 

will ensure that the data protection rules are respected in the company. 

Well trained staff not only ensures compliance with GDPR but also reduces the 

risk of breaches. The availability of trained data protection professionals in a 

company will affect risk management, and in particular the profiling and 

identification of specific threats, will be significantly facilitated. This will 

significantly reduce the risks of possible data breaches. For example, if there is a 

data protection breach and it is documented that your staff is professionally 

trained, this would be used as evidence to prove that you had taken the 

appropriate steps to prevent a data breach. 

 

2. Maintaining the necessary documentation in line with the principle of 

accountability  

Maintaining the necessary documentation is undoubtedly one of the areas where 

most efforts have been spent by SMEs in preparation for GDPR. Procedures for 

the management of data protection, updating of contracts with third parties, 

adjustment and drafting of documentation such as information, consent forms, 

letters of appointment have been an issue for most SMEs. Therefore the 

availability of staff that is well aware with the requirements for maintaining the 

necessary documentation in line with the principle of accountability which have 
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expanded under the GDPR, is an important asset for SMEs in order to achieve 

the necessary requirements. 

 

3. Achieving economy and efficiency for SMEs 

A company with professionally trained in data protection rules employees does 

not need to work with other specialized companies providing services in the 

field of GDPR application. Such employees can ensure the internal application 

of the regulation and that the rights and freedoms of the data subjects are not 

likely to be adversely affected by the processing operations. They will further 

maintain the necessary documentation of the company for data protection 

purposes. In the overall, trained data protection professionals can reduce the 

company's costs of maintaining the implementation of the GDPR. 

Further, personnel time on researching the application of personal data 

protection regulations is spared. If there is a team or person who focuses only on 

the processing and protection of personal data, the rest of the employees will be 

more productive and focused only on their work. This will also lead to fewer 

mistakes made in performing the main activity and a lower level of stress. 

Timely training would help workers not to feel anxious or confused in applying 

the legislation and its application.  

Finally, professionally trained employees can act as intermediaries between 

relevant stakeholders and levels in a company relating to various data protection 

issues. 

4. Competitive advantage for businesses 

A company that can demonstrate compliance with the GDPR and has a 

professionally trained employees or DPO has an advantage to competitors. 

Customers and business partners would prefer to work with a company they 
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trust and employees' knowledge of compliance with the GDPR is professional. 

The professional training of employees about data protection will demonstrate a 

high level of professional and business culture of the company. Professional and 

well training means socially responsible business. 

Thus, the professional training of employees for compliance with GDPR can 

significantly affect the preferences of customers and business partners, increases 

employee morale and contributes to the growth of the company. Companies that 

have professionally trained employees explicitly make clear for their clients that 

protecting the privacy of their consumers is a primary goal, care about their 

consumers‘ privacy, and support meeting that goal with transparent and 

consistently followed privacy practices that demonstrate this care, will build 

better consumer connections to their brand, which will improve brand value. 

 

5. Avoidance of breaches and non-imposition of fines 

Under the GDPR, there is no explicit obligation to train employees in data 

protection. Nevertheless, indirect obligations implicitly impose on companies 

the obligation to train their employees accordingly. The failure to provide 

training is not in itself subject to fines, but the failure to achieve compliance and 

breaches of data protection resulting from the absence of such training can lead 

to fines. Therefore, it is essential for companies to have a strategy to minimize 

breaches and therefore not to be imposed fines. Improving internal data 

protection standards through employee training can minimize breaches and it 

could save the cost of a fine. 

6. Professional confidence and reducing human error 

Professional training of employees helps them to be familiar with the protection 

of personal data in different sectors. This means that the company has a team of 
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people who feel empowered and comfortable with reporting potential issues that 

may lead to breaches of personal data.  

Moreover, human error is a main factor in data protection. Trained data 

protection professionals will make less mistakes and be able to take a well-

reasoned and responsible decisions. Overall, investments in training prove to be 

a major insurance against non-compliance with GDPR requirements. 

 

17. Training methodology 

SMEDATA training methodology is deductive, ranging from general to 

particular. A deductive approach involves the learners being given a general 

rule, which is then applied to specific examples and honed through practice 

exercises. Even in the organization and delivery of 25 regional awareness raising 

events, SMEDATA lectures went from general topics to more specific ones. In 

fact, it is not possible to understand the concrete context if there are no 

theoretical references that allow you to frame situations in the right patterns. 

The training sections reflect the gaps and needs identified throughout the 

respondents‘ replies to the survey questions, which provided to the participants 

with the necessary awareness, knowledge and skills to implement the 

requirements of the GPDR in their business activities and daily operations. 

In accordance with this deductive method, the training should revolve around an 

outline of the topic to talk about during the course, starting from the origin and 

retracing every step of the narrative up until the last subject. It could be done 

either as we did in the methodology (i.e. using the slides available to everyone 

on the website) in chronological order; or, more briefly, as we did during the 

conferences, giving a detailed argumentation of specific topics which are 

particularly relevant to the audience. 
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Each of the training sections should be followed by a short Q&A session, which 

will provide participants with the opportunity to discuss data privacy issues of 

interest to them with the trainers. During these short Q&A sessions the content 

presented beforehand would be put in practical terms through the sharing of 

particular situations in the daily operations of business ebtities which require the 

processing of personal data. Trainers would consequently share their experience 

in the capacity of data privacy professionals.  

In this regard, the topics analysed should revolve around subjects which are 

useful to companies. In particular, as we have done in the awareness raising 

events, courses should focus mainly on aspects relating to Labor law, marketing 

and Privacy relative to companies. 

Information about practical issues and case studies should be provided to all 

participants. Through electronic copies of the case studies‘ summary and 

presentation slides, the courses should focus on the presentation of precedents 

and cases which have already been faced (referring to the provisions of the Data 

Protection Authority) and, furthermore, stimulate questions from the audience.  

In fact, those who work in the field of data protection, if appropriately 

encouraged, tend to ask questions related to their activity, creating a useful 

exchange with the lecturer. 

“Custom-made” didactics 

The training methodology should be based on personalized 

learning, individualized instruction, personal learning 

environment and direct instruction, which all refer to efforts to tailor 

education to meet the different needs of students. 

Personalized learning refers to instruction in which the pace of learning and the 

instructional approach are optimized for the needs of each learner. Learning 

objectives, instructional approaches, and instructional content (and its 
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sequencing) may all vary based on learner needs. In addition, learning activities 

are meaningful and relevant to learners, driven by their interests, and often self-

initiated. 

From this perspective, it becomes essential to develop a cordial relationship with 

the learners, so as to encourage an open and friendly dialogue, in which it is 

possible to deal with the issues in a less ―theoretical‖ way, and more practical 

and attentive to the concrete aspects that learners have to face in the company 

reality. 

Learning, in any context, requires some form of feedback. Therefore, it is 

important that lecturers pay attention to the audience, their background and their 

needs, in order to establish lessons as ―tailored‖ as possible. 
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