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Data GDPR in Your Pocket

* Free mobile application for Android and iOS devices

* Aims to raise awareness of data protection rules among citizens and SMEs

* Provides quick, easy and convenient practical guidance, advice and useful information on
data protection rules on two levels:
o For “beginners” — simple guides and tools explaining GDPR in easy to understand language

o For “advanced” — access to EU, national (Italy and Bulgaria) and international legal documents

e User interface and regularly updated content available in 3 languages — English, Italian and
Bulgarian

e Available for installation from the app stores:

o Google Play — over 1,500 downloads
o App Store — over 300 downloads
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Search in documents

Q. "biometric data" X

Case C-70/18 : Judgment of the Court (First
Chamber) of 3 October 2019 (request for a
preliminary ruling from the Raad van State —
Netherlands) — Staatssecretaris van Justitie en
Veiligheid v A, B, P (Reference for a preliminary
ruling — EEC-Turkey Association Agreement

— Decision No 2/76 — Article 7 — Decision No
1/80 — Article 13 — "Standstill' clauses — New
restriction — Collection, registratio

What personal data is considered sensitive?

How should the special

categories of personal data and those relating
to criminal convictions be

treated?

Opinion 10/2018 on the draft list of the
competent supervisory authority of Hungary
regarding the processing operations subject
to the requirement of a data protection impact
assessment (Article 35.4 GDPR)

SMEDATA Project is funded by the EU's Rights, Equality and -

Citizenship Programme (2014-2020)

Case C-70/18 : Judgment of the Court (First Cha...

Q. biometric data X [;) AV
registration and retention of biometric data of Turkish nationals in
a central filing system - Overriding reascns of public interest -
Objective of preventing and combating identity and document
fraud - Articles 7 and 8 of the Charter of Fundamental Rights of the
European Union - Right to respect for private life - Right to the
protection of personal data - Proportionality)

(2019/C 413/07)

Language of the case: Dutch

Referting court

Raad van State

Parties to the main proceedings

Appellant: Staatssecretaris van Justitie en Veiligheid

Other parties: A, B, P

Operative part of the judgment

Article 13 of Decision No 1/80 of 19 September 1980 on the
development of the Association, adopted by the Association
Council set up by the Agreement establishing an Association
between the European Economic Community and Turkey, signed in
Ankara on 12 September 1963 by the Republic of Turkey, on the
one hand, and by the Member States of the European Economic
Community (EEC) and the Community, on the other, and
concluded, approved and confirmed on behalf of the Community
by Council Decision 64/732/EEC of 23 December 1963 must be
interpreted as meaning that a national rule, such as that at issue in
the main proceedings, which makes the issuance of a temporary
residence permit to third-country nationals, including Turkish
nationals, conditional upon the collection, recording and retention
of their biometric data in a central filing system does constitute a
‘new restriction’ within the meaning of that provision. Such a
restriction is, however, justified by the objective of preventing and
combating identity and document fraud.

(1)0JC161,7.5.2018.

European Union’s Rights, Equality and

DOCUMENT CONTENT
Q. processing X

Article 2

Material scope

1. This Regulation applies to the processing of personal data
wholly or partly by automated means and to the processing other
than by automated means of personal data which form part of a
filing system or are intended to form part of a filing system.

2. This Regulation does not apply to the processing of personal
data

(a) in the course of an activity which falls outside the scope of
Union law;

(b) by the Member States when carrying out activities which fall
within the scope of Chapter 2 of Title V of the TEU;

(c) by a natural person in the course of a purely personal or
household activity;

(d) by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of eriminal offences ar the
execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security.

This project is funded by the
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Provides access to EU’s, national (Bulgaria and
Italy) and international legal acts in the field of
personal data protection

D European Union ‘

E

‘ @ International acts

National acts

‘SMEDATA Project |s funded by the EU's Rights, Equality and
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Legal Library
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CASE LAW GUIDELINES

Key Instruments

@ General Data Protection Regulation
@ Data Protection Law Enforcement Directive

Treaties

@ Treaty on the Functioning of the European
Union (consolidated version)

@ THE TREATY ON EUROPEAN UNION
(consolidated version)

@ CHARTER OF FUNDAMENTAL RIGHTS OF THE
EUROPEAN UNION (2016/C 202/02)

Other Instruments

@ Data Protection Regulation for EU Bodies

o] Directive on Privacy and Electronic
Aaran ntimn

‘SMEDATA Project |s funded by the EU's Rights, Equality and
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Bl Bulgaria

I I Italy

Data
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CASE LAW GUIDELINES

Regolamento in materia di Fascicolo Sanitario
Elettronico

Codice in materia di protezione dei dati
personali

Regolamento concemnente l'istituzione del
registro delle opposizioni

Legge di adesione al Trattato di Prum

Legge di contrasto al fenomeno del
cyberbullismo

Regolamento sulle modalita di attuazione della
protezione dei dati personali per le finalita di
polizia

SMEDATA Project s funded by the EU's Rights, Equality and
Citizenship Programme (2014-2020)

CASE LAW

Convention for the Protection of Individuals
with Regard to Automatic Processing of
Personal Data

Convention for the Protection of Human Rights
and Fundamental Freedoms, as amended by
Protocols No. 11 and No. 14

Universal Declaration of Human Rights

International Covenant on Civil and Political
Rights

Convention on the Rights of the Child

Guidelines for the Regulation of Computerized
Personal Data Files

RECOMMENDATION No R (99) 5 OF THE
COMMITTEE OF MINISTERS TO MEMBER
STATES FOR THE PROTECTION OF PRIVACY
ON THE INTERNET GUIDELINES FOR THE
PROTECTION OF INDIVIDUALS WITH REGARD

TATUE AAL L CATIOR AMA NDAACOCIRIN
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SMEDATA Project |5 funded by the EU's Rights, Equality and
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SELECTED ENTRY

Recitals 1-30

Recitals 31-60

Recitals 61-90

Recitals 91-120

Recitals 121-150

Recitals 151-173

CHAPTERI

General provisions

Article 1

Article 2

Regulation (EU) 2016/679 of the European Parli...

I 3

Legal Library - GDPR

SELECTED ENTRY

CHAPTER Il

Rights of the data subject
Section 1
Transparency and modalities

Article 12

Section 2

Infarmation and access to personal data

Article 13

Article 15

Section 3
Rectification and erasure

Article 16

Article 17

2123232327

2323223
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DOCUMENT CONTENT

Article 1

Subject-matter and objectives

1. This Regulation lays down rules relating to the protection of
natural persens with regard to the processing of personal data and
rules relating 1o the free movement of personal data.

2. This Regulation protects fundamental rights and freedoms of
natural persans and in particular their right to the protection of
personal data

3. The free movement of persenal data within the Unian shall be
neither restricted nor prohibited for reasons connected with the
protection of natural persons with regard to the processing of
personal data

Previous Next

DOCUMENT CONTENT

Article 2
Material scope

1. This Regulation applies to the processing of personal data
wholly or partly by automated means and to the processing other
than by automated means of personal data which form part of a
filing system or are intended 1o form part of a filing system.

2. This Regulation does not apply to the processing of personal
data:

(a) inthe course of an activity which falls outside the scope of
Union |aw;

() by the Member States when carrying out activities which fall
within the scope of Chapter 2 of Title V of the TEU;

(¢) by a natural person in the course of a purely personal or
heusehald activity;

(d) by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security.

3. For the processing of personal dala by the Union institutians,
bodies, offices and agencies, Regulation (EC) No
45/2001 applies. Regulation (EC) No 45/2001 and other Union
legal acts applicable to such pracessing of personal data shall be

This project is funded by the
European Union’s Rights, Equality and
Citizenship Programme (2014-2020)

DOCUMENT CONTENT

Article 2
Material scope

1. This Regulation applies to the processing of personal data
wholly or partly by automated means and to the processing other
than by automated means of personal data which form part of a
filing system or are intended to form part of a filing system.

(15)  Inorder ta prevent creating a serious risk of circumvention,
the protection of natural persons should be technologically
neutral and should not depend on the techniques used, The
protection of natural persons should apply to the
processing of personal data by automated means, as well
as ta manual processing, if the persanal data are contained
or are intended to be contained in a filing system. Files or
sets of files, as well as their cover pages, which are not
structured according to specific criteria should not fall
within the scope of this Regulation.

2. This Regulation does not apply to the processing of personal
data:

(a) in the course of an activity which falls outside the scope of
Union law;

(b) by the Member States when carrying out activities which fall
within the scope of Chapter 2 of Title V of the TEU;

(c)

by a natural person in the course of a purely personal or
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GDPR Dictionary

2:45 il
Access control to premises and facilities
Access control to systems )
Ancnymisation v
Automated-decision making v
Binding corporate rules )
Biometric data v
Consent v
Controller )
Data access control v
SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020) -

Access control to premises and facilities

~
Access control to systems v
Anonymisation v
Automated-decision making A

Processing that aims at taking decisions on data subjects
producing “legal effects concerning the natural person” or
which "similarly significantly affects the natural person”

For example, the processing may lead to the exclusion or
discrimination against individuals (you refuse to deliver the
service). Processing with little or no effect on individuals does
not match this specific criterion

Binding corporate rules

v
Biometric data

v
Consent

v

Data Citizenship Programme (2014-2020)

SMEDATA Project is funded by the EU's Rights, Equality and -
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Provides practical guidance on personal data
protection under the GDPR and how citizens
can exercise their rights

GDPR made simple

77 Contact with National Data
I ‘ Protection Authorities

@ Frequently asked questions

L. SMEDATAProject s funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Guide for Citizens

252 v.u | 22 von Woss  v.n os  v.a |

RIGHTS FOR CITIZENS
Find out how your personal data is protected, the rights that help

you take back control of your data and what to do if things go
wrong.

How is my personal data protected?

How is data on my religious beliefs/sexual
orientation/health/ political views protected?

Can personal data about children be collected?

Can my employer require me to give my consent to use my
personal data?

How should my consent be requested?
What happens if data | have shared is leaked?
My rights

What are my rights?

What information should | receive when | provide my personal
data?

How can | access my personal data held by a company /
organisation?

My data is incorrect, can | correct it?

Can | ask a company,/organisation lo send me my personal data
so that | can use it somewhere else?

Can | ask a comp: ganisation to stap
data?

my personal

Can | ask a company to delete my personal data?

WHAT ARE MY RIGHTS?

Answer
You have the right to;
information about the processing of your personal data;
obtain access to the personal data held abaut you;

ask for incorrect, inaccurate or incomplete personal data to
be corrected ;

request that personal data be erased when it's no longer
needed or if processing it is unlawful;

abject to the processing of your personal data for
marketing purposes or on grounds relating to your
particular situation;

request the restriction of the processing of your personal
data in specific cases;

receive your personal data in @ machine-readable format
and send it to anether controller {* data portability *);

request that decisions based on automated processing
concerning you or significantly affecting you and based on
your personal dala are made by natural persans, not only by
computers. You alse have the right in this case to express
your point of view and to contest the decision

To exercise your rights you should contact the campany or
organisation processing your persenal data, also known as the
cantroller. If the company/arganisation has a Data Pratection
Officer (DPO) you may address your request to the DFO. The
company/organisation must respond to your requests without
undue delay and at the latest within 1 month. If the

European Union

Austria

Belgium

Bulgaria

Commission for Personal Data Protection

Address: 2, Prof. Tsvetan Lazarov blvd., Sofia 1592
Tel: +359 2 915 3580

Fax: +359 2 915 3525

Email: kzld@cpdp.bg

Website: https:/www.cpdp.bg

Croatia

Cyprus

Czech Republic

‘SMEDATA Project |s funded by the EU's Rights, Equality and
Citizenship Programme {2014-2020)

What is the right to data protection?
What is the right to data portability?
What is the right to be informed?

Is it possible to request a restriction of
processing?

Can | object to the processing of personal data
concerning me?

What is the right to erasure?

Do banks in Bulgaria have the right to copy or
scan my ID card?

In connection with an upcoming alumni meeting,
do | have the right to request from the local
municipality and/or the school/university | have
attended, personal data of my classmates?

Which measures can | undertake, if the controller
has violated my rights and unlawfully processed

mu narennal data?

;o SMEDATA Project s funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

This project is funded by th
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Provides practical guidance on the obligations
placed on SMEs under the GDPR and how to
get GDPR-compliant

Guide for SMEs

RULES FOR BUSINESS AND ORGANISATIONS
Find out what your organisation must do to comply with EU data

protection rules and leam how you can help citizens exercising
their rights under the regulation

Application of the regulation

Who does the data protection law apply to?

Do the rules apply 1o SMEs?

Do the data protection rules apply to data about a company?

iples of the GDPR

GDPR made simple

% Decision support tools

What data can we process and under which conditions?
Purpose of data processing

How much data can be collected?

For how long can data be kept and is it necessary to update it?

What infarmation must be given to individuals whose data is

| 27 Contact with National Data
‘ Protection Authorities

@ Frequently asked questions

o 'SMEDATA Project |s funded by the EUs Rights, Equality and
Data Citizenship Programme (2014-2020)

Overview of principles

Public administrations and data protection

What are the main aspects of the General Data Protection
Regulation (GDPR) that a public administration should be aware
of?

How should reguests from individuals be dealt with?

What if a public administration fails te comply with the data
protection rules?

WHAT INFORMATION MUST BE GIVEN TO INDIVIDUALS
WHOSE DATA IS COLLECTED?

Answer

AL the time of callecting their data, people must be informed
clearly about at least

who your company/organisation is (your contact details,
and thase of your DPO If any);

why your company/arganisation will be using their personal
data (purposes);

the categories of personal data concerned;
the legal justification for processing their data;
for how long the data will be kept;

who else migh receive it;

whether their personal data will be transferred to a
recipient outside the EL;

that they have a right to a copy of the data (right to access
personal data) and other basie rights in the field of data
protection (see complete list of rights);

their right to lodge a complaint with a Data Protection
Autharity (DPA);

their right to withdraw consent at any time;
where applicable, the existence of automated decision-

making and the Iogic invelved, including the consequences
thereof.

European Union

Austria

Belgium

Bulgaria

Commission for Personal Data Protection

Address: 2, Prof. Tsvetan Lazarov bivd., Sofia 1592
Tel: +359 29153580

Fax: +359 2915 3525

Email: kzld@cpdp.bg

Website: https:/fwww.cpdp.bg

Croatia

Cyprus

Czech Republic

.- SMEDATA Project s funded by the EU's Rights, Equality and
Data Citizenship Programme {2074-2020)
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Does my company has the right to make a
copy of the driving license of drivers that were
employed and retain it?

How should the special categories of personal
data and those relating to criminal convictions
be treated?

Is it mandatory to carry out a data protection
impact assessment?

In which cases should my entity appoint
data protection officer and what are the legal
requirements?

Is the appointment of a "data protection officer’
mandatory? What are the requirements that he
has to possess and the tasks he has to perform?

What do data protection by design and
protection by default mean?

Do | have to register my business company as a
personal data controller?

‘SMEDATA Project |5 funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)
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Shall my organisation maintain a record of [py>ecTBOTO M1 CNeABa N1 Ja yBeJOMN Cy6ex... [IpyXecTBOTO MW CNeABa NW fja YBEOMN CY6ex...
processing activities?

Shall my erganisation communicate a personal

data breach to the data subjects? MMa NH BEPOATHOCT HApYLIEHHETO Ha ApY>ecTBOTO MU cllefiBa N1 Aa YEeLO0MH
CHrypHOCTTa Ha JIMYHHTE faHHN fia AOBEAE A0 cy6eKTUTe Ha JaHHN NPU HapyLUeHWe Ha
Does my organisation need a Representative in BUCOK PUCK 3a NpaBaTa 1 cBoBopnTe Ha CHFYPHOCTTA Ha NIMYHUTE JaHHK?
the Union? tusnyeckuTe Nnua?
ApyxecTeoTo Bu He Tpabea ga yeefomaea
Could my organisation perform an automated Aa cyBeKTHTe Ha AAaHHH 3a HapYLeHHeTo Ha
individual decision-making which produces legal * He curypHocTTa.

effects concerning the data subject or similarly
significantly affects him or her?

Does my organisation acts as a Data Controller, a S

Joint Controller or a Data Processor?

Does my organisation need a DPO?

Could my organisation, as employer, process the
data contained in the employee's personal file?

. SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)
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LI Thank You for Your Attention!
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