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the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation)

The organisations that are members of the SMEDATA
Consortium

Small and medium enterprises

The SMEDATA project implemented by the SMEDATA
Consortium members

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)



I. Introduction

This document provides a concise description of Deliverable 4.3 “Mobile application (final version)”
of the SMEDATA project. Deliverable 4.3 is an open-source mobile application that can be
downloaded and installed on Android and iOS mobile devices by using the standard app stores of
Google LLC and Apple Inc. (links to both app stores are provided in Section Il). The purpose of the
mobile application (“the Application” or “the Mobile app” hereafter) is to provide free access to
relevant legal resources and expert advice in the field of personal data protection to citizens and
SMEs.

The current document aims to present in brief the improvements implemented in the final version of
the Mobile app after the release of the beta version four months ago (see Section I1). A reference to
the publication of its source code in the GitHub repository is provided in Section IV.

1. Public Access to the Application

The final version of the Application “GDPR in Your Pocket” can be freely downloaded and installed
on mobile devices (smart phones or tablets) by its potential users from the application stores “Google
Play” — for Android devices, and “App Store” — for iOS devices. Both stores provide apps’
descriptions and offer standard functionality that allows users to browse, search, download and
update apps.

In addition, on SMEDATA website are provided links to the Application’s distribution package on
both app stores:

e Google Play Store — https://play.google.com/store/apps/details?id=com.ApisEurope.SmeData.Mobile
e Apple App Store — https://apps.apple.com/tc/app/gdpr-in-your-pocket/id1474950057

The pictures below illustrate the information about the Application “GDPR in Your Pocket” in
Google Play and App store (the screenshots were taken in a browser on a stand-alone computer):

N‘) Google Play arc B3 . e
2 Aps S App Store

GDPR in your pocket GDPR in your pocket
Apis Eutope AD

Dita = Dita
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https://play.google.com/store/apps/details?id=com.ApisEurope.SmeData.Mobile
https://apps.apple.com/tc/app/gdpr-in-your-pocket/id1474950057

Shortly after the release of the final version on the app stores, the statistics made available to its
developers shoed that in the period between the release of the beta and the final version the Mobile
app was downloaded by 944 users of Google Play and 86 users of App Store.

I11. Improvements in the Application Implemented in Its Final Version

The final version of the Mobile app (v. 1.2.1) was released on 23 January 2020, approximately four
months after the launch of its beta version. In this period a number of bug fixes, content updates and
improvements of various Mobile app’s features have been implemented. While the bug tracking
activities were performed by team members of the Work package 4 leader APIS, the proposals for
improvements of the Application’s functionality came mainly from other partners in SMEDATA
consortium as well as from users’ feedback.

In order to receive opinions and recommendations about user experience, four test workshops were
organised in December 2019 and January 2020 — two in Bulgaria (Sofia), and two in Italy (Rome).
Another source of user comments and observations about the Mobile app’s content and features was
the online survey published on the project website, which was completed by 57 users. The results
from the testing events and the online survey are presented in detail in Deliverable 4.4 — Test report.

The content of the Application has been regularly updated through the developed internal mechanism
for content update of the server-side data repository. The updates included new cases of the Court of
Justice of the EU and the national courts as well as latest guidelines of the national DPAs of Bulgaria
and Italy and the European Data Protection Board. Sections “Help” and “About this app” have been
translated into Italian.

In the four months between the launch of the beta and the final version of the Application, a total of
14 intermediate versions have been uploaded to the application stores, eliminating various bugs or
offering some functionality enhancements.

The figure below presents the most important functionality improvements and bug fixes implemented
during this period:

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)



BUG FIXES

Inclusion of rubrics’ headings in the
language resources and translation
into Italian

Correct visualisation of HTML escape
symbols in the titles of the “Saved
documents”

Deletion of documents saved by the
user after uninstalling the
Application

Sorting by alphabetical order of the
terms in section “GDPR dictionary”

Fixing the error appearing after re-
saving an already saved document

Fixing the error appearing when a
documentin Italian was opened by
the user after global search

Improved visualisation of button
labels for Android devices with low-
resolution displays

Fixing the issue of closing the
Application when opening a
bookmarked provision of a legal
instrument

In the Appendix, we provide a set of screenshots illustrating the interface of the final version of the
Mobile app.

V. Source Code

1. Authorship and OSS License

The SMEDATA Mobile app is developed as an open-source software by Apis Europa JSC in its
capacity of a technological partner in the SMEDATA consortium. The development process is part of
the activities in Work package 4 of the SMEDATA project funded by the European Union’s Rights,
Equality and Citizenship Programme (2014-2020).

The source code of the mobile application is made publicly available under the European Union
Public Licence (EUPL, v. 1.1)".

Unless required by applicable law, software distributed under this license is provided on an "AS IS"
basis, without warranties or conditions of any kind, either expressly or implied.

! The “European Union Public Licence” (EUPL) is the first European Free/Open Source Software licence created on the initiative of
the European Commission. Its text is approved by the European Commission in 22 official languages of the EU and published on the
Joinup platform: https://joinup.ec.europa.eu/collection/eupl/eupl-text-11-12.

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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2. Publication in GitHub

The source code of the final version of SMEDATA Mobile app is publicly available on the software
development platform GitHub at the following address:

https://qgithub.com/apis-bulgaria/SmeData-Project

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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Appendix: Final Version of the Application — Screenshots
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GDPR in¥our Pocket

=

Legal library GDPR dictionary
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Guide for citizens Guide for SMEs

Dat Citizenship Programme (2014-2020)
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SELECTED ENTRY

Regulation (EU) 2016/679 of the European Parli...

Recitals 1-30
Recitals 31-60
Recitals 61-90
Recitals 91-120
Recitals 121-150
Recitals 151-173
CHAPTER |
General provisions

Article 1

Article 2

13337337

GDPR => Table of contents
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Provides access to EU’s, national (Bulgaria and
Italy) and international legal acts in the field of
personal data protection

‘ l:l European Union

‘ |F National acts ‘

‘ @ International acts ‘

i SMEDATA Project is funded by the EUs Rights, Equality and
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“Legal library” section
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DOCUMENT CONTENT

Article 4
Definitions
For the purposes of this Regulation:

(1) ‘personal data’ means any information relating to an
identified or identifiable natural person (data subject’); an
identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name,
an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person;

{2) ‘processing’ means any operation or set of operations which
is performed on personal data or on sets of personal data,
whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or
combinatien, restriction, erasure or destruction;

(3) ‘restriction of processing” means the marking of stored
personal data with the aim of limiting their processing in the
future;

{4y  ‘profiling’ means any form of automated processing of

Text of Article 4 GDPR with links to
related recitals of GDPR and provisions
of the repealed Directive 95/46/EC
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CASE LAW GUIDELINES

Key Instruments

@ General Data Protection Regulation

@ Data Protection Law Enforcement Directive

Treaties

@ Treaty on the Functioning of the European

Union (consolidated version)

@ THE TREATY ON EUROPEAN UNION
(consolidated version)

@ CHARTER OF FUNDAMENTAL RIGHTS OF THE
EUROPEAN UNION (2016/C 202/02)

Other Instruments

@ Data Protection Regulation for EU Bodies

Directive on Privacy and Electronic

Marn
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Legislation => List of documents
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DOCUMENT CONTENT

Article 4
Definitions

For the purposes of this Regulation:

(1) ‘personal data’ means any information relating to an
identified or identifiable natural person (data subject’); an
identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name,
an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or sacial identity of that natural person;

(27)  This Regulation does not apply to the personal data of
deceased persons. Member States may provide for rules
regarding the processing of personal data of deceased
persons.

(158) Where personal data are processed for archiving
purposes, this Regulation should also apply to that
processing, bearing in mind that this Regulation should
not apply to deceased persons. Public authorities or
public or private bodies that hold records of public interest
should be services which, pursuant to Union or Member
State law, have a legal obligation to acquire, preserve,
appraise, arrange, describe, communicate, promote,
disseminate and provide access to records of enduring
value for general public interest. Member States should
also be authorised to provide for the further processing of
personal data for archiving purposes, for example with a
view to providing specific information related to the
political behaviour under former totalitarian state regimes,

genocide, crimes against humanity, in particular the

Viewing the text of the recitals related to
Article 4 GDPR

The SMEDATA Project is funded by the European Union’s
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LEGISLATION GUIDELINES
Case law related to the General Data Protection
Regulation

Z\ﬂx Case C-136/17 : Judgment of the Court (Grand

S Chamber) of 24 September 2019 (request for
a preliminary ruling from the Conseil d'Etat —
France) — GC, AF, BH, ED v Commission na-
tionale de Iinformatique et des libertés (CNIL)
(Reference for a preliminary ruling — Personal
data — Protection of individuals with regard to
the processing of personal data contained on
websites — Directive 95/46/EC — Regu

éﬂZ—\ Case C-507/17 : Judgment of the Court (Grand
= Chamber) of 24 September 2019 (request for
a preliminary ruling from the Conseil d'Etat
— France) — Google LLC, successor in law
to Google Inc. v Commission nationale de
l'informatique et des libertés (CNIL) (Reference
for a preliminary ruling — Personal data —
Protection of individuals with regard to the
processing of such data — Directive 95/46/EC
-R

Case law related to the Data Protection Directive

Dita ‘. SMEDATA Project is funded by the EU's Rights, Equality and
Cilizenship Programme (2014-2020)

Legal library => European Union =>
Case law => List of documents
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LEGISLATION CASE LAW

European Data Protection Board ‘

European Data Protection Supervisor

L. SMEDATA Project is funded by the EUs Rights, Equality and
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Legal library => European Union =>
Guidelines => List of documents
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Case C-136/17 : Judgment of the Court (Grand C...

Judgment of the Court (Grand Chamber) of 24 September 2019
(request for a preliminary ruling from the Conseil d'Etat — France)
— GC, AF, BH, ED v Commission nationale de l'informatique et des
libertés (CNIL)
(Case C-136/17) (1)
(Reference for a preliminary ruling - Personal data - Pratection of
individuals with regard to the processing of personal data
contained on websites - Directive 95/46/EC - Regulation (EU)
20716/679 - Search engines on the internet - Processing of data
appearing on websites - Special categories of data referred to
in Article 8 of Directive 95/46 and Articles 9 and 10 of Regulation
2016/679 - Applicability of those articles to operators of a search
engine - Extent of that operator's obligations with respect to those
articles - Publication of data on websites solely for journalistic
purposes or the purpose of artistic or literary expression - Effect
on the handling of a request for de-referencing - Articles
7.8 and 11 of the Charter of Fundamental Rights of the European
union)
(2019/C 399/02)
Language of the case: French
Referring court
Conseil d'Etat
Parties to the main proceedings
Applicants: GC, AF, BH, ED
Defendant: Commission nationale de I'informatique et des libertés
(CNIL)
Interveners: Premier ministre, Google LLC, successor to Google
Inc.
Operative part of the judgment
1. The provisions of Article 8(1) and (5) of Directive
95/46/EC of the European Parliament and of the Council of
24 October 1995 on the protection of individuals with regard
10 the processing of personal data and on the free
movement of such data must be interpreted as meaning that
the prahibition or restrictions relating to the processing of

Information on CJEU Case C-136/17 and
text of the operative part of the judgment
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Guidelines

Guidelines 1/2019 on Codes of Conduct and
Monitoring Bodies under Regulation 2016/679

—] Guidelines 4/2018 on the accreditation of
certification bodies under Article 43 of the
General Data Protection Regulation (2016/679)

—] Guidelines 2/2018 on derogations of Article 49
under Regulation 2016/679

Guidelines 1/2018 on certification and
identifying certification criteria in accordance
with Articles 42 and 43 of the Regulation

Guidelines on transparency under Regulation
2016/679

Guidelines on Personal data breach notification
under Regulation 2016/679

Guidelines on Data Protection Officers ('DPOs’)

= Guidelines on Data Protection Impact
Assessment (DPIA) and determining whether

L. SMEDATA Project is funded by the EU's Rights, Equality and
Data Cilizenship Programme (2014-2020)

Legal library => European Union =>
European Data Protection Board =>
Guidelines => List of documents
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Judgment of the Court (Grand Chamber) of 24 S...

JUDGMENT OF THE COURT (Grand Chamber)
24 September 2019 (*)

(Reference for a preliminary ruling — Personal data — Protection of
individuals with regard to the processing of personal data
contained on websites — Directive 95/46/EC — Regulation (EU)
2016/679 — Search engines on the internet — Processing of data
appearing on websites — Special categories of data referred to
in Article 8 of Directive 95/46 and Articles 9 and 10 of Regulation
2016/679 — Applicability of those articles to operators of a search
engine — Extent of that operator's obligations with respect to
those articles — Publication of data on websites solely for
journalistic purposes or the purpose of artistic or literary
expression — Effect on the handling of a request for de-referencing
— Articles 7,8 and 17 of the Charter of Fundamental Rights of the
European Union)

In Case C-136/17,

REQUEST for a preliminary ruling under Article 267
TFEU from the Conseil d'Etat (Council of State, France),
made by decision of 24 February 2017, received at the
Court on 15 March 2017, in the proceedings

de T i et des libertés

(CNIL),
interveners:

Premier ministre,

Full text of the judgment in Case
C-136/17 of the CJEU
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EU financial services regulation

Rights of Individuals

Video-Surveillance - Follow-up

Public Procurement, Grants and External
Experts

Leave and Flexitime

Staff Evaluation

EDPS Guidelines on assessing the
proportionality of measures that limit the
fundamental rights to privacy and to the
protection of personal data

% Guidance on Art. 25 of the Regulation
2018/1725

Guidelines on Personal Data Breach
.

L. SMEDATA Project is funded by the EUs Rights, Equality and
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Legal library => European Union =>
European Data Protection Supervisor =>
Guidelines => List of documents
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‘ Bl Bulgaria ‘

‘ II Italy ‘

. SMEDATA Project is funded by the EU's Rights, Equality and
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Legal library => National acts
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DOCUMENT CONTENT

Article 6

(1) (Amended, SG No. 17/2019) The Commission for Personal
Data Protection, hereinafter referred to as "the Commission", shall
be an independent standing supervisory authority which shall
implement the protection of persons when the personal data
thereof are processed and when such data are accessed, as well
as contral as to compliance with Regulation (EU) 2016/679 and
with this Act.

(2) (New, SG No. 94/2010) The Commission shall further the
implementation of the state policy in the field of personal data
protection.

(3) (Supplemented, SG No. 91/2006, effective 1.01.2007,
renumbered from Paragraph 2, SG No. 94/2010, amended, SG No.
15/2013, effective 1.01.2014, 3G No. 17/2019) The Commission
shall be a publicly financed legal person with a head office in Sofia,
and the Chairperson thereof shall be a budget authoriser by
delegation

Previous Next

Text of Article 6 of the Bulgarian
Personal Data Protection Act (translation
into English)
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CASE LAW GUIDELINES

Key Instruments

@ Constitution of the Republic of Bulgaria
@ Personal Data Protection Act
@ 3AKOH 3a enekTpoHHHUTE CHOBLWEHKA

NMPABWJTHUK 3a paeiHocTTa Ha KomucusTa
3a SGIJ.WIIG Ha NUYHUTE ,E[aIIIIM W Ha HelHaTa
aagMUHKUCTPpayua

@ MHCTPYKLIMA Ne 1 0T 21.12.2016 1. 33
oBeToATeNCTEATa, NPU KOWTO NPeANPUATUATA,
NpeaocTaBsLK OBLLeCTBEHN BNIEKTPOHHN
C'bOéU_\MTEHHVI ycnyru, ygeqomaeaT
NoTPeGUTENUTE 33 HAPYLWEHKUA HA CUrypHOCTTa
Ha NMUYHUTE OaHHWN, dJOpMCITEI N Ha4YMHa Ha
yBEeJOMABAHETO

Other Instruments

T Family Code

.. SMEDATA Project is funded by the EUIs Rights, Equality and
Data Citizenship Programme (2014-2020)

Legal library => National acts =>
Bulgaria => List of documents
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Supreme Administrative Court ‘

Administrative Court Sofia-city ‘

‘ il Qther courts l

Legal library => National acts =>
Bulgaria => Case law
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SELECTED ENTRY

Personal Data Protection Act
Chapter One
GENERAL PROVISIONS
Article 1
Article 2
Article3
Article 4
Article 5
Chapter Two
COMMISSION FOR PERSONAL DATA PROTECTION

Article 6

Article 7

1213333331533 3%23333337

Table of contents of the Bulgarian
Personal Data Protection Act
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EH@ Pewerwne N2 9776/25.06.2019 .

= (pa3snpocTpaHeHue Ha flaHHu OT 0GLuHa)

5/‘@2} Pewerwne N2 9670/24.06.2019 1.

(MpegocTassxe Ha AM4Ha KapTa Ha L@, HAMaLLM
KOHTPOMHO-3AMMHUCTRATHEHN GYHKLMH)

é:l_é Pewenwne N2 2789/25.02,2019 r

(o6paboTsane Ha ETH oT nowjerckun onepatop)

5}]\1 PeweHune N2 6566/7.05.2019 r.

T="  (BanMAHOCT Ha AlafeHo Chrnacie)

gﬂz Pewenwne N° 8875/12.06.2019 .

= (yecus-mobunex onepatop)

ﬂ[—& Pewerwne N2 8365/5.06.2019 1.

(HerpaBomepHo 00paboTBaHe Ha AaHHH)

éﬂé Pewexre N2 8434/5.06.2019 .

(BupecHabMoRERNE)

é’ﬂ’é Pewerwne N2 6984/10.05.2019 r

(mocTen go obtyecTeeHa MHGOpMaL¥m)

... SMEDATAProject is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Legal library => National acts =>
Bulgaria => Case law => Supreme
Administrative Court => List of
documents
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PeweHue N2 8776 ot 25.06.2019 r. Ha BAC no
agMm. a. N2 1547/2019 ., V 0, ROKNaf4uK cbamnsTa
TuHka Koceea

Mpowssopcteoto e no  un 208 w  on. ot
AMMHWCTPaTHBHONPOLECYaHMA Kofeke (ATK).

06pasyBaHo e MO KacalMoWHa anga Ha [1. 3anpaHos, upe3
2[IBOKAT B. BOHYEB, NPOTUAB pelleHre N¢ 1023/04.01.2019 r. no
anm. A, N2 348/2018 r. no onuca Ha AJMWHWCTPaTUEEH Cbj, -
Xackogo. C PeleHNeTo & OTXBLP/EHO OCNOPBAHETO MY NPoTHE
AEACTBUA Ha 06WMHA CWMEOHOBIPaf, B KauscTBOTO Ha
ALMURICTPATOR Ha TMYHU IaHHM N0 CMUCHAA Ha un. 3 ot 33011,
W3pasABALIY Ce B HE3aKOHHO Pa3KPUBaHE 1 Pa3npoCTpaHeHue Ha
NMYHUTE MY [laHHW - TPK MMEHA M MECTOXMTENCTBO KaTo
ocnopeall B NyenukyeaHo Ha 14.02.2018 T. B WHTEpHeT
cTpaHvLaTa Ha obliMHa  CuiMeoHoBrpaj  pelueHne N2
937/09.01.2018 r. no apm. aeno N° 1002/2017 r. Ha
AAMHUHKCTRaTHEEH ChA - Xackoeo. KacaunoHHWAT
Kangonojaten TBLPAM, Y€ PEWEHMETO & HenpaBunHo, KaTo
NOCTAHOBEHO B HApYLUEHHWe HA MATepManHua SakoH, KaTo Wanara
KOHKPETHW OM/aKBaHKA 38 MaTephalHa He3akoHoChoGpasHoCT,
NPMCTPACTHOCT Ha Cbaa NPW NOCTaHOESBAHETO My. Mcka oTmsHa
W yBaMaBaHe Ha NbLPBOMHCTAHUMOHHATA My Jkanba, KakTo n
NPACHKAAHE HA BCHYKHA DA3HOGKN 33 ABETE ChALGHM MHCTaHLMN

OTBETHUKBT - 06l1|WHa CMMEOHOBMPaA He NPeACTaBA CTaHOBUILE
No KacalMOHHaTa Xansa

MpeacraeutenaT Ha BbproeHata afMUHUCTPaTHBHA
npokypatypa pAaBa 3akniOYeHWe 3@ HEOCHOBaTEeNHOCT Ha
KacauuoHHaTa xanta.

B‘I:DXDEHVIF!T 8AMWHUCTRaTUBREH ChJ, NeTo OTAENeHWE, KaTo B3e
npejiBKa, e KacauMoHHATA Xanba e nofajeHa 8 CPOKa Mo un

2171 or ANK Hamupa cbllata sa gonyctuma. PasrnegaHa no
CblLecTBO & HEOCHOBAaTeNHa MO CllefHUTe choﬁpamewﬂ

Text of Judgment No. 9776/25.06.2019 of
the Bulgarian Supreme Administrative
Court
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CASE LAW GUIDELINES

THE CONSTITUTION OF THE ITALIAN
REPUBLIC

LEGGE 20 maggio 1970, n. 300 Norme sulla
tutela della liberta' e dignita' dei lavoratori, della
liberta' sindacale e dell'attivita' sindacale, nei
luoghi di lavoro e norme sul collocamento

DECRETO-LEGGE 18 ottobre 2012, n. 179
Ulteriori misure urgenti per la crescita del
Paese. (1260201)

Codice dellamministrazione digitale

Regolamento in materia di Fascicolo Sanitario
Elettronico

Codice in materia di protezione dei dati
personali

Regolamento concernente listituzione del
reqistro delle opposizioni

@ DECRETO LEGISLATIVO 7 marzo 2005, n. 82

. SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Legal library => National acts =>
Italy => List of documents
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LEGISLATION CASE LAW

Qpinions ‘

Guidelines

Legal library => National acts =>
Bulgaria => Guidelines
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SELECTED ENTRY

DECRETO LEGISLATIVO 30 giugno 2003, n. 196

TITOLO |
((PRINCIPI E DISPOSIZIONI GENERALI

CAPOI

(OGGETTO, FINALITA' E AUTORITA DI
CONTROLLQ) )

Art. 1

Art. 2

Art. 2 bis
(( CAPO
11 (PRINCIPI) })

Art. 2 ter

Art. 2 quater

2313133333337 33 27

Table of contents of the Italian
Personal Data Protection Code
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YnocToBepABaHe Ha BpEMEHHA
HepaboTocnocoGHOCT Npef paboToaaTten

BbBex/aHe Ha NonuTrKa 3a NofaeaHe Ha
CHrHanm

() (i)

O6paBoTBaHe Ha NMYHKW JAHHW € Len
VID,EHTI/IE'JMK:]LLMH Ha KNWEeHTH

KomaHanpoeaHe Ha paboTHULM B YYXX6UHa

Hskou acnekTn Ha o6naqnuTe (,cloud”) yenyrn

BuBexaHe Ha nponycKaTeneH pexum vpes
yeTel, Ha BEHOKOJ,

SMEDATA Project is funded by the EU's Rights, Equality and
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Legal library => National acts =>
Bulgaria => Guidelines => Opinions of
the Bulgarian DPA
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DOCUMENT CONTENT

Art. 2 ter

(( (Base giuridica per il di dati
per l'esecuzione di un compito di interesse pubblico o connesso
all'esercizio di pubblici poteri). ))

((1. La base giuridica prevista dall'articolo 6, paragrafo 3, lettera h),
del regolamento e costituita esclusivamente da una norma di
legge o, nei casi previsti dalla legge, di regolamento.

2. La comunicazicne fra titolari che effettuano trattamenti di dati
personali, diversi da quelli ricompresi nelle particalari categorie di
cui allarticolo 9 del Regolamento e di quelli relativi a condanne
penali e reati di cui allarticole 10 del Regolamento, per
l'esecuzione di un compito di interesse pubblico o connesso
all'esercizio di pubblici poteri ¢ ammessa se prevista ai sensi del
comma 1. In mancanza di tale norma, la comunicazione e
ammessa quando € comunque necessaria per lo svolgimento di
compiti di interesse pubblico e lo svolgimenta di funzioni
istituzionali e puo’ essere iniziata se e' decorso il termine di
quarantacingue giorni dalla relativa comunicazione al Garante,
senza che lo stesso abbia adottato una diversa determinazione
delle misure da adottarsi a garanzia degli interessati.

3. La diffusione e la comunicazione di dati personali, trattati per
l'esecuzione di un compito di interesse pubblico o connesso
all'esercizio di pubblici poteri, a soggetti che intendono trattarli per
altre finalita' sono ammesse unicamente se previste ai sensi del
comma 1

4. Siintende per

a) "comunicazione”, il dare conoscenza dei dati personali a uno o
piv'  soggetti  determinati  diversi dallinteressato,  dal
rappresentante del titolare nel territorio dellUnione europea, dal
responsabile o dal suo rappresentante nel territorio dell'Unione

Text of Article 2 ter of the Italian
Personal Data Protection Code

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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LEGISLATION GUIDELINES

Constitutional Court

‘ . Other courts l

Supreme Court of Cassation ‘

Legal library => National acts =>
Italy => Case law

11:49 vil

LEGISLATION CASE LAW

Qpinions ‘

Guidelines ‘

Legal library => National acts =>
Italy => Guidelines

11:45 vin

SHZ) Sentenza della Corte di Cassazione sezione
2= penale 16 gennaio 2018 n. 1822

ﬂgz Sentenza della Corte di Cassazione 19 febbraio
15 2018 n. 7859

&r\ Sentenza Corte di Cassazione, Sez V pen, 16
S gennaio 2015, n. 2304

élé' Sentenza della Corte di Cassazione penale (lll
sez.)n. 22148-2017

é’ﬂz\) Sentenza della Corte di Cassazione (I sez. civ.,
24 maggio 2016, n. 10714)

= Sentenza Corte di Cassazione (Il sez. pen) 16
SIS gennaio 2015, n. 1986

Sentenza della Corte di Cassazione Sezioni
unite penali 28 aprile 2016 n. 26889

Sentenza Corte di Cassazione 11 giugno 2014,
n. 13219

Sentenza della Corte di Cassazione Il sezione
penale 30 gennaio 2018 n. 4367

i SMEDATA Project is funded by the EUs Rights, Equality and
Data Cilizenship Programme (2014-2020)

Legal library => National acts =>
Italy => Case law => Supreme Court of
Cassation => List of documents

11:49 vl

-——] Parere su uno schema di decreto in tema di
~—] modalita tecniche di emissione della carta di
identita elettronica - 31 ottobre 2018 [9058965]

Parere su uno schema di disegno di legge
recante “Interventi per la concretezza delle
azioni delle pubbliche amministrazioni e la
prevenzione dell'assenteismo’ - 11 ottobre
2018 [9051774]

Parere su uno schema di decreto in tema
di interoperabilita del Fascicolo Sanitario
Elettronico (FSE) - 27 settembre 2018
[9054337]

= Parere sullo schema di decreto legislativo
recante disposizioni per 'adeguamento della
normativa nazionale alle disposizioni del
Regolamento (UE) 2016/679 - 22 maggio 2018
[9163359]

— Parere sullo schema di decreto legislativo
recante Attuazione della direttiva (UE)
2016/680 del Parlamento europeo e del
Consiglio - 22 febbraio 2018 [8005333]

Parere su uno schema di decreto in materia di
Registro Pubblico delle Opposizioni (RPO) - 29

SMEDATA Project is funded by the EU's Rights, Equality and
Citizenship Programme (2014-2020)

Legal library => National acts =>
Italy => Guidelines => Opinions of the
Italian DPA

o
o
-
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Sentenza della Corte di Cassazione 19 febbraio
2018 n. 7859

Penale Sent. Sez. 5 Num. 7859 Anno 2018
Presidente; FUMO MAURIZIO
Relatore: GUARDIANO ALFREDO
Data Udienza: 02/11/2017
SENTENZA
sul ricorso proposto da:
SERAFINI PAOLO nato il 04/01/1862 a TRENTO

awverso la sentenza del 09/10/2015 della CORTE APPELLO di
TRENTO

visti gli atti, il provvedimento impugnato e il ricorso;
udita la relazione svolta dal Consigliere ALFREDO GUARDIANO

Udito il Pubblico Ministero, in persona del Sestituto Procuratore
GIUSEPPE CORASANITI

che ha concluso per
Il Proc, Gen. conclude per il rigetto
Udito il difensore

RITENUTO IN FATTO
1. Con la sentenza di cui in epigrafe la corte di appello di Trento
confermava la sentenza con cui il tribunale di Trento, in data
15.5.2014, aveva condannato Serafini Paolo alla pena ritenuta di

giustizia ed al risarcimento dei danni derivanti da reato, in favore

Text of Judgment No. 9776/25.06.2019
of the Italian Supreme Court of Cassation

11:52 vil

Parere su uno schema di decreto in tema di mod...

Parere su uno schema di decreto in tema di modalita tecniche di
emissione della carta di identita elettronica - 31 ottobre 2018

Registro dei provvedimenti
n. 476 del 31 ottobre 2018

IL GARANTE PER LA PROTEZIONE DE| DAT| PERSONALI

Nella riunione odierna, in presenza del dott. Antonello Soro,
presidente, della dott.ssa Augusta lannini, vicepresidente, della
prof ssa Licia Califano e della dott.ssa Giovanna Bianchi Clerici,
componenti e del dott. Giuseppe Busia, segretario generale;

VISTO il Regolamento (UE) 2016/679 del Parlamento Eurapeo e
del Consiglio del 27 aprile 2016 relativo alla protezione delle
persone fisiche con riguardo al trattamento dei dati personali,
nonché alla libera circolazione di tali dati e che abroga la direttiva
95/46/CE, ("Regolamento generale sulla protezicne dei dati”, di
seguito "Regelamento”);

VISTO il decreto legislative 30 giugno 2003, n. 196, concemente il
Codice in maleria di protezione dei dati personali, cosi come
modificato dal decreto legislativo 10 agesto 2018, n. 101,
concernente “Disposizioni per l'adeguamento della normativa
nazionale alle disposizioni del Regolamento (UE) 2016/679 del
Parlamento europeo e del Consiglio, del 27 aprile 2016, relativo
alla protezione delle persone fisiche con riguardo al trattamento
dei dati personali, nonché alla libera circolazione di tali dati e che
abroga la direttiva 95/46/CE (Regclamento generale sulla
protezione dei dati)”;

Vista la richiesta di parere del Ministero delllnterno del 19
settembre 2078;

VISTO il decreto del Ministera dell'interno, di concerto con il
Ministro dell'Economia e delle Finanze, il Ministro per la
Semplificazione e la Pubblica amministrazione, del 23 dicembre

Text of Opinion of 31 October 2018 of
the Italian DPA

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)

13



11:55 A7 |

CASE LAW

Convention for the Protection of Individuals
with Regard to Automatic Processing of
Personal Data

Convention for the Protection of Human Rights
and Fundamental Freedoms, as amended by
Protocols No. 11 and No. 14

Universal Declaration of Human Rights

International Covenant on Civil and Political
Rights

Convention on the Rights of the Child

Guidelines for the Regulation of Computerized
Personal Data Files

RECOMMENDATION No R (89) 5 OF THE COM-
MITTEE OF MINISTERS TO MEMBER STATES
FOR THE PROTECTION OF PRIVACY ON THE
INTERNET GUIDELINES FOR THE PROTECTION
OF INDIVIDUALS WITH REGARD TO THE COL-

I CATIAN AN NDANCCCINN AC NERCAKRIAL

EEEEA @ 3

SMEDATA Project is funded by the EU's Rights, Equality and
Dala Cilizenship Programme (2014-2020)
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SELECTED ENTRY

Convention for the Protection of Individuals wit...

Article 1

Object and purpose

Article 2

Definitions

Article 3

Scope

Chapter Il

Basic principles for data protection

Article 4

Article 5

Article 6

Article 7

Article 8

1313332333533 23333327

Legal library => International acts =>
Treaties => List of documents

11:56 vil

TREATIES

\KA Hambardzumyan v. Armenia

z
v. Finland (no. 22009/93)

M.S
v. Sweden (no. 20837/92)

Panteleyenko v. Ukraine

Armonas v. Lithuania and Biriuk v. Lithuania

éﬂ_é Avilkina and Others v. Russia

f—;ﬂé Radu v. the Republic of Moldova

Sbéro v. Estonia

Satakiinnan Markki

SMEDATA Project is funded by the EU's Rights, Equality and
Citizenship Programme (2014-2020)

Legal library => International acts =>
Case law => List of judgments of the
ECtHR

andrasi Nv and Satamedia

Table of contents of Convention No. 108

of the Council of Europe

11:56 vl

Panteleyenko v. Ukraine

Summary
29 June 2006

The applicant complained in particular about the disclosure at a
court hearing of confidential information regarding his mental
state and psychiatric treatment

The Court found that obtaining from a psychiatric hospital
confidential information regarding the applicant's mental state and
relevant medical treatment and disclosing it at a public hearing
had constituted an interference with the applicant's right to
respect for his private life. It held that there had been a violation of
Article 8 of the Convention, noting in particular that the detalls in
issue were incapable of affecting the outcome of the litigation,
that the firstinstance court's request for information was
redundant, as the information was not “impertant for an inquiry,
pre-trial investigation or trial, and was thus unlawful for the
purposes of the Psychiatric Medical Assistance Act 2000,

Document text

nttp://hudoc.echr.coe inl/sites/eng/pages/search aspx?i=D02-
3281

Source

Factsheets of the European Court of Human Rights

Summary of Case Panteleyenko v. Ukraine

of the ECtHR with a link to its full text

11:56 A7 |

DOCUMENT CONTENT

Article 2
Definitions
For the purposes of this convention:

(a) "personal data’ means any information relating to an identified
or identifiable individual ("data subject’);

(b) "autemated data file' means any set of data undergoing
automatic processing;

(¢) “automatic processing’ includes the following operations if
carried out in whole or in part by automated means: storage of
data, carrying out of logical and/or arithmetical operations on
those data, their alteration, erasure, retrieval or dissemination;

(d) "controller of the file” means the natural or legal person, public
authority, agency or any other body who is competent according to
the national law to decide what should be the purpose of the
automated data file, which categories of personal data should be
stored and which operations should be applied to them

Previous Next

Text of Article 2 of Convention No. 108
12:09 il

Access control to premises and facilities

Access control to systems
4 v

Anonymisation
Y A

If personal data is made anonymous, it is anonymous data, i. e.
information that does not relate to an identified or identifiable
natural person.

Automated-decision making v

Binding corporate rules
R N

Rules adopted at the level of the group to which your
organization belongs and approved by a competent supervisory
authority of a EU Member State

Biometric data
v

Consent
v

... SMEDATAProject is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

“GDPR dictionary” section

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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Provides practical guidance on personal data
protection under the GDPR and how citizens
can exercise their rights

GDPR made simple ‘

Contact with National Data
Protection Authorities

Frequently asked questions ‘

il
Data Citizenship Programme (2014-2020)

“Guide for citizens” section

SMEDATA Project is funded by the EU's Rights, Equality and -

12:14 vin

RIGHTS FOR CITIZENS
Find out how your personal data is protected, the rights that help

you take back control of your data and what to do if things go
wrong.

How is my personal data protected?

How is data on my religious beliefs/sexual
orientation/health/political views protected?

Can personal data about children be collected?

Can my employer require me to give my consent to use my
personal data?

How should my consent be requested?

What happens if data | have shared is leaked?
My rights

What are my rights?

What information should | receive when | provide my personal
data?

How can | access my personal data held by a company /
organisation?

My data is incorrect, can | correct it?

Can | ask a company/erganisation to send me my personal data
so that | can use it somewhere else?

Can | ask a company/arganisation to stop processing my personal
data?

Gan | ask a company to delete my personal data?

Guide for citizens => GDPR made
simple => List of questions

1218 A7 |

WHAT ARE MY RIGHTS?

Answer
You have the right to:
information about the processing of your personal data;
obtain access to the personal data held about you;

ask for incarrect, inaccurate or incomplete personal data to
be corrected ;

request that personal data be erased when it's no longer
needed or if processing it is unlawful;

object to the processing of your personal data for
marketing purposes or on grounds relating to your
particular situation;

request the restriction of the processing of your personal
data in specific cases;

receive your personal data in a machine-readable format
and send it 1o anather controller (* data portability ');

request that decisions based on automated processing
cencerning you or significantly affecting you and based on
your personal data are made by natural persons, not only by
computers. You also have the right in this case to express
your point of view and to contest the decision.

To exercise your rights you should contact the company or
organisation processing your personal data, also known as the
controller. If the company/organisation has a Data Protection
Officer (DPOY) you may address your request to the DPO. The
company/organisation must respond to your requests without
undue delay and at the latest within 1 month. If the

Guide for citizens => GDPR made
simple => Answer to the question “What
are my rights?”

19 & vil 12:21 & A7 | 12:23 & vil

European Union

N\

European Data Protection Supervisor

Address: Rue Wiertz 60, 1047 Bruxelles/Brussel, Office: Rue
Montoyer 30, 6th floor

Tel: +32 2283 19 00

Fax:+32 2 283 19 50

Email: edps@edps.europa.eu

Website: http://www.edps.europa.eu

Austria
Belgium

Autorité de la protection des données (APD-GBA)
Address: Rue de la Presse 35, 1000 Bruxelles

Tel: 4322274 48 00

Fax:+32 2274 48 35

Email: contact@apd-gba.be

Website: https://www.autoriteprotectiondonnees.be

Bulgaria

Croatia

... SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Guide for citizens => Contact with
national DPAs

What is the right to data protection?
What is the right to be informed?

Is it possible to request a restriction of
processing?

Can | object to the processing of personal data
concerning me?

What is the right to erasure?

Do banks in Bulgaria have the right to copy or
scan my ID card?

In connection with an upcoming alumni meeting,
do | have the right to request from the local
municipality and/or the school/university | have
attended, personal data of my classmates?

Which measures can | undertake, if the controller
has violated my rights and unlawfully processed
my personal data?

In whirh ~racee narennal data niihlichina in

.. SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Guide for citizens => Frequently asked
questions

Is it possible to request a restriction of
processing?

The GDPR authorizes the data subjects to obtain limitation from
the contraller regarding the processing when:

- the accuracy of personal data is contested;

- the processing is unlawful and the data subject oppose the
erasure of the personal data and requests the restriction of their
use instead;

- the data must be kept for the exercise or defense of a right in
court;

- a decision is pending on the possible prevalence of the legitimate
reasons of the data controller with respect to those of the data
subject.

The controller can temporarily transfer the selected data to
another processing system, make the data inaccessible to users
or temporarily remove personal data.

Guide for citizens => Frequently asked
questions => Answer to the question “Is
it possible to request a restriction of
processing?”

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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Provides practical guidance on the obligations
placed on SMEs under the GDPR and how to
get GDPR-compliant

GDPR made simple J

j—g—h Decision support tools ‘

Contact with National Data
Protection Authorities

@ Frequently asked questions ‘

SMEDATA Project is funded by the EU's Rights, Equality and
Dala Cilizenship Programme (2014-2020)

“Guide for SMEs” section

1:39 A |

Shall my organisation maintain a record of
processing activities?

Shall my organisation communicate a personal
data breach to the data subjects?

Does my organisation need a Representative in
the Union?

Could my organisation perform an automated
individual decision-making which produces legal
effects concerning the data subject or similarly
significantly affects him or her?

Does my organisation acts as a Data Controller, a
Joint Controller or a Data Processor?

Does my organisation need a DPO?

Could my organisation, as employer, process the
data contained in the employee’s personal file?

... SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Guide for SMEs => Decision support
tools => List of tools

maintain a record of processing activities”

RULES FOR BUSINESS AND ORGANISATIONS
Find out what your organisation must do to comply with EU data

protection rules and learn how you can help citizens exercising
their rights under the regulation.

Application of the regulation
Who does the data protection law apply to?

Do the rules apply to SMEs?

Do the data protection rules apply to dala about a company?
Principles of the GDPR

What data can we process and under which conditions?
Purpose of data processing

How much data can be collected?

For how long can data be kept and is it necessary to update it?

What information must be given to individuals whose data is
collected?

Overview of principles

Public inistrations and data p

What are the main aspects of the General Data Protection
Regulation (GDPR) that a public administration should be aware
of?

How should requests from individuals be dealt with?

What if a public administration fails to comply with the data
protection rules?

Guide for SMEs => GDPR made
simple => List of questions

1:42 A7 |

Shall my organisation maintain a record of
processing activities?

Is your organisation employing fewer than 250
persons?

® Yes
No

=

Guide for SMEs => Decision support
tools => The tool “Shall my organisation

Communication with the user

=

WHO DOES THE DATA PROTECTION LAW APPLY TO?

Answer
The GDPR applies to:

1. a company or entity which processes personal data as part
of the activities of one of its branches established in the EU,
regardless of where the data is processed; or

2.a company established outside the EU and is offering
goods/services (paid or for free) or is monitoring the
behaviour of individuals in the EU.

If your company is a small and medium-sized enterprise (SME')
that processes personal data as described above you have to
comply with the GDPR. However, if processing personal data ism't
a core part of your business and your activity doesn't create risks
for individuals, then some obligations of the GDPR will not apply to
you (for example the appointment of a Data Protection Officer
('DPQ'")). Note that ‘core activities’ should include activities where
the processing of data forms an inextricable part of the
controller's or processor's activities.

Examples
When the regulation applies

Your company is a small, tertiary education company operating
online with an establishment based outside the EU. It targets
mainly Spanish and Portuguese language universities in the EU. It
offers free advice on a number of university courses and students
require a username and a password 1o access your online
material. Your company provides the said username and
password once the students fill out an enrolment form.

When the regulation does not apply

Guide for SMEs => GDPR made
simple => Answer to the question “Who
does the data protection law apply to?”

Shall my organisation maintain a record of
processing activities?

Shall my organisation maintain a record
of processing activities?

Your organisation shall maintain a record of
processing activities.

Prev

Guide for SMEs => Decision support
tools => The tool “Shall my organisation
maintain a record of processing
activities” => Answer

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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Is the appointment of a "data protection officer’
mandatory? What are the requirements that he
has to possess and the tasks he has to perform?

What do data protection by design and
protection by default mean?

Do | have to register my business company as a
personal data controller?

In which cases is my entity a “controller” and
in which “processor” in its relations with other
entities when processing personal data?

Does my company has the right to make a
copy of the driving license of drivers that were
employed and retain it?

What are the principles that the controller has to
follow when processing personal data?

What are the obligations for the data controller
in case of viclation of personal data protection
rules?

... SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

Guide for SMEs => GDPR made
simple => Frequently asked questions =>
List of questions

1:55 A 7 |
European Commission — Data Protection Dﬂ
European Data Protection Board Dﬂ
European Data Protection Supervisor D?I

European Union Agency for Fundamental Rights Al
— Data Protection D

Court of Justice of the EU - Case law Dﬂ
Commissicn for Personal Data Protection Al
(Bulgaria) - Practice D
Italian Data Protection Authority — Practice |:7]|
Organisation for Economic Co-operation and A
Development — Data Protection D
Council of Europe — Data Protection |:7]|
European Court of Human Rights — Data -2
Protection |:|

“Useful links” section

What are the principles that the controller has to
follow when processing personal data?

The General data protection regulation ( GDPR) sets out the
principles regulating the processing of personal data. These
principles are:

- Lawfulness, fairness and transparency

The lawfulness of the processing requires the consent of the data
subject or another of the five lawful basis indicated in arl. 6,
paragraph 1, of the GDPR; the processing must be fair, thus
guaranteeing to the entire community that the pracessing does not
put personal data at risk. The transparency principle imposes the
obligation on the data controller to take appropriate measures to
keep data subjects informed about how their data are used.

Purpose limitation

There can be no further processing of data that is not compatible
with the initial purpose, however, the GDPR provides for exceptions
to this rule for archiving in the public interest, for scientific or
historical research and for purposes statistics,

- Data minimisation

The data must be adequale, relevant and limited to what is
necessary with respect io the purposes for which they are
processed

- Data accuracy

The data must be accurate and, if necessary, updated

- Storage | imitation

The data must be kept in a form that allows the identification of
the parties concerned for a period of time not exceeding the
achievement of the purposes for which they are processed.

Guide for SMEs => GDPR made

simple => Frequently asked questions =>

Answer to the question “What are the

principles that the controller has to follow

when processing personal data?”

General Data Protection Regulation
Article 6

Article 12

Article 13

Public Sector Information Directive
CHAPTER Il

Article 4
CHAPTER IIl

Article 5

Passenger Name Record Directive
Article 6

Article 11

Article 13

l Reload bookmarks }

Dat Citizenship Programme (2014-2020)

“Bookmarks” section

'JUS SMEDATA Project is funded by the EU's Rights, Equality and -

Legal library

GDPR dicticnary

Guide for citizens

Guide for SMEs

&
=
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Useful links
Bookmarks
@ Saved documents
Search
pN
@ Settings
@ Help
@ About

Main menu of the Application

SYSTEM DOCUMENTS

Regulation (EU) 2018/1725 cf the European
Parliament and of the Council of 23

October 2018 on the protection of natural

persons with regard to the processing of ... Erase

Directive 2003/98/EC of the European

Parliament and of the Council of 17

November 2003 on the re-use of public

sector information Erase

Case C-136/17 : Judgment of the Court

(Grand Chamber) of 24 September 2019

(request for a preliminary ruling from the —
Conseil d'Etat — France) — GC, AF, BH, ED ... Erase

Guidelines on transparency under
Regulation 2016/679

Erase

Personal Data Protection Act

Erase

.2 SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

“Saved documents” section

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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Select language

brarapcku

English

Italiano

“Settings” section => Select language

12:30 L 7l |

Search in documents

Q. "sensitive data'| X

> 7 Ha 3a LA
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7123 (? @ BbArapcky 0

General search option => Search for
“sensitive data”

Help Content and navigation

The content of the App is separated in four main sections — Legal
library, GDPR dictionary, Guide for citizens, and Guide for SMEs. You
can access the main sections from the respective buttons on the
main screen or from the Main menu (available by clicking the
hamburger looks-like icon on the top left comner or by sliding the
screen from the left edge to the right). In each section,
except GDPR dictionary, you can access a number of subsections,
At any time, you can go to the previous screen by clicking the
arrow in the top left corner of the screen or return to the main
screen by clicking the Home icon on the top right corner.

Additional  important  functions of the App, such
as Bookmarks, Useful links and Saved documents, are accessible
from the Main menu.

Decuments  with @ complex hierarchical structure, such
as GDPR or other legislative instruments, can be browsed article
by article by clicking the "next” or "previous” hyperlinks at the
bottom of the page or from the Table of content, which is available
from the content icon or by sliding the screen from the left edge to
the right

Throughout the content of the GDPR, links to the relevant recitals
or articles as well as to similar articles of the repealed Data
Protection Directive are provided through respective buttons.

Searching content

You can search throughout the content of the App using the
search tool available in the Main menu located in the top left
corner of the screen or the by clicking the magnifying glass icon in
the top right corner. You can also make search queries in the text
of an opened document by clicking the magnifying glass in the top
right corner of the screen.

Bookmarks

You can create a list of content you want to read later by using

“Help” section

12:29 L 7 |

Search in documents

o

"sensitive data" X

Under what conditions can my company/
organisation process sensitive data?

Do the rules apply to SMEs?

How is data on my religious beliefs/sexual
orientation/health/political views protected?

Is it mandatory to carry
out a data protection impact assessment?

Does my company/organisation need to have a
Data Protection Officer (DP0)?

How should the special

categories of personal data and those relating
to criminal convictions be

treated?

What personal data is considered sensitive?

... SMEDATA Project is funded by the EU's Rights, Equality and
Data Citizenship Programme (2014-2020)

General search option => Search for
“sensitive data” => List of results

About this App

“GDPR in your pocket’ is a free mobile application developed
within ~ the framework of the SMEDATA Project (
hitps//smedata.eu/ ) co-funded by the “Rights, Equality and
Citizenship Programme” of the European Union. Its purpese is to
introduce the General Data Protection Regulation (GDPR) to
citizens and small and medium enterprises (SMEs) in an easy-lo-
use and easy-to-understand way, and to give them practical
knowledge and advice on their rights, respectively obligations
under the EU data protection law. The user interface and large
parts of the content are available in English, Italian and Bulgarian.

The application provides access to a variety of legal information
resources and guidance materials in the field of privacy and
personal data protection organised in two maih components -
Legal library and Advisory module

1) Legal library

The Legal library gives you access to a rich collection of legal
documents of the European Union and two EU Member States —
Bulgaria and Italy, as follows:

- Provisions of international and EU treaties related to privacy and
personal data protection

- Summaries of relevant cases of the European Court of Human
Rights

- EU legislation related to privacy and perscnal data protection
- Landmark cases of the EU's Court of Justice

- Guidelines of the European Data Protection Beard and the
European Data Protection Supervisor

- Bulaarian leaislation and selected cases of Bulaarian courts in
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Do the rules apply to SMEs?
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DO THE RULES APPLY TO SMES?

Answer

Yes, the ication of the data depends not
on the size of your companyforganisation but on the nature of
your ac s. Activities that present high risks for the individuals
rights and freedoms, whether they are carried out by an SME or by
a large corporation, trigger the application of maore stringent rules.
However, some of the obligations of the GDPR may not apply to all
SMEs.

For instance, companies with fewer than 250 employees don't
need to keep records of their processing activities unless
processing of personal data is a regular activity, poses a threat to
il * rights and freedoms, or concerns itive data or
criminal records.

Similarly, SMEs will only have 1o appaint a Data Protection Officer
if processing is their main business and it poses specific threats
to the individuals’ rights and freedoms (such as menitoring of
individuals or processing of sensitive data or criminal records) in
particular because it's done on a large scale.

General search option => Search for
“sensitive data” => Highlights of the
occurrences of the search term in a
document
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