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I. Introduction

This document provides a concise description of Deliverable 4.2 “Mobile application (beta version)”
of the SMEDATA project. By its very nature, Deliverable 4.2 is a software application (“app”) that
can be downloaded and installed on Android and iOS mobile devices by using the standard app stores
of Google LLC and Apple Inc.

The aim of the current document is to present briefly the beta version of the SMEDATA mobile
application (“the Application” or “the Mobile app” hereafter). The text descriptions of its content and
features are supplied with screenshots illustrating them.

1. Brief Presentation of the Beta Version of the Application

1. Public Access to the Application

The beta version of the Application “GDPR in Your Pocket” can be freely downloaded and installed
on mobile devices (smart phones or tablets) by its potential users from the application stores “Google
Play” — for Android devices, and “App Store” — for iOS devices. Both stores provide apps’ descriptions
and offer standard functionality that allows users to browse, search, download and update apps.

In addition, on SMEDATA website are published download links to the Application:

e Google Play Store — https://play.google.com/store/apps/details?id=com.ApisEurope.SmeData. Mobile
e Apple App Store — https://apps.apple.com/tc/app/gdpr-in-your-pocket/id1474950057

The pictures below illustrate the information about the Application “GDPR in Your Pocket” in both
app stores (the screenshots were taken in a browser on a stand-alone computer):

Mac ipad iPhene: watch i Music Support where 1o Buy > Google Play | a |
App Store Preview % fpps alegaries v Home P ew redease:
This s is oy vl e e Aps S o 08 dvices My apg

GDPR in your pocket i )
;,,.s;..-,-,pfn % GDPR in your pocket (Early
Access)

READ MORE

Shortly after the release of the beta version on the app stores, SMEDATA partners began presenting it
to participants in ongoing trainings under Work Package 2 of the project.
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2. Content

The purpose of the SMEDATA Mobile app is to provide free access to (1) relevant legal resources and
(2) expert advice in the field of personal data protection to citizens and SMEs. To this end, the project
plan envisaged the development of two modules — Library Module and Advisory Module.

The Library Module appears under the name “Legal library” in the beta version of the Mobile app,
whereas the Advisory Module is split into two main sections entitled “Guide for citizens” and “Guide
for SMEs”. “Legal library”, “Guide for citizens” and “Guide for SMEs” sections, together with “GDPR
dictionary”, which is a section of the Advisory Module as well, are accessible from the home page of
the Mobile app through four flat buttons. All these sections can be accessed also from the main menu
of the Application. In addition, the home page contains an introductory message above the four buttons
informing users that the Mobile app was developed by the SMEDATA project and that the aim of this
project is to ensure the highest degree of privacy and personal data protection through innovative tools
for citizens and SMEs. Following the visibility requirements for EU-funded projects, a statement that
the SMEDATA project is funded by the European Union’s Rights, Equality and Citizenship
Programme (2014-2020) is placed in the footer of the home page, enclosed by the EU emblem and the
project logo.

When the user launches the application, an introductory page with the project logo first appears and
then the application homepage is displayed, as shown on the following screenshots:
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The “Legal Library” section provides access to a rich collection of legal documents of the European
Union and two EU Member States — Bulgaria and Italy, in the field of personal data protection. It
consists of three subsections, based on the source of the documents, each of which is divided into other
subsections:

e European Union
o Legislation
o Case Law (of the EU’s Court of Justice)
o Guidelines
= European Data Protection Board
= European Data Protection Supervisor
e National acts

o Bulgaria
= Legislation
= Case Law
— Supreme Administrative Court
— Administrative Court Sofia-city
— Other courts
= Guidelines
— Opinions
— Guidelines
o ltaly
= Legislation
= Case Law
— Constitutional Court
— Supreme Court of Cassation
— Other courts
= Guidelines
— Opinions
— Guidelines

e International acts
o Treaties
o Case Law (of the European Court of Human Rights).

When the user opens a subsection that is last in the hierarchical structure, a list of legal documents
corresponding to the respective source appears. In some cases, the documents in such a list are
classified into several headings (rubrics). For instance, in “Legal library => European Union =>
Legislation” the user will find a list of relevant instruments of EU law related to personal data
protection classified under the following headings:

e Key Instruments — GDPR and Data Protection Law Enforcement Directive
e Treaties — TFEU, TEU and Charter of Fundamental Rights of the EU

e Other Instruments — such as Data Protection Regulation for EU Bodies, Directive on Privacy
and Electronic Communication, etc.

The SMEDATA Project is funded by the European Union’s
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e Schengen Acquis — Schengen Agreement, Schengen Border Code, etc.

e Adequacy decisions — a list of countries recognised by the European Commission as providing
adequate level of data protection, with links to the so-called adequacy decisions

e Repealed Instruments — Data Protection Directive, Data Retention Directive and Council
Framework Decision 2008/977/JHA.

The screenshots below illustrate some of the subsections of the “Legal library” section and the lists of

documents contained therein.

2:52 vin

Provides access to EU's, national (Bulgaria and
Italy) and international legal acts in the field of
personal data protection

[ B European Union

‘ '~ National acts

‘ @ International acts
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CASE LAW GUIDELINES

Key Instruments

@ General Data Protection Regulation

Data Protection Law Enforcement Directive

Treaty on the Functicning of the European
Union (consolidated version)

@ THE TREATY ON EUROPEAN UNION

(consolidated version)

@ CHARTER OF FUNDAMENTAL RIGHTS OF THE
EUROPEAN UNION (2016/C 202/02)

Other Instruments
ﬁ Data Protection Regulation for EU Bodies

Sty  SMEDATAProject s funded by the EU's Rights, quaity
and Citizenship Programme (2014-2020)
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CASE LAW GUIDELINES

Key Instruments

Constitution of the Republic of Bulgaria

Personal Data Protection Act

3AKOH 3a enekTpOHHWTE CHOBLLEHNA

MPABUNHWK 3a peitHocTTa Ha KoMucKaTa
38 3alnTa Ha NUYHUTE JaHHW U Ha HeWHaTa
agMUHUCTpaLuA

WHCTPYKLUMA N2 1 oT 21.12.2016T. 38
0BCTORTENCTBATA, NPU KOUTO NPEArnpUATHATA,
NpefocTaBALM 06LLECTBEHN ENEKTPOHHK
CHOBLUTENHK YCNYTH, YBEAOMABAT
NOTPEBUTENUTE 3a HAPYLLEHUSA HA CUIYPHOCTTa
Ha NUUHKUTe faHHK, opMaTa U HauWHa Ha
YBEOMABAHETO

B &8 dA8

Other Instruments
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{ Other courts }
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CASE LAW

Convention for the Protection of Individuals
with Regard to Automatic Processing of
Personal Data

Universal Declaration of Human Rights
International Covenant on Civil and Political
Rights

Guidelines for the Regulation of Computerized
Personal Data Files

Convention on the Rights of the Child
Convention for the Protection of Human Rights

and Fundamental Freedoms, as amended by
Protocols Ne. 11 and No. 14
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FOR THE PROTECTION OF PRIVACY ON THE
INTERNET GUIDELINES FOR THE PROTECTION
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The “Guide for citizens” section provides practical guidance on personal data protection under the
GDPR with focus on how citizens as data subjects can exercise their rights guaranteed by the
Regulation. It is split into three subsections:

e GDPR made simple —a guide explaining in a comprehensible, easy to understand way the rights
of individuals as data subjects. The content of this subsection reproduces the guidelines “Rights
for Citizens” of the European Commission published on the webpage dedicated to the 2018
reform of the EU data protection rules!;

e Contact with national data protection authorities — a list of DPAs in EU Member States with

their contact details;

e Frequently asked questions — a list of questions concerning the rights of data subjects and the
answers to them with answers provided by the Bulgarian and Italian DPAs based on their

experience.

The screenshots below illustrate some of the subsections of the “Guide for citizens” section, the lists
of documents contained therein and the content of some of the documents.

1 https://ec.europa.eu/info/law/law-topic/data-protection/reform/rights-citizens_en
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Provides practical guidance on personal data
protection under the GDPR and how citizens
can exercise their rights

GDPR made simple

Contact with National Data
Protection Authorities

@ Frequently asked questions
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European Union
Sy : A

European Data Protection Supervisor

Address: Rue Wiertz 60, 1047 Bruxelles/Brussel, Office: Rue
Montoyer 30, 6th floor

Tel: +32 2 283 19 00

Fax: +32 2 283 19 50

Email: edps@edps.europa.eu

Website: http://www.edps.europa.eu

Austria
Belgium

Autorité de la protection des données (APD-GBA)
Address: Rue de la Presse 35, 1000 Bruxelles

Tel +32 2274 48 00

Fax: +32 2 274 48 35

Email: contact@apd-gba.be

Website: https://www.autoriteprotectiondonnees.be

Bulgaria

Croatia

. SMEDATA Project is funded by the EU's Rights, Equality
Data and Citizenship Programme {2014-2020)

Rights for citizens

Find out how your persenal data is protected, the rights that help you
take back control of your data and what to do if things go wrong.

How is my personal data protected?

How is data on my religious beliefs/sexual orientation/health/political
views protected?

Can personal data about children be collected?

data?

How should my consent be d?

What happens if data | have shared is leaked?

My rights
What are my rights?

What information should | receive when | provide my_personal data?

My data is incorrect, can | correct it?

Can | ask a company/o
that | can use it somewhere else?

to send me my personal data so

data?

Can | ask a company to delete my personal data?

When should | exercise my right to restriction of ing_of my
personal data?

Can | be subject to automated individual decision-making, including
profiling?

What is the right to data protection?
What is the right to be informed?

Is it possible to request a restriction of
processing?

Can | object to the processing of personal data
concerning me?

What is the right to erasure?

Do banks in Bulgaria have the right to copy or
scan my ID card?

In connection with an upcoming alumni meeting,
do | have the right to request from the local
municipality and/or the school/university | have
attended, personal data of my classmates?

Which measures can | undertake, if the controller
has violated my rights and unlawfully processed
my personal data?

In whirh racae narennal data nuhlichina in

. SMEDATA Project is funded by the EU's Rights, Equality
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My data is incorrect, can | correct it?

Page Contents

» Answer

. Example

» References
Answer
If you believe that your personal data might be incorrect, incomplete
or inaccurate you can ask the company or organisation to correct your
data. They must do so without undue delay (in principle within 1
month) or justify in writing why the request cannoct be accepted
Example
A credit bureau processes information provided by your former
landlord whereby it is stated that you owe him 3 months’ rent. You
have just won a legal dispute and his claim for the 3 menths' rent was
ruled to be unfounded. You may ask the credit bureau to correct the
data it holds about you so that you aren't put at a disadvantage in the
future when credit requests are processed.
References

- Articles 12, 16,19 and 23 and Recital (65)_of the GDPR

Can | object to the processing of personal data c...

The right to object is governed by the GDPR in art. 21, which
establishes that the person concerned can exercise the right to ebject
on grounds relating to his or her particular situation, unless the
processing is necessary for the execution of a task of public interest ,
is carried out for scientific or historical research purposes or for
statistical purposes, is connected to the exercise of public powers
vested in the data controller or the controller has compelling
legitimate grounds for the processing which override the interests,
rights and freedoms of the person concerned , even when in the
context of such processing is provided profiling.

If, on the other hand, the processing is aimed at direct marketing
activities, including profiling, the person concerned may object at any
time.

In the first case, the person concerned can object anly by giving
reasons for his decision, while in the second s/he is not obliged to
justify the exercise of the right to object.

The result of the acceptance of an objection is that the data controller
cannot process the data in question. The processing operations
carried out on the data of the person concerned before the objection,
however, remain legitimate.

The “Guide for SMES” section provides practical guidance on the obligations placed on SMEs under
the GDPR with focus how small and medium businesses can get GDPR compliant. It is split into four

subsections:

e GDPR made simple —a guide providing an easily understandable practice-oriented information
to SME owners and representatives, which enables them to familiarise themselves with the
requirements of the new data protection legislation and helps them to bring their business in

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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line with the Regulation. The content of this subsection reproduces the guidelines “Rights for
Business and Organisations” of the European Commission published on the webpage dedicated
to the 2018 reform of the EU data protection rules?;

e Decision support tools — a set of 7 tools assisting SME owners and representatives to find
evidence-based solutions of key issues related to data protection. Each tool offers a simplified
“Question & Answer” wizard interface for solving a specific practical problem (e.g. “Does my
organisation need a DPO?”, “Shall my organisation maintain a record of processing activities?”,
etc.) based on a step-by-step interaction with the user;

e Contact with national data protection authorities — a list of DPAs in EU Member States with
their contact details;

e Frequently asked questions — a list of questions concerning the obligations of SMEs as
controllers and/or processors and the answers to them provided by the Bulgarian and Italian
DPAs based on their experience.

The screenshots below illustrate some of the subsections of the “Guide for SMES” section, the lists of
documents contained therein and the content of some of the documents.

Rules for business and organisations
Does my organisation acts as a Data Controller, a

Find out what your organisation must do to comply with EU data o
Joint Controller or a Data Processor?

protection rules and learn how you can help citizens exercising their
rights under the regulation,

Provides practical guidance on the obligations
placed on SMEs under the GDPR and how to
get GDPR-compliant

B2 ©DPRmade simple

it Decision support tools

— Contact with National Data
‘; Protection Authorities

|
|
|

@ Frequently asked questions

. SMEDATA Project is funded by the EU's Rights, Equality
Data and Citizenship Programme (2014-2020)

Application of the regulation

Who does the data ion law apply to?

Do the rules apply to SMEs?

Do the data protection rules apply to data about a company?

Principles of the GDPR

What data can we process and under which conditions?

Purpose of data processing

How much data can be collected?

For how long can data be kept and is it necessary to update it?

What _information must be given to individuals whose data is

collected?

Overview of principles

Public admini

and data pi

What are the main aspects of the General Data Protection Regulation
(GDPR) that a public administration should be aware of?

How should requests from individuals be dealt with?

What if a public administration fails to comply with the data
protection rules?

Legal grounds for processing data

Grounds for pracessing

Does my organisation need a DPO?

Could my organisation, as employer, process the
data contained in the employee's personal file?

Shall my organisation maintain a record of
processing activities?

Shall my organisation cemmunicate a personal
data breach to the data subjects?

Does my organisation need a Representative in
the Union?

Could my organisation perform an automated
individual decision-making which produces legal
effects concerning the data subject or similarly
significantly affects him or her?

.- SMEDATA Project is funded by the EU's Rights, Equality
Data and Citizenship Programme (2014-2020)

2 https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations_en
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Does my organisation need a DPO?

Yes
® No

‘ Prev

Does your organisation carry out processing
operations which require regular and systematic
monitoring of data subjects on a large scale?

[ ]

Does my organisation need a DPO?

Does my organisation need a DPO?

Your organisation is obliged to appoint a DPO.

‘ Prev

|s the appointment of a “data protection officer”
mandatory? What are the requirements that he
has to possess and the tasks he has to perform?

What do data protection by design and
protection by default mean?

Do | have to register my business company as a
personal data controller?

In which cases is my entity a “controller” and
in which “processor” in its relations with other
entities when processing personal data?

Does my company has the right to make a
copy of the driving license of drivers that were
employed and retain it?

What are the principles that the controller has to
follow when processing personal data?

What are the obligations for the data controller
in case of violation of personal data protection
rules?

- SMEDATA Project is funded by the EU's Rights, Equality

Data and Citizenship Programme (2014-2020)

The “GDPR Dictionary” section provides a list of key terms and legal concepts related to personal
data protection with brief explanations of their meaning.

Apart from the four main sections available through the buttons on the home screen, the Mobile app
offers access to three additional sections from the main menu of the application:

o Useful links — a list of links to the web pages of key institutions in the field of personal data
protection in the EU, Bulgaria and Italy and to some of the most important content resources
provided by them;

e Help —a document explaining in brief the functionality of the Mobile app (the full text of this
document is provided in the Appendix);

e About — a document consisting of three parts:

o About this app — provides concise information about the SMEDATA project (a link to
the project website is also provided) and description of the content of the Application;

o Privacy statement — disclose what information and why is collected by the Mobile app;

o Disclaimer — a statement denying responsibility of SMEDATA consortium members
intended to prevent civil liability for using the Application outside the scope of its
primary goal to serve as a guidance tool for informational purposes only.

The screenshots below illustrate parts of the content of “GDPR dictionary”, “Useful links”, “Help” and

“About” sections and how they can be accessed from the main menu.

The SMEDATA Project is funded by the European Union’s
Rights, Equality and Citizenship Programme (2014-2020)
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Legal library

GDPR dictionary

Guide for citizens

e

)

B

Guide for SMEs

Useful links

Bookmarks

1R | D

Saved documents

(Y]

@\ Search
t{:(:)} Settings
@ Help
® About

Content and navigation

The content of the App is separated in four main sections - Legal
library, GDPR dictionary, Guide for citizens, and Guide for SMEs. You
can access the main sections from the respective buttons on the
main screen or from the Main menu (available by clicking the
hamburger looks-like icon on the top left corner or by sliding the
screen from the left edge to the right). In each section,
except GDPR dictionary, you can access a number of subsections. At
any time, you can go 1o the previous screen by clicking the arrow in
the top left comer of the screen or return to the main screen by
clicking the Home icon an the tap right corner.

Additional important functions of the App, such as Bookmarks, Useful
links and Saved documents, are accessible from the Main menu.

Documents with a complex hierarchical structure, such as GDPR or
other legislative instruments, can be browsed article by article by
clicking the “next” or "previous” hyperlinks at the bottom of the page
or from the Table of content, which is available from the content icon
or by sliding the screen from the left edge to the right.

Throughout the content of the GDPR, links to the relevant recitals or
articles as well as to similar articles of the repealed Data Protection
Directive are provided through respective buttons.

Searching content

You can search throughout the content of the App using the search
tool available in the Main menu located in the top left corner of the
screen or the by clicking the magnifying glass icon in the top right
corner. You can also make search queries in the text of an opened
document by clicking the magnifying glass in the top right corner of
the screen.

Bookmarks

You can create a list of content you want to read later by using
bookmarks. To bookmark a piece of content (e.g. a particular article
of GOPR), open the respective document and click the bookmark icon
an the right side of the Table of content. The list of bookmarks is

3. Functionality

Access control to systems

v

Access control to premises and facilities v
Automated-decision makin

u isi ing A

Processing that aims at taking decisions on data subjects
praducing "legal effects concerning the natural person” or
which “"similarly significantly affects the natural person”

For example, the processing may lead to the exclusion or
discrimination against individuals (you refuse to deliver the
service). Processing with little or no effect on individuals does
not match this specific criterion.

Anonymisation
Y A

If personal data is made anonymous, it is anonymous data, i. e
information that does not relate to an identified or identifiable
natural person

Bindi te rul
inding corporate rules v

Bi tric dat.
iometric data v

= SMEDATA Project is funded by the EU's Rights, Equality
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About this App

“GDPR in your pocket” is a free mobile application developed within
the framework of the SMEDATA Project ( https://smedata.eu/ ) co-
funded by the "Rights, Equality and Citizenship Programme” of the
European Union. Its purpose is to introduce the General Data
Protection Regulation (GDPR) to citizens and small and medium
enterprises (SMEs) in an easy-to-use and easy-to-understand way, and
to give them practical knowledge and advice on their rights,
respectively obligations under the EU data protection law. The user
interface and large parts of the content are available in English, Italian
and Bulgarian,

The application provides access to a variety of legal information
resources and guidance materials in the field of privacy and personal
data protection organised in two main components - Legal library
and Advisory module

1) Legal library

The Legal library gives you access to a rich collection of legal
documents of the European Union and two EU Member States —
Bulgaria and Italy, as follows:

Provisions of international and EU treaties related to privacy and
personal data protection

Summaries of relevant cases of the European Court of Human
Rights

EU legislation related to privacy and personal data protection
- Landmark cases of the EU's Court of Justice

Guidelines of the European Data Protection Board and the European
Data Protection Supervisor

- Bulgarian legislation and selected cases of Bulgarian courts in the
field of privacy and personal data protection

Italian legislation and selected cases of Italian courts in the field of

4:42 vain

European Commission - Data Protection

European Data Protection Board

European Data Protection Supervisor

European Union Agency for Fundamental Rights
Data Protection

Court of Justice of the EU — Case law

Commission for Perscnal Data Protection
(Bulgaria) - Practice

Italian Data Protection Authority — Practice

Organisation for Economic Co-operation and
Development — Data Protection

Council of Europe — Data Protection

European Court of Human Rights — Data
Protection

BV EV EV Vg KV VR EV BV BV RN

2) Advisory module

The Advisory moduleprovides practical guidance on GDPR rules to
citizens and SMEs. It comprises the following components:

- BDPR made simple - a needtoknow guide explaining in a
comprehensible, easy to understand way the rights of individuals and
obligations placed on organisations;

- Decigion suppert tools - help representatives of SMEs to find
evidence-based solutions of key issues related to data protection.
They offer a simplified ‘Q&A° wizard interface to solve practical
problems (e.g. “Does my organisation need a DPO?", “Shall my
organization maintain a record of processing activities?”, etc.) based
on a step-by-step interaction with the user;

- Frequently asked questions — gives answers 1o typical questions of
citizens and SMEs based on the experience gained in the guestions
and answers procedures set up by the Bulgarian and ltalian data
protection authorities;

GDPR dictionary — a glossary of legal terms and definitions
introduced by GDPR,

You can search throughout the content of the application using the
search taol available in the Main menu (global search feature). You
can also make search queries in the text of opened documents (local
search feature)

Additionally, the application offers you:

- An option to bookmark pieces of content (e.g. articles of GDPR) you
want to read later

An option to save locally in the disk memory of your device the text
of preferred documents, which allows you to access their content in
offline mode

Privacy statement

This Privacy statement discloses what infermation is collected

With regard to functionality, the main goal of the SMEDATA Mobile app is to provide a simple user
interface helping users to explore its content resources quickly and intuitively, and enabling them easily
to find the needed information or advice without much time or effort. To achieve this, the Mobile app
offers a variety of functions and features:

e Multilingual interface and content in English, Bulgarian and Italian;
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e Means for quick and easy navigation across content sections, lists of documents and tables of
content of structured legal documents;

e Means for using cross-references and citations between legal documents with some additional
special features for exploring semantic links between the recitals and articles of the GDPR as
well as between the provisions of the GDPR and those of the repealed Data Protection
Directive;

e Global search in the Mobile app’s database content;

e Local search within the text of an open document;

e Option to bookmark documents or structural elements (articles) of legal documents;

e Option to save documents on the disk memory of user’s device in order to be able to read its
content without having an active internet connection.

Here we present more precisely only the features related to the content navigation and the use of
semantic links when reading the text of the GDPR. All other above listed features are described in
detail in section “Help” of the Mobile app, which is attached in the Appendix to this document.
Comprehensive specification of the functionality of the Application is provided also with Deliverable
4.1 of the SMEDATA project (see next section).

When the user opens the GDPR on the top of the list of EU legislation in section “Legal library =>
European Union”, s/he is able to jump quickly to the desired provision by using the table of content.
The GDPR provisions (and the provisions of all other legislative instruments as well) are made
available as separate structural units, which can be read sequentially by clicking the “Next” or
“Previous” buttons placed at the bottom of each provision. For each structural element of a GDPR
article that is semantically linked to one or more recitals of the GDPR or one or more corresponding
articles of the repealed Data Protection Directive is provided a blue button that enables users to consult
immediately the text of the semantically linked provision by stretching its text under the button. The
following screenshots illustrate these important features of the Mobile app:

SELECTED ENTRY DOCUMENT CONTENT DOCUMENT CONTENT
i : Article 2 Article 2
Regulation (EU) 2016/679 of the European Parli...
MATERIAL SCOPE MATERIAL SCOPE
i 1. This Regulation applies to the processing of personal data wholly 1. This Regulation applies to the processing of personal data wholly
Title This Regul: | h f | d heoll This Regul: I h f | di holl:
ar partly by automated means and to the processing other than by or partly by automated means and to the processing other than by
automated means of personal data which form part of a filing system automated means of personal data which form part of a filing system
Recitals 1-6 m or are intended to form part of a filing system. or are intended to form part of a filing system
m 95/46/EC
CHAPTER | - )
S - (15) In order to prevent creating a serious risk of Article 3
General provisions . - ?
circumvention, the protection of natural persons Scope
Article 1 should be technologically neutral and should not
Subject-matter and objectives depend on the techniques used. The protection of 1. This Directive shall apply to the processing of personal data wholly

or partly by automatic means, and to the processing otherwise than

natural persons should apply to the processing of by automatic means of personal data which form part of a filing
personal data by automated means, as well as to system or are intended to form part of a filing systern.
manual processing, if the personal data are

2. This Directive shall not apply to the processing of personal data:

contained or are intended to be contained in a

Article 3 filing system. Files or sets of files, as well as their - in the course of an activity which falls outside the scope of
Territorial scope cover pages, which are not structured according to Communiy law, such as those provided for by Titles V and VI of the
speciﬂc criteria should not fall within the scope of Treaty on European Union and in any case to processing operations
Article 4 N X concerning public security, defence, Stale security (including the
this Regulation. economic well-being of the State when the processing operation
Definitions relates 1o State security matters) and the activities af the State in
areas of criminal law,
CHAPTER Il
Principles - by a natural persen in the course of a purely personal or household
Article 3 activity.
Article 5
Scope .
Principles relating to processing of personal u 2. This Regulation does not apply ta the processing of personal data
1. This Directive shall apply to the processing of personal data wholly

data

ar iartli bi automatic means, and to the imcessmi otherwise than
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Help#_Appendix:_

4. Architecture and Technical Specifications

Detailed specifications of the overall architecture of the mobile application, the software and hardware
requirements for its implementation, the content scope and structure of its modules, and the system
functionality and features are provided in Deliverable 4.1 “System Requirements, Specifications and
Architecture Documentation”. The text of this deliverable is uploaded in the “Continuous reporting”
section of the SMEDATA project in the Funding & Tenders Portal® of the European Commission.

5. Source Code

4.1. Authorship and OSS License

The beta version of the SMEDATA mobile application was developed as an open-source software
(OSS) by Apis Europa in its capacity of a technological partner in the SMEDATA consortium. The
development process is part of Activity 4.2 in Work package 4 of SMEDATA project funded by the
European Union’s Rights, Equality and Citizenship Programme (2014-2020). The source code of the
mobile application is made publicly available under the European Union Public Licence (EUPL,
v. 1.1)4

Unless required by applicable law, software distributed under this license is provided on an "AS IS"
basis, without warranties or conditions of any kind, either expressly or implied.

4.2. Publication in GitHub

The source code of the SMEDATA mobile application is publicly available on the software
development platform GitHub at the following address:

https://github.com/apis-bulgaria/SmeData-Project

3 https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/home
4 The “European Union Public Licence” (EUPL) is the first European Free/Open Source Software licence created on the initiative of

the European Commission. Its text is approved by the European Commission in 22 official languages of the EU and published on the
Joinup platform: https://joinup.ec.europa.eu/collection/eupl/eupl-text-11-12.
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Appendix: “Help” Section

Content and navigation

The content of the App is separated in four main sections — Legal library, GDPR dictionary, Guide for
citizens, and Guide for SMEs. You can access the main sections from the respective buttons on the
main screen or from the Main menu (available by clicking the hamburger looks-like icon on the top
left corner or by sliding the screen from the left edge to the right). In each section, except GDPR
dictionary, you can access a number of subsections. At any time, you can go to the previous screen by
clicking the arrow in the top left corner of the screen or return to the main screen by clicking the Home
icon on the top right corner.

Additional important functions of the App, such as Bookmarks, Useful links and Saved documents, are
accessible from the Main menu.

Documents with a complex hierarchical structure, such as GDPR or other legislative instruments, can
be browsed article by article by clicking the “next” or “previous” hyperlinks at the bottom of the page
or from the Table of content, which is available from the content icon or by sliding the screen from the
left edge to the right.

Throughout the content of the GDPR, links to the relevant recitals or articles as well as to similar
articles of the repealed Data Protection Directive are provided through respective buttons.

Searching content

You can search throughout the content of the App using the search tool available in the Main menu
located in the top left corner of the screen or the by clicking the magnifying glass icon in the top right
corner. You can also make search queries in the text of an opened document by clicking the magnifying
glass in the top right corner of the screen.

Bookmarks

You can create a list of content you want to read later by using bookmarks. To bookmark a piece of
content (e.g. a particular article of GDPR), open the respective document and click the bookmark icon
on the right side of the Table of content. The list of bookmarks is available from the Main menu =>
Bookmarks.

Saved documents

Most documents in the Legal library of the mobile app are accessible only when an Internet connection
is established since their content has to be downloaded. If you would like to have access to the content
of a particular document even when you are offline, then you can click on the “Save document™ icon
in order to save its content on the disk memory of your device. To find the list of all documents that
were saved locally, open the Main menu located in the top left corner of the screen and click on Saved
documents. When launching the mobile app, it checks whether there are subsequent changes in the
content of the legal documents saved by you. If so, you will receive a message to re-download the
content of the changed documents.
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Switching languages

The App is available in three interface languages — English, Italian and Bulgarian. You can change the
interface language by opening the Main menu located in the top left corner of the screen, clicking the
Settings button and selecting the preferred language.

NOTE: There are some variations in the content depending on the language you choose.
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