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II.

List of abbreviations used

APIS
Consortium
CPDP
ECHR
ECJ
EWLA – BG
GDPR

GPDPIT
Participants
Partners
SUB
SME
SMEDATA Project / Project
Survey

Target Group

Training Module
Training Section
UNIROMA3

APIS Europa
Association of the partners as described
hereunder
Commission for Personal Data Protection
(Комисия за защита на личните данни)
European Court of Human Rights
European Court of Justice
European Women Lawyers Association
Bulgaria
Regulation (EU) 2016/679 of the European
Parliament
and
of
the
Council
of 27 April 2016 on the protection of natural
persons
with
regard
to
the
processing of personal data and on the free
movement
of
such
data,
and
repealing Directive 95/46/EC (General Data
Protection Regulation)
Garante per la Protezione dei Dati Personali
Participants in training exercises
CPDP, APIS, SAJUZ, EY, EWLA – BG,
GDPIT, UNIROMA3
The Union of Bulgarian Jurists (Съюз на
българските юристи)
Small and medium enterprises
The SMEDATA project developed by the
Consortium members
Survey of the training and awareness raising
needs for SMEs and legal professionals
under Work Package 2 of the project
Micro, small and medium-sized enterprises
(SMEs)
and
legal
professionals
working with SMEs
The trainings’ four training modules
The training sections into which the training
modules are divided
Università degli Studi Roma Tre
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III.

Summary of the Training Methodology

The organization and delivery of 24 regional awareness raising events (12 in Bulgaria and 12 in
Italy) will be split equally between the two target groups – SMEs and legal professionals at SMEs.
The expected number of participants to be reached within the 24 training events is 1600. Each
training event is planned to last 8 hours, including one-hour lunch break, usually between 9 a.m.
and 5 p.m. Half of the Training Sections will take place in the morning, including a 30-minute
coffee-break, and the other half, again including a 30-minute coffee-break, would be in the
afternoon. These forums will be used as major dissemination and communication tools, for which
organization the Partners will send several thousand invitations to potential Participants.
The Training Sections reflect the gaps and needs identified throughout the Respondents’ replies to
the Survey questions. The Partners have agreed these modules would provide Participants with the
necessary awareness, knowledge and skills to implement the requirements of the GPDR in their
business activities and daily operations. It has been further agreed on by the Partners that the
training course would be divided into nine Training Sections aimed at a wide range of SMEs active
in different fields and their legal professionals.
Each of the nine Training Sections would last approximately 45 minutes and would be followed
by a short Q&A session, which will provide Participants with the opportunity to discuss data
privacy issues of interest to them with the trainers. During these short Q&A sessions the content
presented beforehand would be put in practical 24 terms through the sharing of particular situations
in the daily operations of SMEs which require the processing of personal data. Trainers would
consequently share their experience in the capacity of data privacy professionals.
Information about practical issues and case studies, exercises, etc. will be provided to all
Participants. Electronic copies of the case studies’ summary, presentation slides and the schedule
of the seminars to be organized by the Partners will be published on a designated section of the
Project’s website.
To ensure adequate and comprehensive regional coverage, an opportunity for representatives of
SMEs from marginal areas to attend the events will be provided. The partners plan to organize
events in the following cities in Bulgaria and Italy.
• Training the trainers
Locations in Bulgaria: Two events will be organized in Sofia. The duration of each event will be
two days.
Locations in Italy: Two events will be organized in Rome. The duration of each event will be two
days.
In each location, one of the events will be dedicated to SMEs and their associations. The other
event will be tailored for legal professionals working with SMEs and their organizations.
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• Awareness Trainings for SMEs and legal professionals working with SMEs
Locations in Bulgaria: Two events will be organized in Sofia, Plovdiv, Varna and Burgas. One
event will be organized in Pleven, Vratsa, Veliko Tarnovo and Blagoevgrad. The duration of each
event will be one day.
Locations in Italy: Two events will be organized in Rome, Cosenza and Genova and one event in
Florence, Salerno and Milan. The duration of each event will be one day.
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IV.

Educational Methods

The content of the training will be brought to the attention of the Participants via a comprehensive
PowerPoint presentation which would consist of the Training Modules as described hereunder. At
least two experienced trainers (including certified privacy professionals CIPP/ E, attorneys-at-law
with experience as barristers and members of the DPAs – members of the Consortium) will present
the content of training during each event. The Training Modules will be allocated amongst the
trainers based on their experience and expertise in the specific data protection aspects.
Each Training Module will be presented uninterrupted by questions from the Participants.
However, at the end of each Training Module, Participants will be allowed to ask questions related
to the content of the particular Training Module. In case the time provided for questions from the
Participants turns out to be insufficient or the trainers are unable to answer immediately, a followup Q&A section will be placed on SMEDATA‘s designated website.
Practical examples will be provided during the presentations and national and EU case-law practice
will be cited where appropriate.
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V.

Assessment Techniques

a. Learner pre-course assessment
In order to identify, gather and assess the needs regarding the understanding and the application of
the GDPR among the two Target Groups, a survey in the form of an online questionnaire has been
made available to the public. The questionnaire included 10 multiple answer questions that
contained:
- General information: Information on the participant – profile (SME or legal professional
working with a SME), field of operation (e.g. agriculture, forestry and fishing, mining,
manufacturing, electricity, etc.), territory of operation (Bulgaria, Italy, the EU, EEA, and
third counties), and whether the company is a part of group of undertakings.
- Questionnaire on the needs in terms of GDPR application (e.g. type of personal data
processed, grounds and purposes of processing personal data, etc.)
- Annex: Glossary for the Survey - An explanation of terminology to assist survey
participants.
The electronic format survey was prepared and launched in three languages: English, Bulgarian
and Italian.
The survey was conducted in the period March 2019 – April 2019. The online questionnaire was
accessible on the website of the SMEDATA project (http://smedata.eu). Links to the survey were
distributed on various communication channels: public announcements via Partners’ websites and
social media (LinkedIn, Facebook). The Project Partners also shared the link with partners and
clients within the target groups to reach broader audience.
In total, the answers given are 622 being summarized as follows:
- 32 respondents filled in the English version of the questionnaire;
- 311 respondents filled in the Bulgarian version of the questionnaire;
- 279 respondents filled in the Italian version of the questionnaire.
The Consortium reviewed in detail the findings from the Survey to consider the creation of tailormade trainings that reflect the needs of the Target Groups. The key elements that were taken into
consideration during this step were:
 To what extent the representatives of the Target Groups are informed and aware of the new
GDPR requirements and the way they impact them;
 What specific areas of the GDPR and the new personal data protection framework are of a
particular interest to them

b. Learner post-course assessment
The Consortium considers the evaluation of the effectiveness of the training program to be of
crucial importance for the success of the SMEDATA project. For this purpose, knowledge
assessment to confirm the participants’ understanding of the information covered during training
will be undertaken. Adjustments to the courses and instructional techniques will be made
throughout trainings based on the evaluation.
7

Training evaluation to assess the training’s content and presentation will be further undertaken.
This would include feedback on the training course, trainers, materials, and knowledge and
performance assessments that gauge the level of mastery of course content.
The main focus of the post-course assessment would be to ascertain whether the overall outcomes
of the trainings have been achieved and to evaluate their European aspects. The evaluation will
help the Partners to determine what made the actions successful or find the errors in the needs
assessment, for example, an important gap or insufficient allocation of resources.
The objectives of the evaluation phase are to:
- evaluate the effectiveness of the activities
- compare planned costs and benefits with actual costs and benefits
- capture and document any lessons learned - identifying particular aspects of the project either
positively or negatively.

8

VI.

Participants

The trainings are aimed at two main groups – micro, small and medium enterprises (SMEs) and
legal professionals working with SMEs as well as a subsidiary one – citizens in their role of data
subjects. The choice of Target Groups has been based on analysis and researches which indicated
that SMEs have neither contingency reserves, nor prepared work force for dealing with such
enormous change as the application of the new EU data protection rules, Concurrently, SMEs play
a profound role in the economic development in all EU Member States. The greatest number of
workers are employees of the SME entities.
The second large group of participants are legal professionals dealing with data protection issues
in the context of SMEs, for example in the fields of contract law, company law and administrative
law. The representatives of this group play the key role of implementing legal requirements into
legitimate practical measures and procedures aimed at achieving compliance with the new
regulatory framework. Their various kinds of activities create the necessary environment for the
lawful implementation of GDPR provisions. Collaboration between them and the national data
authorities is of great importance for ensuring compliance with the GDPR requirements. In
addition, most of the legal practitioners are more or less representatives of the biggest group of
legal entities, namely small and medium enterprises.
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VII. Training Modules
3.1. The concept of “personal data”
The GDPR provides for a comprehensive definition of personal data which is not fully covered by
the public’s widely popular understanding of personal data. Considering this, in order to explore
further the requirements of the GDPR, it is noteworthy to discuss the concept of personal data and
its application in our daily lives and business activities. This Training Section provides Participants
with practical examples which would assist them in differentiating between personal and nonidentifiable data.
Furthermore, this Training Section discusses the different types of special categories of personal
data and the ways they differ from other personal data. The importance of preserving the
confidentiality of such special categories of personal data is stressed and the restrictive nature of
such data’s processing is explained. In addition, processing of personal data relating to criminal
convictions and offences is dwelled on.

3.2. Provision of information to the data subjects
This Training Section discusses the principle of transparency enshrined in the GDPR. It elaborates
on the personal data controllers’ obligation to provide the data subjects whose personal data is
processed with a comprehensive privacy notice. In addition, it explains the form and content of
privacy notices under the GDPR as well as the different elements of transparency, i.e. conciseness,
intelligibility, easy access, clarity in the language used. The timing of delivering privacy notices
to personal data subjects is separately discussed, and distinction is made between the
circumstances when the data has been received by the personal data subject or not. Layered
privacy notices, “push” and “pull” notices are discussed in the light of good practices that may
be used by businesses which maintain online presence.
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3.3. Legal grounds for personal data processing
The six legal grounds for personal data processing are discussed in the context of the lawfulness,
fairness and transparency principle under the GDPR. The comprising elements of the six legal
grounds are analyzed and put into factual examples where the Participants decide which legal
ground would be applicable taking into consideration different circumstances. A special focus
is put on “consent” and “legitimate interest” under the GDPR, and their limited application in
certain cases is underlined. The necessity to undertake a careful evaluation of the personal data
processing at hand is further discussed. The exceptions to the prohibition for special personal data
processing are discussed with the Participants as well.

3.4. Processing of personal data in the employment context
In order to put the knowledge and skills gained throughout the first three Training Sections
into practice, processing of personal data is discussed in the employment context. As a
common type of personal data processing for SMEs, personal data processing in the employment
context covers a wide range of the controllers’ obligations under the GDPR.
This Training Section starts with the topic of personal data processing in the recruitment process.
Appropriate ways for providing job applicants with privacy notices are discussed. Further to this,
applicable legal grounds and specific retention periods in compliance with the respective EU
Member-State national legislation are elaborated on.
Further to this, the Training Section discusses the application of the principles enshrined in
the GDPR, i.e. “purpose limitation”, “data minimization”, “storage limitation” into the
processing of employees’ personal data. In addition, it puts focus on the limited application of
“consent” in an employment context and elaborates on examples of improper practices for
personal data processing in accordance with the practice of the European Court of Human
Rights and the European Court of Justice.
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3.5. Rights of the data subjects
This Training Section includes a detailed description of the data subjects’ rights under the GDPR
and stresses the necessity to maintain channels for easy-to-access filing of requests for exercising
such rights. It elaborates on the both the rights which have already existed under Directive
95/46/EC (e.g. right of access, right to rectification) and data subjects’ rights which have been
introduced by the GDPR (e.g. ‘right to be forgotten’ and right to data portability, right not to be
subject to automated individual decision-making, including profiling).
The specific grounds for the exercise of each of the data subjects’ rights as well as the grounds to
refuse to respect the request are detailed during this Training Section.

3.6. The concepts of “controller” and “processor”
The characteristics of personal data controllers and processors are elaborated on throughout this
Training Section. Specific practical situations will be discussed where the Participants may
express their views regarding the data processing roles different parties in their daily business
operations may undertake. More complex relationships, i.e. joint personal data controllers and
independent controllers, are also subject to this Training Section.
The obligations of controllers, processors and joint controllers are presented to the Participants.
The requirements for entering into contractual relations with the other party depending on the
specific data processing relationships is explained to the Participants.
3.7. Transfer of personal data to third countries or international organizations
This Training Section contains comprehensive information regarding the different mechanisms
for transferring personal data to third countries or international organizations, and dwells on the
hierarchical relationship between the mechanisms. The adequacy decisions issued by the EC are
summarized, after which information about EC standard contractual clauses, BCRs and Codes
of conduct / other certification mechanisms is provided. The derogations for transfer of
personal data to third countries or international organizations are further briefly explained.
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The EU-US Privacy Shield and its applicability to businesses operating in different sectors is
presented to the Participants. The EU-US Privacy Shield Framework principles and mechanism
for self-certification are included in this Training Section.
3.8. Data Protection Officers
The circumstances under which a Data Protection Officer (“DPO”) has to be appointed are
explained, and an overview of what the position of the DPO entails are further elaborated. The
functions of the DPO and his/her role within an organization will be discussed with the
Participants.
This Training Section further elaborates on the possibility and the conditions to appoint a
DPO for a single organization and for a group of undertakings.

3.9. Ensuring Security of Personal Data
This Training Section is focused on the appropriate technical and organizational measures
for safeguarding personal data. In addition, this Section explains the notion of “state of the
art” measures and the costs of implementation when deciding appropriate measures to the
specific circumstances and the risk a certain processing poses.
Approaches to ensure confidentiality, integrity and availability of systems and services as well as
measures to restore access and availability to personal data in a timely manner in the event of a
physical or technical incident are further discussed.
The Training Section concludes with a discussion on the appropriate processes in place to test the
effectiveness of security measures, and any required improvements that may be undertaken.
13
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VI. Training Agenda for Small and Medium Enterprises
SMEDATA
‘Ensuring the Highest Degree of Privacy and Personal Data Protection through Innovative Tools for SMEs and Citizens’
Training Agenda for Small and Medium Enterprise
From

Until

10.00

10.15

SMALL AND MEDIUM SIZE ENTERPRISES
GREETINGS AND OPENING SESSION
PROTECTION OF PERSONAL DATA IN THE EUROPEAN AND NATIONAL LEGAL FRAMEWORK
Session 1: The legislative sources regarding the protection of personal data. The purposes and scope of the GDPR

10.15

11.00
Session 2: The concept of personal data. The general principles for the processing of personal data in the GDPR. The
revised national legal framework.

11.00

11.15

COFFE BREAK
THE PROCESSING OF PERSONAL DATA: LEGAL BASES, PARTIES AND RIGHTS OF THE
INTERESTED PARTIES
Session 3: Legal basis for processing

11.15

12.30

Session 4: The information: contents, times and methods. s of the processing
Session 5: The distinction between controller, joint-controller, processor, other processor engaged and related
considerations. Rights of interested parties

12.30

13.30

LUNCH
DATA PROCESSING IN SMALL AND MEDIUM BUSINESSES

13.30

15.00

Session 6: Collection and processing of personal data for Human Resource management. Collection and processing of
personal data in the context of the employment relationship

15

Session 7: Roles and responsibilities of the organizations when processing personal data. Use and storage of data. Codes
of conduct. Certifications. Data processing for marketing purposes
15.00

15.15

15.15

16.30

16.30

17.00

COFFEE BREAK
GOVERNANCE AND ACCOUNTABILITY. INTERNATIONAL TRANSFERS
Session 8: Personal Data Protection governance and the accountability principle in the organizations. Role and duties of
the Data Protection Officer. Register of processing activities
Session 9: Risk Analysis and identification of technical and organizational measures. How to manage personal data
breaches
Session 10: The international dimension: transfer of data and the cooperation and consistency procedures.
CLOSING SESSIONS, Q&A AND FEEDBACKS
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VIII. Training Agenda for Legal Professionals
SMEDATA
‘Ensuring the Highest Degree of Privacy and Personal Data Protection through Innovative Tools for SMEs and Citizens’
Training Agenda for Legal Professionals
From

Until

10.00

10.15

LEGAL PROFESSIONALS
GREETINGS AND OPENING SESSION
GDPR PRINCIPLES AND THE IMPACTS ON NATIONAL LEGISLATION
Session 1: The general principles for the processing of personal data in the GDPR. The adaptation of the national legal
system to the European legal framework with the new privacy code

10.15

11.00

Session 2: The evolution of the regulation of personal data protection, the decision of the Court of Justice of the European
Union, of the European Court of Human Rights and of the Italian Constitutional Court.
Session 3: The purposes and scope of the GDPR. The dynamic notion of personal data and the right to informational
self-determination

11.00

11.15

COFFE BREAK
PERSONAL DATA PROCESSING AND THE ROLE OF DATA PROTECTION AUTHORITY
Session 4: The privacy notice: contents, times and methods; The legal bases of the processing of persona data

11.15

12.30

Session 5: The distinction between controller, joint-controller, processor, other processor engaged and related
considerations and Rights of data subjects
Session 6: The international dimension: transfer of personal data and the cooperation and consistency procedures. Data
processing for marketing purposes. The decision-making process of Data Protection Authority

12.30

13.30

13.30

15.00

LUNCH
GOVERNANCE AND ACCOUNTABILITY
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Session 7: Personal Data Protection governance and the accountability principle in the organizations. Role and duties of
the Data Protection Officer. Register of processing activities
Session 8: Risk Analysis and identification of technical and organizational measures. How to manage personal data
breaches
15.00

15.15

15.15

16.30

COFFEE BREAK
PROCESSING SPECIFIC CATHEGORIES OF PERSONAL DATA
Session 9: Personal data processing for recruitment purposes. Personal data processing managing employment contracts
Session 10: Overall framework of legal obligations when processing personal data. Storage procedures, anonymity and
deletion of personal data. Business practices in personal data processing. Certifications.

16.30

17.00

CLOSING SESSIONS, Q&A AND FEEDBACKS
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IX.

Pre-course outreach

a. Communication channels and tools
A wide variety of communication channels, tools and media for the distribution of the project messages to the different participants’ groups have been used.
These included:








National networks – Project Partners have wide-spread contacts with business and professional organizations in Bulgaria and Italy and networks of local
representatives who conveyed the project messages
EU network – the partners EY and EWLA have extensive networks covering all EU Member States; through the channels of those EU wide networks,
the Project results received a broad European dissemination. For instance, EY, as a partner in the consortium took the responsibility to enrich the impact
of the project results via its largest worldwide network which includes 230,000 highest-performing professionals that serve in 150 countries and more
than 700 offices globally
Project website, websites of the partners and websites of the multipliers
Social media networks – the project has created profiles on Facebook and LinkedIn
Newsletters – newsletters have been distributed via the existing lists with contacts of the partners (e.g. the partner APIS has distributed the newsletter via
its web and desktop legal information products used by more than 50,000 customers, the partner SUB has sent it to its members and supporters, included
in an e-mail list with more than 7,000 contacts, and EWLA has distributed it to all of its members across Europe)
Project leaflet – the leaflet has been distributed at events organized by the partners outside the project framework

b. ECJ and ECHR court practice
The following list of ECJ and ECHR court practice will be disseminated among participants in the training events in order to provide them with an opportunity
to acquaint themselves further with the data protection principles and their practical implications.

ECJ Court Practice

ECHR Court Practice

1. Maximillian Schrems v Data Protection Commissioner

1. Ben Faiza v. France

Area: Transfer of personal data to third countries

Area: Proportionality
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Link: Maximillian Schrems v Data Protection Commissioner
2. Google Spain SL and Google Inc. v Agencia Española de Protección de Datos
(AEPD) and Mario Costeja González
Area: “Right to be forgotten”

Link: Ben Faiza v. France
2. L.H. v. Latvia
Area: Sensitive personal data
Link: L.H. v. Latvia

Link: Google Spain SL and Google Inc. v Agencia Española de Protección de Datos
(AEPD) and Mario Costeja González
3. Criminal proceedings against Bodil Lindqvist

3. Bărbulescu v. Romania

Area: Sensitive personal data

Area: Personal data in the employment context

Link: Lindquist
4. Weltimmo s.r.o. v Nemzeti Adatvédelmi és Információszabadság Hatóság

Link: Bărbulescu v. Romania
4. Antović and Mirković v. Montenegro

Area: Scope

Area: Video surveillance

Link: Weltimmo
5. YS v Minister voor Immigratie, Integratie en Asiel and Minister voor Immigratie,
Integratie en Asiel v M and S

Link: Antović and Mirković v. Montenegro
5. S. and Marper v. the United Kingdom

Area: Access to personal data

Area: Retention periods
Link: S. and Marper v. the United Kingdom

Link: YS v Minister voor Immigratie, Integratie en Asiel and Minister voor Immigratie,
Integratie en Asiel v M and S
6. Peter Nowak v Data Protection Commissioner

6. Dimitrov-Kazakov v. Bulgaria

Area: Concept of personal data

Area: Accuracy

Link: Peter Nowak v Data Protection Commissioner
7. Smaranda Bara and Others v Casa Naţională de Asigurări de Sănătate and Others

Link: Dimitrov-Kazakov v. Bulgaria
7. Aycaguer v. France

Area: Right of information

Area: Genetic data

Link: Smaranda Bara and Others v Casa Naţională de Asigurări de Sănătate and Others
8. Volker und Markus Schecke GbR and Hartmut Eifert v Land Hessen

Link: Aycaguer v. France
8. Radu v. the Republic of Moldova

Area: Consent

Area: Sharing of sensitive personal data

Link: Volker und Markus Schecke GbR and Hartmut Eifert v Land Hessen

Link: Radu v. the Republic of Moldova

9. František Ryneš v Úřad pro ochranu osobních údajů

9. Satakunnan Markkinapörssi Oy and Satamedia Oy v. Finland

20

Area: Personal or household activity

Area: Right to freedom of expression

Link: František Ryneš v Úřad pro ochranu osobních údajů

Link: Satakunnan Markkinapörssi Oy and Satamedia Oy v. Finland

10.Heinz Huber v Bundesrepublik Deutschland

10. Catt v. the United Kingdom

Area: Proportionality

Area: Political opinions

Link: Heinz Huber v Bundesrepublik Deutschland

Link: Catt v. the United Kingdom
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