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= ,,The human spirit must prevail over
technology.”

= Albert Einstein
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l. Overall Context of Data Processing

- EU Charter of Fundamental Rights as general
principles

- Art. 5 GDPR
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1. EU Charter of Fundamental Rights

The Right to Privacy Art. 7

Protection of Personal Data Art. 8

The Right to Information Art. 11
Freedom to Conduct a Business Art. 16
The Right to Property Art. 17
Prohibition of Discrimination Art. 21
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2. GDPR

Art. 5 Principles relating to processing of personal data

1. Personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with
Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the
appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject
(‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).
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2. GDPR

Ynen 5
MNpuHUMNK, CBbP3aHU C 06PabOTBAHETO Ha IMYHU AAHHU
1. J/InyHuTe paHHMU ca:

a) 06paboTBaHMN 3aKOHOCbO6pPa3HO, A06POCHBECTHO M NO NPO3paYeH HAYUH NO OTHOLLIEHUE Ha cybeKTa Ha AaHHUTe (,,3aKOHOCHO6PA3HOCT,
[06pOoCbBECTHOCT M NPO3pPaYHOCT);

6) C'b6MpaHM 3ad KOHKPEeTHU, U3SPNYHO YKa3aHU U IETUTUMHU LLe/In U He ce 06p360TBaT NO-HATaTbK NO HA4YUH, HeCbBMeCTUM C Teé3U Uuenu,; no-
HaTaTbLWHOTO 06p360TBaHe 3a Ue/iMTe Ha apXuBUpaHETo B 05I.IJ,ECTBEH UHTEpecC, 3a Hay4HU U UCTOPUYECKU nscnegBaHnAa Uau 3a
CTaTUCTUYECKM LLe/IN He Ce CYUTA, CbINACHO YneH 89, naparpaq) 1, 33 HecbBMeCTMMO C MbPBOHAYaNHUTE Lenun (,,Ol'paHW-IEHMe Ha u,enme");

B) NOAX0AALLM, CBbP3aHU CbC U OFPaHUYEHU A0 HeO6X0AUMMOTO BbB BPb3Ka C LieanTe, 3a KOUTo ce 06paboTBar (,,cBexaaHe Ha AaHHUTe A0
MUHUMYM“);

r) TouHu u npu Heobxoaumocr ga 6baaT NnoaabPIKaHU B aKTyaleH BUA; TPAGBa Aa ce npeanpuemaT BCUUKU pa3yMHU MepKHU, 3a ga ce
rapaHTUpa CBOEBPEeMEeHHOTO U3TPUBaAHE UAN KOpUTrMpaHe Ha HETOUHU IMYHU AaHHU, KaTo Ce MMaT NpeaBua LeauTte, 3a KOUTo Te ce
obpaborear (,,TouHoCcT");

B) cbxpaHABaHM BbB popMa, KOATO Aa NO3BONABA UAEHTUOULMPAHETO Ha cybeKTa Ha AaHHUTE 3a Nepuoa, He No-AbNbr OT He06X0AMMOTO 3a
LennTe, 32 KOUTO ce 06paboTBaT IMUHUTE AaHHU; IMYHUTE AaHHM MOTAT Aa ce CbXPaHABAT 3a NO-A4bJINM CPOKOBE, A0KOJIKOTO e 6baar
06paboTBaHM €ANHCTBEHO 3a Lie/IMTe Ha aPXMBUPAHETO B 06LLeCTBEH MHTEPEC, 3a HAYYHU UM UCTOPUYECKU U3CNeaBaHUA UM 33
CTaTUCTUYECKM LLeNIn CbrNacHo uneH 89, naparpad 1, npu ycnoeue ye 6bAaT NPUNOIKEHU NOAXOAALLUTE TEXHUUECKU M OPraHU3aLUOHHU
MepKHM, NpeABUAEHUN B HACTOALLUA PerNaMeHT C uen ga 6baaT rapaHTupaHu npasaTta u cBobogute Ha cybeKTa Ha AaHHUTeE (,,orpaHUyYeHmne Ha
CbXpaHeHueTo");

e) 06paboTBaHM NO HAUYMH, KOMTO rapaHTUpPa NOAXOAALLO HUBO HA CUTYPHOCT HA JINYHUTE AAHHU, BKAIOYUTE/IHO 3alLMTa Cpelly HepaspeLleHo
MU He3aKOHOCbobpa3Ho 06paboTBaHe M cpely cayyaiiHa 3aryba, yHULLL0XKaBaHe UM NOBPeXKaaHe, KaTo ce NpuaaraT noAxoAfaLum
TEXHUYECKU UM OPTaHU3ALMOHHM MePKU (,,LANI0CTHOCT U NOBEPUTENHOCT");

2. AAMMHUCTPATOPBT HOCU OTFOBOPHOCT M € B CbCTOAHUE A,a AOKaXKe Cna3BaHeTo Ha naparpad 1 (,,otueTHOCT”).

www.law-dlt.com 6



2. GDPR

Art. 5 GDPR:

lawfulness, fairness and transparency
purpose limitation

data minimisation

Accuracy

storage limitation

integrity and confidentiality
accountability
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ll. Processing with coded tools

- ,Trashin‘-> ,Trash out’

- Example: vacuum cleaner at ,smart‘ engineer‘s home

¥ Download from 2516229
A4/ Dreamstime.com b i mmmiii com www.law-dIt.com



lll. The General ,Belief’ in
Technological Objectivity

Cathy O‘Neil: Weapons of Math Destruction
>> the illusion of ,objective’ results

Ex:

> Loans for people of a certain living quarter in town
> Tool for sorting out applicants

> Predictions regarding former criminals

Criteria: crucial > diversified data sets, 360 ° assumptions
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IV. Ethics Guidelines for Trustworthy Al

8 April 2019 Publication of the Guidelines for a Trustworthy Al

> [awful Al
> ethical Al
> robust Al

link: https://ec.europa.eu/digital-single-
market/en/news/ethics-guidelines-trustworthy-ai
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V. Assessment List (Pilot version)

Respective areas:

- transparency: traceability, explainability, communication
(information of end-user)

- technical robustness and general safety: resilience to attack
and security, fall-back plan and general safety, accuracy,
reliability and reproducibility

- privacy and data governance: respect for privacy and data
protection, quality and integrity of data, access to data

- diversity, non-discrimination and fairness: unfair bias
avoidance, accessibility and universal design, stakeholder
participation
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V. Assessment List (pilot version)

Respective areas (continued):

- human agency and oversight: fundamental rights, human
agency, human oversight

- societal and environmental well-being: sustainable and
environmentally friendly, social impact, society and
democracy

accountability: auditability, minimising and reporting negative
impact, documenting trade-offs, ability to redress

link: https://ec.europa.eu/futurium/en/ai-alliance-
consultation/guidelines/2
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